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DISCLAIMER

The information contained in this Request for Proposal document (the “EOI”) or subsequently
provided to Bidder(s), whether verbally or in documentary or any other form by or on behalf of
BECIL or any of its employees or advisors, is provided to Bidder(s) on the terms and conditions set
out in this EOI and such other terms and conditions subject to which such information is provided.
This EOI is not an agreement and is neither an offer nor invitation by BECIL to the prospective
Bidders or any other person. The purpose of this EOI is to provide interested parties with
information that may be useful to them in making their offers (Bids) pursuant to this EOI. This EOI
includes statements, which reflect various assumptions and assessments arrived at by BECIL in
relation to the Project. Such assumptions, assessments and statements do not purport to contain all
the information that each Bidder may require. This EOIl may not be appropriate for all persons, and
it is not possible for BECIL, its employees or advisors to consider the investment objectives,
financial situation and particular needs of each party who reads or uses this EOIl. Each Bidder
should, therefore, conduct its own investigations, actual site/ facilities/location inspections and
analysis and should check the accuracy, adequacy, correctness, reliability and completeness of the
assumptions, assessments, statements and information contained in this EOI and obtain independent
advice from appropriate sources. Information provided in this EOI to the Bidder(s) is on a wide
range of matters, some of which may depend upon interpretation of law. The information given is
not intended to be an exhaustive account of statutory requirements and should not be regarded as a
complete or authoritative statement of law. BECIL accepts no responsibility for the accuracy or
otherwise for any interpretation or opinion on law expressed herein. BECIL, its employees and
advisors make no representation or warranty and shall have no liability to any person, including any
Applicant or Bidder under any law, statute, rules or regulations or tort, principles of restitution or
unjust enrichment or otherwise for any loss, damages, cost or expense which may arise from or be
incurred or suffered on account of anything contained in this EOI or otherwise, including the
accuracy, adequacy, correctness, completeness or reliability of the EOI and any assessment,
assumption, statement or information contained therein or deemed to form part of this EOI or arising
in any way for participation in this Bid Stage. BECIL also accepts no liability of any nature whether
resulting from negligence or otherwise howsoever caused arising from reliance of any Bidder upon
the statements contained in this EOI. BECIL may in its absolute discretion, but without being under
any obligation to do so, update, amend or supplement the information, assessment or assumptions
contained in this EOI. The issue of this EOI does not imply that BECIL is bound to select a Bidder
or to appoint the Selected Bidder for the Project and BECIL reserves the right to reject all or any of
the Bidders or Bids without assigning any reason whatsoever. The Bidder shall bear all its costs
associated with or relating to the preparation and submission of its Bid including but not limited to
preparation, copying, postage, delivery fees, expenses associated with any demonstrations or
presentations which may be required by BECIL or any other costs incurred in connection with or
relating to its Bid. All such costs and expenses will remain with the Bidder and BECIL shall not be
liable in any manner whatsoever for the same or for any other costs or other expenses incurred by
a Bidder in preparation or submission of the Bid, regardless of the conduct or outcome of the Bidding
Process. In case of any rejection/cancellation, no bidder has any right to claim any compensation
or reimbursement to cost. Participation in EOI does not guarantee selection of bidder.
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1.

INTRODUCTION

Broadcast Engineering Consultants India Limited (BECIL), an 1ISO 9001:2015, 27001:2013, ISO/IEC
2000:2012 certified Mini Ratna Central Public Sector Enterprise (CPSI) was incorporated on 24th
March, 1995 under the Companies Act, 2013 (erstwhile the Companies Act, 1956) by Government
of India with 100% equity share capital of BECIL held by President of India through Secretary and
Joint Secretary of Ministry of Information & Broadcasting.

The Company was initially set up for providing project consultancy services and turnkey solutions
encompassing the entire gamut of radio and television broadcast engineering, establishment of
transmission facilities, content production facilities, terrestrial, satellite and cable broadcasting in
India and abroad. The company has now diversified into the fields of Strategic Projects such as
Information Communication.

Technology, Electronic Surveillance (namely CCTV, Access Control, Intrusion, Fire Safety,
Hydrants, etc.). Electronic Media contents including films, Sentinel Analytics, Counter Drones/UAV
etc. The activities include, but are not limited to Supply, Installation, Testing & Commissioning,
Consultancy Services, Technical Audit, Media Analysis, R&D, projects pertaining to Digital India,
City Surveillance, Safe City. Smart City, Make in India, Manufacturing, Audio Video & Data
Analysis, Cyber Security, Engineering, Procurement & Construction, Project Management Services,
Operation and Maintenance, Manpower Placement, AMC and providing total turnkey project for
critical information infrastructure.

BECIL, has its Head Office in New Delhi, Corporate Office in Noida and Regional Office in
Bangalore and Kolkata. BECIL is exploring geographical expansion in many states due to
diversification in business portfolios.

Over the years, BECIL has consciously groomed and developed a team of in-house, versatile and
dedicated engineers and also cultivated and harnessed a vast reservoir of professionals drawn from
various fields of Broadcasting Industry, which include public and private Broadcasters, Defense and
Cable Industry. Through this network of resourceful technical professionals, BECIL, has established
its pan India presence to serve the needs of the industry.

BECIL has a vast reservoir of experts and integrates the expertise of All India Radio (AIR) and
Doordarshan (DD), the national broadcaster of India, catering to one of the largest Radio Networks
reaching out to more than a billion people and the world's largest Terrestrial Television Network
supplemented by Analogue and Digital satellite Broadcasting services reaching out to millions of TV
homes in India and abroad.

INTRODUCTION OF PROJECT/TENDER

UP Police, Cyber Crime Headquarter has floated a RFP. GEM/2026/B/7987659 dated: 02/09/2026 for
Establishment of Cyber Investigation and Digital Assistance Labs (CIDAL) on a Turnkey basis 2.0.

3.1 ELIGIBLE BIDDERS

That the Prospective Bidder/consortium or its Allied firm or sister concern should not be
blacklisted/de-barred or put on holiday, by BECIL or any other Public sector Enterprise or a
Government Body, as on the date of submission of the bid.

That the Bid submitted by any of the Bidder/consortium, who is found to be blacklisted/ debarred or
on a Holiday list shall be out rightly rejected.
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That in the event, if the Bidder chooses to be discreet and conceal about its status or about the status
of any of its Allied/Sister concern of being debarred, then it shall be construed as a misrepresentation
of facts and shall lead to an appropriate action by BECIL.

That the Bidder should not be undergoing any liquidation/insolvency proceedings on the due date of
the submission of the bid. In case of any change in the status of declaration by the Bidder, the same
shall be notified by BECIL to the Bidder in a span of seven days from the date of initiation of
proceeding.

3.2 COST OF BIDDING

The Bidder shall be responsible to bear any costs associated with the preparation and submission of the
Bid, and BECIL in no case, shall be responsible or liable for costs, inclusive of but not limited to bank
charges, courier charges, site visits, expenses incurred for the purpose of demonstration and
representation as desired by BECIL in order to assess the efficiency of the prospective Bidder, or any
other expenses incurred for the submission of the Bid. That the Bidder shall be responsible for the
costs/expenses regardless of the outcome of the bidding process.

3.3 ASSURANCE

The successful Bidder shall have to provide requisite documentation and satisfactory assurance of its
capability and intention in regard to the supply of the goods and/or performance of the requisite scope
of work/services pursuant to the award of the Contract within the time set forth herein

34 SITEVISIT

It shall be the responsibility of the Bidder to visit the Premises/Site wherein the work is to be performed
or services is to be delivered to obtain all the requisite information that is necessary/essential for preparing
the Bids and entering into a Contract. The cost of visiting the Site shall be borne by the Bidder.

The grant of permission by BECIL to the Bidder or its Authorized Representative , for the purpose of
Site visit shall be contingent on the express condition that the Bidder and its representatives/agents shall
indemnify the Company i.e. BECIL and its personnel from and against all liability in respect thereof and
will be responsible for personal injury (whether fatal or otherwise), loss of or damage to property and
any other loss, damage, costs and expenses however caused, which, but for the exercise of such
permission would not have arisen. That in the event if the Bidder fails to visit the site, it shall not relieve
it from the performance of its scope of work/obligations as per the Contract

3.5 CONTENTS OF THE BIDDING DOCUMENT

That the set of Bidding Documents, include the Annexures given herein below in addition to the
Invitation for Bid, together with any amendment/addendum

i.  Annexure -1 _Introduction and Brief Description
ii.  Annexure Il- Schedule Of Dates
iii.  Annexure Ill- General Terms and Conditions
iv.  Annexure IV- Scope of Work and Specification
v. Annexure V- Bid Evaluation and Matrix
vi.  Annexure VI- Enclosures and Forms
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3.6 CLARIFICATION OF BIDDING DOCUMENT

For any clarification related to using the portal, you may visit the below link:

https://becil.ewizard.in

(i) Any queries relating to the tender document and the terms and conditions contained therein
should be addressed to the Tender Inviting Authority for a tender or the relevant contact person
indicated in the tender.

(it) Any queries relating to the process of online bid submission or queries relating to e- tender Portal
in general may be directed to the Helpdesk Support.
(iii) Please feel free to contact ewizard helpdesk (as given below) for any query related to

E-tendering Phone No. 011-49606060

Mail id: - helpdesk@ewizard.com

3.7 ADDENDUM/AMENDMENT TO THE BIDDING DOCUMENT

At any time prior to the deadline for the submission of the Bids by the Bidders, BECIL shall have the
discretion to amend the bid at its own initiative or in sub-sequence to a clarification sought by the
prospective Bidder.

The Amendment / Addendum shall form a part of the Bidding Document pursuant to clause 10 and
clause 43 of the General terms and Conditions and the same shall be notified on the said procurement
portal, so that the said addendum/amendment becomes binding on all the prospective bidders.

In the event of an Addendum/Amendment to the Bidding Document, the prospective Bidders shall be
provided with a reasonable time for the purpose of preparation of their bids.

3.8 LANGUAGE OF THE BID

That the Bid and all correspondences and communication in connection with this Bid shall be in
English language. The supporting documents to be submitted by the Bidder may be in another language
provided they are accompanied by a certified translation. However, BECIL may also translate the
documents on its own to avert the possibility of any irregularity and ambiguity.

3.9 EARNEST MONEY DEPOSIT

EMD/ Bid Security: The Bid Security amounting to Rs. 1,00,00,000/- (Rupees One Crore Only) will
be submitted with bid by all the bidders in the form of BG/ online transfer / Surety Bond ( The EMD
shall be valid for a period as per Bid validly ).

The bidder seeking EMD exemption, must submit the valid supporting document for the relevant

category as per GeM GTC with the bid. Under MSE category, only manufacturers for goods and Service
Providers for Services are eligible for exemption from EMD.
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In case of forfeiture of EMD/ Bid Security, the forfeited amount will be considered inclusive of tax
and tax invoice will be issued by UP POLICE. The forfeiture amount will be subject to final decision
of UP POLICE based on other terms and conditions of order. EMD/Bid Bond will not be accepted in
case the same has reference of ‘remitter’/’financer’ other than bidder on the aforementioned financial
instrument of EMD/ Bid Bond submitted by the bidder and bid of such bidder will be summarily
rejected.

The EMD will be refunded, in case work is awarded to BECIL on the submission of Performance Bank
Guarantee and in case of unsuccessful bid, immediately after the fact came to BECIL knowledge. That
the Earnest money deposit has been sought with an intent to protect the interests of M/s BECIL against
the conduct of the Bidder which shall warrant the forfeiture of the earnest money deposit.

That any Bid not secured in accordance with Earnest Money Deposit will be rejected by BECIL by
virtue of being un-responsive. That the Earnest money deposit of all the Unsuccessful Bidders shall be
discharged/returned not later than 45 days after the finalization of the tendering process, whereas the
Earnest money deposit of the unsuccessful Bidder shall be discharge upon signing the Work
Order/Agreement or upon acknowledging the award and on furnishing of the Performance bank
guarantee/ Security deposit.

Notwithstanding any contained in the Contract, the Earnest money deposit shall be forfeited in the
following circumstances-:

i.  Inthe event of withdrawal of bid, by the Bidder during the bid validity period
ii. If the Bidder is found indulgent in fraudulent/collusive and coercive practice

iili.  Inthe event if the Bidder modifies the bid after the due date and time for the submission of
the Bids

iv.  In the case of successful Bidder, if the Bidder fails to sign the work order/Agreement

v. Incase if the Bidder fails to furnish the Performance bank guarantee/ security.

3.10 INTENT AND IMPORTANT ASPECTS OF THE EXPRESSION OF INTEREST (EOI)
The Intent and important aspects of this Expression of Interest is (EOI) are as follows: -

BECIL intends to onboard Bank-end Consortium Partner(s). The selected partner(s) will support
BECIL in the execution of Tender No. GEM/2026/B/7987659 dated: 02/09/2026 titled
‘Establishment of Cyber Investigation and Digital Assistance Labs (CIDAL) on a Turnkey basis
2.0

The intent of this EOI is to select Back-end Technology Partner(s)/consortium Partner(s) of BECIL,
to subsequently work with BECIL for the above-mentioned tender, if work gets awarded to BECIL.
An MOU/ Agreement will be signed by BECIL with the Back-end Technology partner(s)/consortium
Partner(s) selected through this EOI, for preparation of bid and/ or participation in the above-
mentioned tender.

In such a scenario, the following conditions will be applicable, which are to be fully taken into
consideration by the bidders, prior submitting a response to this EOI:-

The Back-end Technology partner(s)/consortium Partner(s) selected through this EOI, will
undertake the work as per the above mentioned client’s tender, in accordance with roles and
responsibilities as enumerated in the agreement to be signed with the Back-end Technology
partner(s)/consortium Partner(s).
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The back-end Bidder / Consortium should possess valid patent / copyright / licence / authority as
required, for the products (including software) being supplied / used in the project.

All terms and conditions of the client’s tender, and any subsequent amendments/ corrigenda thereof,
will be applicable fully on back to back basis on the Back-end Technology partner(s)/consortium
Partner(s) selected through this EOI, including all important terms and conditions like EMD, PBG,
Payment Terms, SLA conditions, Liquidity Damages, and any other penalties etc.

3.11 Performance Bank Guarantee (PBG):

In case the said tender is awarded to BECIL, the PBG as applicable shall be payable by the selected
bidder on back to back basis of equivalent amount as per the terms and conditions of Client’s Tender.
The bidder must submit an undertaking in the bid stating that "they will provide the PBG in
accordance with the timeline and the terms and conditions outlined in the client's tender.

All payments in the Project to the selected Back-end Technology partner(s)/consortium Partner(s)
shall be on back-to-back basis only subject to receipt of corresponding payment from the
client. An advance payment may be made to the selected Back-end Technology
partner(s)/consortium Partner(s), only if BECIL, receives an advance from the customer, provided
the selected agency submits a bank guarantee (BG) of 110% of amount to BECIL in addition
to the PBG.

Further, Client’s RFP has a provision for submitting BG, for release of payment as per the
payment milestones. Such BGs are also to be submitted to BECIL by the Back-end Technology
partner(s)/consortium Partner(s) on a back to back basis.

The decision to engage the successful bidder as Back-end Technology partner(s)/consortium
Partner(s) shall be taken by the Competent Authority of BECIL and accordingly the respective
agreement shall be signed.

Bidders are advised to go through the Scope of Work and terms & condition of the said tender to
understand the requirement and challenges associated with locations prior to submitting their bids.

The selected Back-end Technology partner(s)/consortium Partner(s) shall not subcontract, assign,
or transfer any part of its obligations, duties, or responsibilities to any third party without the prior
written consent of BECIL. Any attempt to do so shall be considered a material breach, leading to
immediate termination without any liability on the part of BECIL.
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SECTION -1l

IMPORTANT DATES (SCHEDULE AND CRITICAL DATES
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4.1 IMPORTANT DATES (SCHEDULE AND CRITICAL DATES

S.N ACTIVITY SCHEDULED DATE & TIME
1. EOI Number BECIL/PROJ/BT/CIDAL/UP POLICE/26-27/EOI
2. Date of Issue of EOI 05.09.2026
3. Lastdate and Time for | 09.09.2026 @ 12:30 PM
Submission of bids
4 Availability of Document | https://www.becil.com;
https://becil.ewizard.in
5 E-tender Portal Fee (Non- | INR 3,540/- E-tender Portal Fee (non-transferrable &
refundable) non- refundable) payable through online e-Portal
6 Bidder Enrolment Fee INR 2360/- Bidder Enrolment Registration fee
(Non-refundable) (non- transferrable & non-refundable) payable through
online e- Portal
7. RFP document Fee INR 17,700/- (incl GST) Form Fees (non- transferrable
(Form Fee) (Non- & non-refundable) payable through online e-Portal
Refundable)
8. EMD/ Bid Security INR 1,00,00,000/- to be submitted with the bid. For detail
refer clause 3.9
9. Address for BECIL Bhawan, C-56 / A -17, Sector - 62, Noida —
Communication of 201307.
bids
10. Contact details for Sh. Binay Kumar Tiwari, DGM Tele- 0120-4177850
this EOI Email- binaytiwari@becil.com
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4.2. INSTRUCTIONSFOR E-TENDERING PORTAL OF BECIL

42.1 E-TENDER PORTAL FEE

The bidder has to pay a non-refundable e-tender portal fee amounting to
T 3540/- (Non-refundable) by way of on-line payment on e-tender portal before submission of the proposal.
SUBMISSION OF THE PROPOSAL

The bidders are advised to study the RFP document carefully. Submission of proposals shall be
deemed to have been done after careful study and examination of the RFP document with full
understanding of its implications. Bidders shall have to submit their proposal (Technical and Financial)
online through the e-tendering website https://becil.ewizard.in

422 E-TENDERING PROCEDURE

Q) E-Procurement is the complete process of e-tendering from publishing of tenders online,
inviting online bids, evaluation and award of contract using the system. You may keep a watch
of the tenders floated under https://becil.ewizard.in. These will be invited for online Bids.
Bidder Enrolment can be done using "Bidder Enrolment”.

(i) The instructions given below are meant to assist the bidders in registering on the e-
tender Portal, and submitting their bid online on https://becil.ewizard.in the e-tendering portal
as per uploaded bid.

(i)~ More information useful for submitting online bids on may be obtained at:
https://becil.ewizard.in

4.2.3 GUIDELINES FOR REGISTRATION ON PORTAL

Q) Bidders are required to enroll on the e-Procurement Portal by clicking on the link
“Online Bidder Enrolment” on the e-tender Portal by paying the Registration fee of Rs. 2360/-
(inclusive of taxes).

(i)  As part of the enrolment process, the bidders will be required to choose a unique
username and assign a password for their accounts.

(iii)  Bidders are advised to register their valid email address and mobile numbers as part of
the registration process. These would be used for any communication with the bidders.

(iv)  Upon enrolment, the bidders will be required to register their valid Digital Signature
Certificate (Only Class Il Certificates with signing + encryption key usage) issued by any
Certifying Authority recognized by CCA India (e.g. Sify / TCS / nCode / eMudhra etc.), with
their profile. Or bidders can contact our help desk for getting the DSC.

(v) Only valid DSC should be registered by a bidder. Please note that the bidders are
responsible to ensure that they do not lend their DSC’s to others which may lead to misuse.

(vi)  Bidder then logs in to the site through the secured log-in by entering their user 1D
/password and the password of the DSC /e-Token.

(vii)  The scanned copies of all original documents should be uploaded in pdf format on portal
https://becil.ewizard.in
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(viii)  After completion of registration payment, bidders need to send their acknowledgement
copy on our help desk mail ID: helpdesk@ewizard.com for activation of your account.

Helpdesk Number : Tel 011-49606060 , 9355030616, 9560364871

424 SEARCHING FOR TENDER DOCUMENTS ON PORTAL

4.2.5

4.2.6

Q) There are various search options built in the e-tender Portal, to facilitate bidders to
search active tenders by several parameters.

(i) Once the bidders have selected the tenders they are interested in, you can pay the form
fee and processing fee (NOT REFUNDABLE) by net-banking / Debit / Credit card then you may
download the required documents / tender schedules, Bid documents etc. Once you pay both fee
tenders will be moved to the respective ‘requested” Tab. This would enable the e- tender Portal
to intimate the bidders through e-mail in case there is any corrigendum issued to the tender
document.

PREPARATION OF BIDS ON PORTAL

Q) Bidders should take into account any corrigendum published on the tender document
before submitting their bids.

(i)  Please go through the tender advertisement and the tender document carefully to
understand the documents required to be submitted as part of the bid.

(iii)  Bidders, in advance, should get ready the bid documents to be submitted as indicated in
the tender document /schedule and generally, they can be in PDF formats. Bid Original
documents may be scanned with 100 dpi with Color option which helps in reducing size of the
scanned document.

(iv)  To avoid the time and effort required in uploading the same set of standard documents
which are required to be submitted as a part of every bid, a provision of uploading such standard
documents (e.g. PAN card copy, GST, Annual reports, auditor certificates etc.) has been
provided to the bidders. Bidders can use “My Documents” available to them to upload such
documents.

(V) These documents may be directly submitted from the “My Documents” area while
submitting a bid, and need not be uploaded again and again. This will lead to a reduction in the
time required for bid submission process.

SUBMISSION OF BIDS ON PORTAL

(i) Bidder should log into the website well in advance for the submission of the bid so that it
gets uploaded well in time i.e. on or before the bid submission time. Bidder will be
responsible for any delay due to other issues.

(i) The bidder has to digitally sign and upload the required bid documents one by one as
indicated in the tender document as a token of acceptance of the terms and conditions laid down
by BECIL.

(iii) Bidder has to select the payment option as “e-payment” to pay the tender fee / EMD as
applicable and enter details of the instrument.

(iv) Bidders are requested to note that they should necessarily submit their financial bids in
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4.2.7

(v)

(vi)

the format provided and no other format is acceptable. If the price bid has been given as a
standard BOQ format with the tender document, then the same is to be downloaded and
to be filled by all the bidders. Bidders are required to download the BOQ file, open it and
complete the white colored (unprotected) cells with their respective financial quotes and
other details (such as name of the bidder). No other cells should be changed. Once the
details have been completed, the bidder should save it and submit it online, without
changing the filename. If the BOQ file is found to be modified by the bidder, the bid will
be rejected.

The server time (which is displayed on the bidders’ dashboard) will be considered as the
standard time for referencing the deadlines for submission of the bids by the bidders,
opening of bids etc. The bidders should follow this time during bid submission.

The uploaded tender documents become readable only after the tender opening by the
authorized bid openers. Upon the successful and timely submission of bid click “Complete”
(i.e. after Clicking “Submit” in the portal), the portal will give a successful Tender
submission acknowledgement & a bid summary will be displayed with the unique id and
date & time of submission of the bid with all other relevant details. The tender summary
has to be printed and kept as an acknowledgement of the submission of the tender. This
acknowledgement may be used as an entry pass for any bid opening meetings.

CLARIFICATION

(i)

For any clarification related to using the portal, you may visit the below link:

https://becil.ewizard.in

Any queries relating to the tender document and the terms and conditions contained

therein should be addressed to the Tender Inviting Authority for a tender or the relevant contact
person indicated in the tender.

(i)

Any queries relating to the process of online bid submission or queries relating to e-

tender Portal in general may be directed to the Helpdesk Support.

(iii)

Please feel free to contact ewizard helpdesk (as given below) for any query related to

E-tendering Phone No. 011-49606060

Mail id: - helpdesk@ewizard.com
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SECTION 111

EOINOTICE & GENERAL TERMS AND CONDITION
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EOINOTICE

5 EOI NOTICE

5.1 Broadcast Engineering Consultants India Limited (BECIL) invites Expression of Interest
(EOI), through online mode, for selection of a Back end Technology partner of BECIL, for
collaborating with BECIL for participating in Tender No. GEM/2026/B/7987659 dated:
02/09/2026 Titled Establishment of Cyber Investigation and Digital Assistance Labs (CIDAL) on
a Turnkey basis 2.0.

5.2  The EOI must be submitted in English Only. All the documents including the supporting
documents/ enclosures etc. must be Calibri/ Aerial/ Times New Roman, font size-12 and fully
legible. Supporting documents if in a language other than English must be accompanied by an
English translated document. The English version shall prevail in matters of interpretation. EOI
Documents which are not legible shall be rejected.

5.3  The representative of agency will require a specific authorization/ board resolution to submit
the EOI.

54  In case the bidder has any doubt about the meaning of anything contained in the EOI
document/pre-bid queries, they shall seek clarification within 2 days of issue of EOI. Except for any
written clarification by Shri Binay Tiwari, DGM, BECIL, no written or oral communication,
presentation or explanation by any other employee of BECIL shall be taken to bind or fetter BECIL
under the contract. In case of such clarification or otherwise, the extension in the bid submission
date of the EOI shall be entirely on the discretion of BECIL taking into the consideration of end
client’s tender submission due date.

55  The Management of BECIL reserves the right to amend or withdraw any of the terms and
conditions mentioned in the EOI Document or reject any or all the bids without giving any notice or
assigning any reason. The decision of the CMD, BECIL in this regard shall be final and binding on
all.

56  BECIL reserve the right to amend any term of the EOI at any point of time before the
submission and bidder should regularly check the website. Further, BECIL also reserves to increase/
decrease/ delete/ add any BOQ item. Further any amendment done by client after the selection of
bidder, all the amendment will be applicable. In case of non-acceptance of such amendment, the
EMD submitted will be forfeited by BECIL and blacklisting of agency may be done for a minimum
period of 3 years from participating in BECIL EOl/tenders

5.7 The bidder should submit the signed Integrity Pact on a plain paper along with the bid.

5.8  The Bidders will have no right to withdraw from the EOI process post submission of their
bid without the formal consent of BECIL.

5.9  Participation in the EOI by any bidder will be on “NO COST NO COMMITMENT” basis.
The Bidder shall bear all cost associated with the preparation and submission of the Bid including
but not limited to Documentation Charges, Bank charges, all courier charges, translation charges,
authentication charges and any associated charges including taxes & duties

thereon. Further, BECIL will in no case be responsible or liable for these costs, regardless of the
outcome of the bidding process.
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5-10 For Consortium : Allowed (only two member) :

It is clarified that the lead member shall be BECIL. EOI is allowed for consortium bidding for 1+1 member
so that while bidding against client tender maximum members are capped as 3 only (in line with client
tender).The consortium composition shall remain unchanged after bid submission, except in specified cases
subject to prior approval of the Department.

It is to be noted that there would be two (2) consortium agreement under this EOI. First consortium agreement
would be signed between the 2 parties/vendors bidding in response to BECIL Eol. This agreement would be
signed between the two parties while bidding in response to BECIL Eol, and would be submitted as part of
their bid response.

The second agreement would be the one that BECIL would sign as 'Lead Member' while responding to the
client RFP as a Consortium. This should be clarified clearly in the Eol.

6 SUBMISSION OF EOI

6.1  EOI, complete in all respects, must be submitted online on the https://becil.ewizard.in.

6.2 BECIL may, at its own discretion, extend the date for submission of EOI. In such a case all
rights and obligations of BECIL and the bidders shall be applicable to the extended time frame.

6.3  As the EOI can be submitted only up to the defined date and time, there can’t be any late bids.

6.4  Atany time prior to the last date for receipt of EOl, BECIL may for any reason, whether at its
own initiative or in response to a clarification requested by a prospective bidder, modify the EOI
document by an amendment. The amendment will be notified on BECIL’S website
http://www.becil.com & https://becil.ewizard.in_and should be taken into consideration by the
prospective bidders while preparing their EOL.

6.5  The bidders will bear all costs associated with the preparation and submission of their bids.
BECIL will, in no case, be responsible or liable for those costs, regardless of the conduct or outcome
of the tendering process.

6.6  The bidder shall ensure that it fulfills the eligibility criteria as desired in the EOI and other
essential conditions. Compliance statement of Eligibility criteria with the documents submitted as a
proof is to be prepared and submitted. The supporting documents may be with list of existing and
past clients with details of services offered, details of similar projects executed.

6.7  The EOI should be duly signed on each page by authorized person. Documents authorizing
the signatory /Power of Attorney must accompany the bid.

6.8 The EOI complete in all respects must be submitted with requisite information and annexure(s).
The EOI should be free from ambiguity, change or interlineations. In complete EOI will not be
considered and is liable to be rejected without making any further reference to agency/ bidder

6.9 Bidders have to take into account any changes/ amendments made in the end client’s tender/
RFP through corrigendum till date of submission of bid in response of EOI.

6.10 | Checklist of documents/information to be submitted
(@ | Bidder Particulars as per format.

(b) | Certificate of Incorporation (for Company/LLP/Proprietorship)
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() | Memorandum & Articles of Association/Partnership deed/Proprietorship
declaration
(d) | Audited financial statements for the last 3 years i.e. FY 2022-23; 23-24; 24-25.

(e) | ITR Acknowledgment for last 3 years i.e. FY 2022-23; 23-24; 24-25

() | Undertaking to provide the PBG in accordance with the timeline and the
terms and conditions outlined in the client's tender

(@) | GST Registration Certificate

(h) | Copy of PAN Card

(1) | Any other relevant registration documents on registration with other
appropriate authorities (ESIC, EPFO, Labour deptt etc.)

() | Power of Attorney authorizing the person signing the bid for this EOI.

(k) | Undertaking in letter head to indemnify BECIL from any claims / penalties /
statutory charges, liquidated damages, with legal expenses etc.

(D | Undertaking in compliance to Office Memorandum No. F. No. 6/18/2019-
PPD, Dated 23-07-2020, Department of Expenditure, Ministry of Finance as
per Clause 10 below.

(m) | All the requisite documents in the prescribed formats placed at Annexures to this
Eol

(n) | Pre-Contract Integrity Pact as per Annexure-A

(0) | All the documents in support of Technical criteria like Experience Certificates,
PO, proposed Makes for the solution, Solution architecture (if asked) and
other documents as required.

(p) | Declaration regarding acceptance of Terms and conditions of EOI.

(@) | Undertaking for compliance with signing of Non-disclosure agreement as per
clause 39 below.

(r) | Undertaking for payment of EMD/ Bid Security if selected

(s) | Undertaking regarding absence of Conflict of Interest as per clause 14 below

(t) | Consortium agreement in case where bidder is consortium

7 OPENING OF EOI

7.1  The bids submitted against this EOI shall be opened on 09.09.2026 at 01.00 PM. BECIL
reserves the right to change the date of opening of bid.

7.2 Bidders who wish to attend opening of EOl may visit BECIL for the same at the designated
time, with authorization in proper format on bidder’s letter head.
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GENERAL TERMS & CONDITIONS OF EOI

8. RELATIONSHIP BETWEEN THE PARTIES

Nothing contained herein, shall be construed as establishing a relation of master and servant or of
Agent and Principal as between the Bidder/Agency and BECIL.

9. INTELLECTUAL PROPERTY RIGHTS:

9.1  Deliverable, outputs, plans, drawings, specifications, designs, reports and other documents
and software submitted by the Bidders under this EOI and subsequent to this EOI in relation
with this tender shall become and remain the property of BECIL/procuring entity and subject
to laws of copyright, must not be shared with third parties or reproduced, whether in whole
or part, without BECIL’s/ the procuring entity's prior written consent.

9.2  The Bidder shall, not later than upon termination or expiration of this Contract and/or
subsequent Agreement/Contract signed with the Bidder, deliver all such documents and
software to BECIL/the procuring entity, together with a detailed inventory thereof.

9.3  The Bidder shall not incorporate any materials, technology or any item or thing that involves
the use of intellectual property rights or proprietary rights that the Bidder does not have the
right to use or that may result in claims or suits against BECIL arising out of claims of
infringement of any intellectual property rights or other proprietary rights.

9.4  The Bidder shall perform all acts necessary to obtain and continue to have all necessary
licenses, approvals, consents of third parties free from any encumbrances and all necessary
technology, hardware and software to enable it to perform its obligations under this Contract.
If license agreements are necessary or appropriate between the Bidder and third parties for
purposes of enabling, enforcing or implementing the provisions hereinabove, the Bidder
shall be under an obligation to enter into such agreements at its own sole cost, expense and
risk.

10 LAND AND BORDER PROVISION

10.1 The Undertaking at Annexure-K shall be submitted by the Bidder in line with the guidelines
issued vide the Office Memorandum, No. F. No. 6/18/2019 dated 23.07.2020, by the
Department of Expenditure, Ministry of Finance, Govt. of India.

11 INDEMNITY
11.1  The Bidder shall indemnify, save, hold harmless and defend BECIL and its officers, servants,
employees and agents promptly upon demand and at its expense, from and against any and all

suits, proceedings, actions, demands, losses, claims, damages, liabilities, costs (including
reasonable attorney’s fees and disbursements) and expenses (collectively, “Losses”) to which
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BECIL may become subject, insofar as such losses arise out of, in any way relate to, arise or
result from:

a) Deficiency in the Bidder’s performance of its scope of service of breach of any of its obligations
or scope of work.

b)  Actions by the Bidder that causes BECIL to be indirect or direct consequential, breach of the
main contract.

c)  Anyclaims by employees, suppliers, creditors or other persons in a relationship with the Bidder.

d)  Any claims of infringement , misappropriation or otherwise by third parties in regard to the
execution of the works.

12 CODE OF INTEGRITY

12.1 No official of BECIL or the Bidder shall act in contravention of the codes which includes Prohibition
of:

a)  Offering of any bribe or undue gratification in any form to BECIL/Client or its officials, or
indulging in any corrupt practices.

b)  Anyomission, or misrepresentation that may mislead or attempt to mislead so that a financial or
other benefit may be obtained, or any necessary obligation or pre-requisite may be avoided.

c)  Improper use of information provided by BECIL to the Bidder with an intent to gain an unfair
advantage in the procurement process or for personal gain.

d)  Any financial or business transactions between the Bidder and any official of BECIL/Client
related to tender or execution process of contract, which can affect the decision of BECIL

directly or indirectly.

e)  Any coercion or any threat to impair or harm, directly or indirectly, any party or its property to
influence the procurement process.

f)  Obstruction of any investigation or auditing of a procurement process.

g)  Making false declaration or providing false information for participation in a tender Process or
to secure a contract.

13 CONFLICT OF INTEREST
Any Bidder having a conflict of interest, which substantially affects fair competition, shall not be eligible
to bid in this tender. Bids found to have a conflict of interest shall be rejected as non-responsive. Bidder

shall be required to declare the absence of such conflict of interest in Form of Declaration. A bidder in
this Tender Process shall be considered to have a conflict of interest if the bidder:
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14

a)

b)

d)

f)

Directly or indirectly controls, is controlled by or is under common control with another Bidder;
or
Receives or have received any direct or indirect subsidy/ financial stake from another Bidder;
or
Has the same legal representative/ agent as another Bidder for purposes of this bid. A Principal
can authorize only one agent, and an agent also should not represent or quote on behalf of more
than one Principal. However, this shall not debar more than one Authorized distributor from
quoting equipment manufactured by an Original Equipment Manufacturer (OEM), in
procurements under Proprietary Article Certificate; or
Has a relationship with another bidder, directly or through common third parties, that puts it in
a position to have access to information about or influence the bid of another Bidder or influence
the decisions of the Procuring Entity regarding this Tender process; or
Participates in more than one bid in this tender process. Participation in any capacity by a Bidder
(including the participation of a Bidder as sub-contractor in another bid or vice- versa) in more
than one bid shall result in the disqualification of all bids in which he is a party. However, this
does not limit the participation of a non-bidder firm as a sub- contractor in more than one bid; or
Would be providing goods, works, or non-consulting services resulting from or directly related
to consulting services that it provided (or were provided by any affiliate that directly or
indirectly controls, is controlled by, or is under common control with that firm), for the
procurement planning (inter-alia preparation of feasibility/ cost estimates/ Details Project
Report (DPR), design/ technical specifications, terms of reference (ToR)/ Activity Schedule/
schedule of requirements or the Tender Document etc. )of this Tender process; or has a close
business or family relationship with a staff of the Procuring Organization who:
(i) are directly or indirectly involved in the preparation of the Tender document or
specifications of the Tender Process, and/or the evaluation of bids; or
(i) would be involved in the implementation or supervision of resulting Contract unless the
conflict stemming from such relationship has been resolved in a manner acceptable to the
Procuring Entity throughout the Tender process and execution of the Contract.

UNDUE INFLUENCE

The Agency/Bidder undertakes that it has not given, offered or promised to give, directly or
indirectly, any gift, consideration, reward, commission, fees, brokerage or inducement to any
person in service of the BECIL/Client or otherwise in procuring the Contracts or forbearing to
do or for having done or forborne to do any act in relation to the obtaining or execution of the
present Contract or any other Contract with the Government of India for showing or forbearing
to show favor or disfavor to any person in relation to the present Contract or any other Contract
with the Government of India.

Any breach of the aforesaid undertaking by the Agency/Bidder or any one employed by it or
acting on its behalf (whether with or without the knowledge of the Agency) or the commission
of any offers by the Agency or anyone employed by him or acting on his behalf, as defined in
the Bharatiya Nyaya Sanhita, erstwhile known as the Indian Penal Code, 1860 or the Prevention
of Corruption Act, 1986 or any other Act enacted for the prevention of corruption
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15

151

15.2

15.3

16

16.1

16.2

16.3

17

171

18

18.1

shall entitle BECIL to cancel the contract and all or any other contracts with the Agency and
recover from the Agency the amount of any loss arising from such cancellation, from the present
or from any other contract with BECIL.

UNLAWFUL/UNETHICAL PRACTICES

If the Contractor/ Bidder has engaged in corrupt, fraudulent, collusive and coercive practices or
defaulted commitments under integrity.

Any intentional omission or misrepresentation in the documents submitted by the Bidder for the
purpose of due diligence or for the execution of any act essential for the execution of the Project.

If the Bidder uses intimidation / threats or bring undue outside pressure on BECIL or any of its
official for acceptance / performances of the deliverable/qualified work under the contract:

PENALTY FOR BREACH OF INTEGRITY, CONFLICT OF INTEREST,
UNLAWFUL/UNETHICAL PRACTICES AND UNDUE INFLUENCE

Forfeiture of Bank guarantee or any other bond or bid security submitted by the Bidder.

Cancellation/ termination of the Contract with the liberty to recover the accrued losses/damages
by the Bidder from the dues payable to the bidder in the present or any contract with BECIL,
including imposition of penal damages.

Initiation of Arbitration /legal proceedings to recover losses or damages incurred by BECIL due
to the violation of ethical practice or use of unlawful practices or use of undue influence by the
Agency.

BLACKLISTING/ DEBARMENT

The Bidder/Contractor shall be debarred/blacklisted from bidding for the contract/tender floated
by BECIL for a period of two years, for violation of the code of integrity, for undue influence
as well as for the breach of any other terms and conditions of the tender as per the General
Financial Rules 2017 and the Guidelines for debarment of firms from bidding issued by the
Department of Expenditure, Ministry of Finance no. F1/20/2018 —PPD dated 02.11.2021.

RISK AND COST CLAUSE

In case of persistent breach/default of the terms and conditions of the Contract and due to
abnormal delay (beyond the maximum late delivery in the Liquidated damages clause) in
supplies, defective supplies or non-fulfilment of any of the terms and conditions of the RFP and
the Work Order, BECIL may cancel the contract/Work Order in full or part thereof, and will
procure supplies/equipment’s or ensure the execution of work or any pending service in case of
service contract from other willing vendor at the risk and cost of the Bidder.
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18.2

18.3

18.4

18.5

18.6

18.7

18.8

14

141

14.2

15

Risk & Cost Clause, in line with Conditions of Contract may be invoked in any of the following
cases:

Bidder’s poor progress of the work vis-a-vis execution timeline as stipulated in the Contract,
backlog attributable to Bidder including unexecuted portion of work/ supply does not appear to
be executable within balance available period.

Withdrawal from or abandonment of the work by Bidder before completion of the work as per
contract.

Non completion of work/ Non-supply by the Bidder within scheduled completion/delivery period
as per RFP or as extended from time to time, for the reason attributable to the Agency/ Bidder.

Termination of Contract on account of any other reason (s) attributable to Agency/ Bidder

Assignment, transfer, subletting of Contract by the Agency/Bidder without BECIL’s written
permission resulting in termination of Contract or part thereof by BECIL.

Any damage to Client property not restored properly should be recovered from the running bills
of the contractor and hence utmost precaution should be taken during the execution of the work.
Client should have full liberty to get the damage rectified at the

contractor’s risk and cost.

PENALTIES

In the event of any penalties, deductions, disincentives, or charges levied by the Client due to
poor or substandard quality of work, non-compliance with service standards, or any deficiencies
related to the assigned scope of work, the same shall be recovered from the Bidder.

The Bidder shall bear the full financial responsibility for such penalties or deductions imposed
on BECIL by the Client and will not be entitled to claim any reimbursement or adjustment for
the same.

CONFIDENTIALITY

The Bidder recognizes, accepts and agrees that disclosure of Confidential information to the
Staff shall be only on a need-to-know basis and only those staff who are involved in rendering
the services and need to have access would alone be informed of Confidential information.

The Bidder recognizes, accepts and agrees that all tangible and intangible information obtained
or disclosed to the Bidder’s and/or its staff, including all details, documents, data, business/
customer information and the BECIL 's practices and trade secrets (all of which are hereinafter
collectively referred to as "confidential information™) which may be communicated to the
Bidder ’s and/or its facility staff may be privy under or pursuant to this Contract and/or in the
course of performance of the Bidder ’s obligations under this Contract shall be treated, as
absolutely confidential and the Bidder irrevocably agrees and undertakes and ensures that all
its facility staff shall keep the same as secret and confidential and shall not disclose the same at

all in whole or part to any Person or persons (including legal entities) an any time or use nor
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16

b)

shall allow information to be used for any purpose other than that as may be necessary for the
due performance of the Bidder’s obligations hereunder except when

required to disclose under the due process and authority of law.
RIGHT TO INSPECTION

That BECIL and its field officers or its Auditors, shall have the right to carry out inspection
checks and tests, and do audit of the Bidder’s premises, personnel and records relating to the
project in order to ensure there is no compromise on the quality of goods/services provided by
the Bidder to the BECIL and its Client. The BECIL has a right to review and monitor the
security practices and control procedures adopted by the Bidder. The Bidder shall produce and
make available all such books, records, information, etc., related to project work for the purpose
of Inspection/ audit as sand when required.

That BECIL shall have the right to review and monitor the performance of the Bidders on a
continuous basis system integrator shall furnish necessary particulars, statements, etc., as
desired by the BECIL in a periodical manner for the purpose of assessment of their performance.

TERMINATIONS
Termination of Contract by BECIL due to unsatisfactory performance

If the Bidder refuses or fails to execute the specified quantum of work or any separate part
thereof with diligence or ensure its completion within the time specified in the RFP, or
subsequent work order issued thereto, then it shall be open to BECIL at its option by written
notice to the Agency/Bidder to:

To terminate the contract without prejudice to any other remedy available under the Contract.
That a notice of cure, highlighting the deficiency or problem shall be served on the Agency
/Bidder by BECIL, with an opportunity to cure the same within a period of 15 days. That on the
non-resolution of deficiency, a notice of termination shall be served on the Agency/Bidder and
the Contract shall be deemed terminated after a period of 15 days from the date of notice of
termination.

b. Termination due to Breach

a)

b)

(i)
(ii)
(iii)

BECIL may, without prejudice to any other remedy available for the breach of contract, may
terminate the contract in sub-sequence to non —resolution of deficiency after the service of a
notice of cure with a window period of fifteen days. After the end of the cure period, a 15
(fifteen) days’ notice shall be served on the Agency/ Bidder, and the contracts shall be deemed
terminated after the end of the period of fifteen days from the date of notice of termination.

The following sub-clauses shall attract the provision of termination, on the occurrence of the
following events -:

If the Bidder has abandoned or repudiated the Contract;
If the Bidder has without valid reason failed to commence work on the project promptly;
If the Bidder has persistently failed to execute the works/express deliverable in accordance with
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(iv)

(v)

(vi)
.

a)

b)

the Contract or persistently neglects to carry out its obligations under the Contract without just
cause;
If the Bidder defaults in proceeding with the works/job with due diligence and continues to do

so after a notice in writing of fifteen (15) days from BECIL;

If the Bidder has obtained the contract as a result of undue of influence or adopted unethical
means/ corrupt practices.
if the information submitted/furnished by the Bidder is found to be incorrect;

Termination due to Insolvency

If the Agency/Bidder dissolves or become bankrupt or insolvent or cause or suffer any receiver
to be appointed for its business of any assets thereof compound with his Creditors, or being a
corporation commence to be wound up, not being a member's voluntary winding up for the
purpose of amalgamation or reconstruction, or carry on its business under a Receiver for the
benefits of its Creditors any of them, then BECIL shall be at liberty :-

To terminate the contract forthwith upon coming to know of the happening of any such event as
aforesaid by a fifteen day notice in writing to the Agency/Bidder or to give the Receiver or
liquidator or other person, the option of carrying out the contract subject to its providing a
guarantee upto an amount to be agreed upon by BECIL for due and faithful performance of the
contract.

Termination for Convenience

BECIL can terminate the Agreement by serving a 30 day notice without assigning any cause or reason
to the Bidder/ selected agency. The contract shall be deemed terminated after a period of 30 days from the
date of termination notice.

18

18.1

18.2

18.3

18.4

POST TERMINATION RESPONSIBILITY

In all cases of termination herein set forth, the obligations of BECIL to pay shall be limited to
the period upto the date of termination, subject to the receipt of such payment from the Client.

That any pending bills raised by the Bidder, prior to or post the termination of the Contract on
account of the breach of the terms and conditions of the contract, shall be put on hold, till the
time, the corresponding payment is received from the Client and any amount deducted by the
Client against the bills raised by BECIL shall be consequently deducted from the bills raised by
the Bidder respectively.

The Bidder shall forthwith stop any of its work then in progress, except such work as BECIL
may, in writing, require to be executed at the designated site/premises.

That in the event of termination under clause 17.1 and 17.2 the whole or part of the performance
security furnished by the Agency/Bidder is liable to be forfeited without prejudice to the right
of BECIL to recover from the Agency/Bidder any accruing or incurred losses or damages, on
account of termination of contract due to unsatisfactory performance/ delay in execution of
work.
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19.1

20

20.1

21
21.1

22

22.1

NOTICES

Any notice, invoice, approval, advice, report or notification in connection with this Contract shall
be in writing and any notice or other written communication pursuant hereto shall be signed by
the party issuing the same and shall be addressed to the BECIL or the Bidder and may be given
by delivering the same by hand or sending the same-by prepaid registered mail, official e-mail or
facsimile to the relevant address forth below or such other address as each Party may notify in
writing to the ether Party from time to time. Any such notice given as aforesaid shall be deemed
to be served or received at the time upon delivery (if delivered by hand) or upon actual receipt (if
given official e-mail or facsimile) or Fifteen (15) clear days after posting (if sent by post) at the
Party’s principal or registered office address as set out below:

Mr. Binay Kumar Tiwari, DGM, BECIL
Broadcast Engineering Consultants India Ltd,
C-56/ A-17, Sector-62, Noida-201307, U.P., India.
Email: binaytiwari@becil.com

NO WAIVER

No waiver of any term, provision, or condition of this Contract, whether by conduct or otherwise, in
any one or more instances, will be deemed to be or be construed as a further or continuing waiver
of any such term, provision, or condition or as a waiver of any other term, provision, or condition
of this Contract, unless the same is agreed upon and recorded in writing with mutual consensus of
both the parties.

AMENDMENT:
Unless otherwise stated expressly, this Contract shall be modified only by an instrument in
writing duly executed by both the parties.

ARBITRATION

Conciliation of Dispute

Any dispute(s) /difference(s)/issue(s) of any kind whatsoever between/amongst the Parties
arising under/out of/in connection with this contract shall be settled mutually and amicably
between the Parties, within a time span of thirty days from the date of invocation of dispute vide
awritten notice by the Aggrieved party. The Aggrieved Party shall notify the other party in writing
about such dispute(s)/difference(s)/issue(s) between/amongst the Parties and that such a Party
wishes to refer the dispute(s)/ difference(s)/issue(s) to Conciliation. Such Notice/Invitation for
Conciliation shall contain sufficient information as to the dispute(s)/ difference(s)/issue(s) to
enable the other Party to be fully informed as to the nature of the dispute(s)/ difference(s)/issue(s), as
well as the amount of monetary claim.

That in the event of reference of dispute for Conciliation, a committee comprising of two

members, nominated by each party i.e. the Bidder and BECIL respectively shall try to amicably
resolve/settle the dispute.
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22.2

g)

h)

23

231

24
24.1

Reference of Dispute to Arbitration proceeding post conciliation

In the event of failure in mutual resolution of the issue, any dispute(s)/ controversy(s)/ issue(s)
arising out of or in connection with the contract, including any question regarding its existence or
validity shall be referred to and finally resolved by Arbitration administered by the Delhi
International Arbitration Centre as per the Delhi International Arbitration Centre proceeding
Rules 2023.

The Aggrieved party wishing to refer a dispute to Arbitration shall give a notice to the Defaulting
Party specifying all the points of dispute(s) with details of corresponding the claim amount.

The Arbitration Proceeding shall commence within a span of thirty days from the date of receipt
of Invocation Notice complete in all respects as mentioned above,

The dispute(s)/ difference(s)/controversy(s) shall be adjudicated by a single/sole Arbitrator
empaneled with the Delhi International Arbitration Centre.

The seat of Arbitrations shall be at New Delhi and the Arbitration proceeding shall be conducted
in English.

The award of Sole Arbitrator shall be final and binding on the parties and unless directed/awarded
otherwise by the Sole Arbitrator, the cost of arbitration proceedings shall be shared equally by
both the parties.

The provision of the Arbitration and Conciliation Act, 1996 as amended and applicable from time
to time shall apply to the Arbitration proceedings under this Contract.

That any claim of damage(s) or losse(s) incurred by BECIL as a consequence of the invocation of
the litigation/arbitration proceeding owing to the suspension or abandonment of work by the
Bidder/Agency shall be reimbursed by the Bidder/Agency.

That if BECIL considers that a dispute under this contract, involves an issue that is related to a
dispute under the main contract, then in that event, the Bidder shall assist the main contract, then
in that event, the Bidder during the course of arbitration/legal proceedings emanating from the
main contract. Then in that event of initiation of arbitration/legal proceeding , under the main
contract , no dispute tied directly to the main contract shall be concurrently referred by the Bidder

JURISDICTION

This Agreement, and any dispute or claim (including non-contractual disputes or claims) arising
out of or in connection with it or its subject matter or formation, shall be governed by, and
construed in accordance with, the laws of India. The Courts at Delhi shall have the exclusive
jurisdiction to entertain any matter arising out of or in relation to this Contract.

Force Majeure
For the purpose of this Contract, the term “Force Majeure” shall mean an event which is beyond

the reasonable control of a Party, is not foreseeable, is unavoidable and not brought about by

or at the instance of the Party claiming to be affected by such events and which has caused the
non-performance or delay in performance ,and which makes a Party’s performance of its
obligations hereunder impossible or impractical as reasonable to be considered impossible in the
circumstance, inclusive of but not limited to war, riots, civil disorder, earthquake, fire, strikes,
lockouts or other industrial action (except where such strikes lockouts or other industrial action
are within the power of the Party invoking Force Majeure to prevent) , confiscation or nay other
action by the Government Agencies.
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24.2

24.3

25

25.1

26

26.1

26.2

26.3

27

27.1

Force Majeure shall not include (i) any event which is the caused by the negligence or intentional
action of a Party or by of such Party‘s agents or employees, nor(ii) any event which a diligent
party could reasonably have been expected both to take into account at the time of the acceptance
of the work order under this RFP, and avoid or overcome with persistent effort in carrying out its
respective obligations.

In the case of failure to perform this Agreement due to any force majeure, neither party shall be
liable for such failure, and this Agreement shall be terminated automatically, if the persistence
of such force majeure event continues for more than three months. In the case of failure to
perform any part of this Agreement due to any force majeure, the party suffering from such force
majeure may be exempted from corresponding liability to the extent of the impact of such force
majeure. However, such party shall continue to perform other obligations under this Agreement
which have not been affected by such force majeure.

SUBCONTRACTING

The Bidder shall not subcontract the entire or any portion of the work to be performed by it,
without the prior written consent of BECIL.

EXTENSION OF TIME
It is hereby agreed that BECIL shall by mutual agreement update and extend the timeline/

milestone for the completion of work after discussion with the Client and its officials.

Any period within which Bidder is unable to complete the work or perform its obligations due to
persistence of force majeure event, shall be extended for a period equal to the time during which the
Bidder was unable to perform such action.

Any extension of time agreed upon mutually shall be documented in writing and signed by both
the parties to be affected.

ASSIGNMENT:

All terms and provisions of this RFP and subsequent Contract/ Agreement / work order with the

successful Bidder shall be binding on both the parties and their respective successors and permitted
assigns.

27.2

Subject to clause mentioned above, the selected Agency shall not be permitted to assign its

rights and obligations, under the Contract/ Agreement / work order, to any third party.

27.3 BECIL may assign or novate all or any part of the Contract/ Agreement / work order and the
Agency shall be a party to such novation, to any third party contracted to provide outsourced services to
BECIL or any of its nominees.
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28 COMPLIANCE WITH APPLICABLE LAW:

Each Party to the Contract/ Agreement / work order accepts that its individual conduct shall (to the extent
applicable to it) always comply with all laws, rules and regulations of government and other bodies having
jurisdiction over the area in which the Services are undertaken. In case of changes in such laws, rules and
regulations which result in a change to the Services, shall be dealt with as an exceptional situation with the
objective to realign the part getting violated under the revised laws with minimal changes to achieve the
objective existent prior to the change. For avoidance of doubt, the obligations of the Parties to the Contract
are subject to their respective compliance with all local, state, national, supra- national, foreign and
international laws and regulations.

29 SEVERABILITY:

29.1

30

If any provision of the Contract/ Agreement / work order, or any part thereof, shall be found by
any court or administrative body of competent jurisdiction to be illegal, invalid or unenforceable;
the illegality, invalidity or un-enforceability of such provision or part provision shall not affect the
other provisions of the Contract/ Agreement / work order or the remainder of the provisions in
question which shall remain in full force and effect. The concerned Parties shall negotiate in good
faith to agree to substitute for any illegal, invalid or unenforceable provision with a valid and
enforceable provision which achieves to the greatest extent possible the economic, social, legal
and commercial objectives of the illegal, invalid or unenforceable provision or part provision.

ENTIRE CONTRACT:

30.1 The Contract/ Agreement / work order with all Appendices and Schedules appended thereto, contents

31

31.1

31.2

31.3

314

and scope/ specifications of the RFP, all the corrigendum’s, response to queries etc. that may be
issued against this RFP and the Bidder’s offer including presentation and all supporting documents
shall constitute the entire Contract/ Agreement / work order between the Parties with respect to
their subject matter, and as to all other representations, understandings or agreements which are
not fully expressed herein, provided that nothing in this clause shall be interpreted so as to exclude
any liability in respect of fraudulent misrepresentation.

LIQUIDATED DAMAGES

If the Bidder fails to achieve the completion of the work in accordance with the scheduled
completion date as given in the Contract or the subsequent Work Order issued thereto, BECIL may
without prejudice to any other right or remedy available to it as under the Contract or Law, may
resort to any or all of the following :

In case of any liquidated damages imposed on BECIL by the Client, BECIL shall pass on the entire
quantum of liquidated damages to the bidder/ selected agency on back-to-back basis.

The amount towards Liquidated Damages shall become leviable from the scheduled completion
date or from the expiry of the extension, if any, given by BECIL without the levy of Liquidated
damages.

BECIL may without prejudice to its right to effect recovery by any other method, deduct the
amount of Liquidated Damages from any money belonging to the Bidder which has become due
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or payable (which shall also include BECIL ’s right to claim such amount against Bidder’s Bank
Guarantee) from this Contract or any other contract with BECIL.

31.5 Any such recovery of Liquidated Damages shall not in any way relieve the Bidder from any of its
obligations to complete the works or from any other of its other obligation and liabilities under the
Contract.

32 POWER OF ATTORNEY

Duly filled Technical Bid with proper seal and signature of authorized person on each page of the bid
submitted. The person signing the bid should be the duly authorized representative of the firm/ company
whose signature should be verified and certificate of authority should be submitted. The power of attorney
or authorization or any other document consisting of adequate proof of the ability of the signatory to bind
the firm/ company should be annexed to the bid.

38. SIGNING OF NON-DISCLOSURE AGREEMENT

Except with the written consent of the Buyer, the bidder shall not disclose the contract or any provision,
specification, plan, design, pattern, sample or information thereof to any third party.

Bidders interested to participate in this RFP, shall have to sign a NON-DISCLOSURE AGREEMENT
with BECIL on a non-judicial stamp-paper of Rs. 100. Participation without undertaking for compliance
to above shall be invalid and such bids shall not be considered by BECIL.

39. MSME

39.1. The Bidder acknowledges and confirms that BECIL shall be liable to make payments only upon
receipt of corresponding payments from the Principal Employer/client. Accordingly, the Bidder shall
not raise any claims, demands, interest, compensation, or initiate any legal proceedings against
BECIL for any delay in payment arising out of delayed release of funds by the Principal
Employer/client.

39.2. Since the payment is agreed to be on back-to-back basis upon receipt by BECIL from the Client,
the Bidder agrees to waive any rights under the Micro, Small and Medium Enterprises Development
Act, 2006 (MSMED Act) or any similar legislation or regulation, to the extent such rights conflict
with the agreed payment terms under the Bidder Agreement. The Bidder further waives its right to
claim Interest on delayed payment by BECIL, under the Micro, Small and Medium Enterprises
Development Act, 2006 (MSMED Act) or any similar legislation or regulation for the time being in
force in India.

39.3. The bidder to give the undertaking as per Annexure — M, on a non-judicial stamp-paper of Rs.
100.
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SECTION -1V

SCOPE OF WORKS
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SCOPE OF WORKS

41. SCOPE OF WORK/SCHEDULE OF REQUIREMENTS

41.1  For detailed scope of work of the project & the Bill of Material, the bidders may refer the
Client’s Tender document, and its amendments & corrigenda issued subsequently (if any); Tender
details references are as below and the same is also attached along with this EOI. (Bidders are
instructed to check for any new corrigendum/amendments etc. before bidding)

Client’s Tender Reference No:. GEM/2026/B/7987659 dated: 02/09/2026 Titled ‘Establishment of Cyber
Investigation and Digital Assistance Labs (CIDAL) on a Turnkey basis 2.0’

Website: https://gem.gov.in

41.2 All the Scope of work and relevant General Condition as well as special condition of the
client tender shall be applicable to the selected Back-end Technology partner(s)/consortium Partner(s)
on back to back basis and the same shall be part of the agreement signed between BECIL and selected
Back-end Technology partner(s)/consortium Partner(s) .
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SECTION-V

ELIGIBILITY CRITERIA AND EVALUATION
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42. ELIGIBILITY CRITERIAAND EVALUATION

S.No. Eligibility Criteria Documents to be submitted
The Sole Bidder/consortium partner shall be | a. RoC certificate in case of Company.
Company incorporated /registered in India under | . Partnership Deed in case of
Companies Act 1956/ 2013, as amended from time to | partnership Firm.
time or Limited Liability Partnership Act, 2008 c. Self-Declaration on Letter head with
PAN & GST numbers in case of
Proprietary Firm.
Bidder shall have been in existence and continuous | 4 Memorandum and Article of
1 business for not less than 3 financial years preceding | Association
bid due date e. Other relevant documents in case of
company, proprietors and Partnership
firm indicating details of Director/
proprietors/ Partner
f. The bidder shall have the registration
with EPFO and ESIC.
g. Other registration certificate, if any
required.
The bidder/consortium partners should not be | Certificate by the Bank.
insolvent, in receivership, bankrupt or being wound | pjegse refer client tender N.6 Format Q-5:
2 up, not have had their business activities suspended | sojvency Declaration at page No. 333.
and not be the subject of legal proceedings for any of | Note: certificate must be issued after
the foregoing. the publishing of this EOI.
The Bidder/consortium partners should not be | “Self-declaration for blacklisting as per
3 blacklisted/ debarred/ banned/ restricted by any Union | the given annexure” duly signed by
Govt./State Govt./ PSU/Autonomous bodies as on | authorized signatory signing the bid,
date of submission of the Bid. Should be submitted.
Please refer client tender N.5 Format Q-4:
Non-Blacklisting and Non-Debarment
Declaration at page no. 333.
The Average Annual Turnover of the| a. Certificate by the CA as per Annexure
4| bidder/consortium partner should be at least INR | D.
17 crore for the last 3 years. 2025 (FY 2022-23, 2023- | |, Audited financial statements of last
24 & 2024-25). three financial years along with Balance
Sheet, Profit & Loss A/c, and its
The turnover should be excluded of other income | gnnexures as a complete set.
for each of the financial year mentioned above.
C. ITR  Acknowledgment last
three financial years.
The bidder/consortium should have positive net worth
as per the audited financial results for the three | d.  Net worth must be positive for
5 | Financial Years ending 31 March 2025 (FY 2022-23,

2023-24 & 2024-25).

each of the three years.

Note: CA certificate must be issued
after the publishing of this EOI.
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S.No.

Eligibility Criteria

Documents to be submitted

Bidder/consortium must have the solvency /credit

Certificate/ Sanction letter from the

6 | facility / financial capability from the bank for] Bank. Certificate must be issued after
minimum INR 12.5 crore. the publishing of this EOI.

7 |For experience, the order(s) executed by the bidder,| Copies of experience certificate of
during the last seven years from the original date of bid equivalent document in support of
opening, should be considered as under:- satisfactory installation from clients

shall be provided. The experience

Two orders executed for the similar item where executed certificate should be signed by an
value is not less than Rs 40 Cr authorized signatory.

OR
One order executed for the similar item where executed
value is not less than Rs 50 Cr.
Note:-
Similar service means the integrated provision, within
one and the same work, of digital-forensic or cyber
security hardware, associated software and expert]
technical manpower (5 Nos. for a tenure of minimum
12 months), where end client should Central or State
Government department, a public sector undertaking, a
nationalized bank, a Central or State forensic science
laboratory, a police organization, a security operations
center or an intelligence organization

8 | OEM MAF and Make In India (MII) Local content | The bidder should submit MAF in the

declaration documents from OEM for Items. name of BECIL/Bidder from OEM’s
specific to the bid for items mentioned
in this EOI as a mandatorily
requirement. Make In India (MII) Local
Content Declaration documents from
OEM s for Quoted Items as requested in
Detailed Specifications.

9 | AIl Annexure and Undertakings/ information | Relevant annexures as per bidder
requested by client in tender document should be | eligibility to be provided as per original
submitted to BECIL on back to back basis. tender.

10 | Proposed Solution shall be well established, tested, | Undertaking with document proof.
proven, have well support from OEM and reputed
product as per Client tender requirement.

11 |OEMs should have a registered office, support & Service| Copies of certificate

Facility in India to provide after sales service support in
India. The certificates to this effect should be submitted.
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43. PRELIMINARY EVALUATION

41.1 BECIL shall evaluate the proposals to determine that they are complete, technically complying,
no computational errors have been made, required documents as mentioned in the EOI have been furnished,
the documents have been properly signed and the response is generally in order.

41.2 BECIL may waive off any minor infirmity or non-conformity or irregularity in the proposal
which does not constitute a material deviation, provided such waiver does not prejudice or affect the
relative ranking of any bidder.

41.3 In case only one bid is received or during the Technical Evaluation only one bidder qualifies
for the next stage of the evaluation process, BECIL reserves the right to accept/ reject the bid.

41.4 In case two bids are received from the same bidder, both the bids will be rejected.

44, EVALUATION PROCESS

44.1 No enquiry/ query shall be made by the bidders during the course of evaluation of the EOI,
after opening of bid, till final decision is conveyed to the successful bidder. However, the Evaluation
Committee/ its authorized representative and office of BECIL can make any enquiry/ seek clarification
from the bidders, which the bidder must furnish within the stipulated time else the bids of such defaulting
bidders will be rejected. The proposal will be evaluated on the basis of its content, not its length.

44.2 The bidder’s proposals will be evaluated as per the requirements specified in the EOI and
adopting the evaluation criteria spelt out in subsequent paras of this EOl document. The bidders are
required to submit all required documentation as per evaluation criteria specified in EOI.

44.3 Upon verification, evaluation/ assessment, if in case any information furnished by the bidder is
found to be incorrect, their bid will be summarily rejected and no correspondence on the same shall be
entertained. Submission of false/ forged documents will lead to forfeiture of security deposit/ EMD and
blacklisting of agency for a minimum period of 3 years from participating in BECIL EOl/tenders.

44.4 BECIL will review the proposal to determine whether the proposals are as per the requirements
laid down. Proposals that are not in accordance with these requirements will be liable to be disqualified
at BECIL’s discretion.

44.4.1 Evaluation of proposals shall be based on:

44.4.2 Information contained in the proposal, the documents submitted there to and
clarifications provided, if any.

44.4.3 Experience and Assessment of the capability of the bidders based on past record.

44.5 BECIL reserves the right to seek any clarifications on the already submitted bid documents.
BECIL also reserves the right to cross verify the information with any agency.

44.6 Conditional proposals shall NOT be accepted on any ground and shall be rejected straightway.
If any clarification is required by the bidders, the same should be obtained before submission of the
proposals.

44.7 Even though bidder satisfy the necessary requirements they are subject to
disqualification if they have:

44.7.1 Made untrue or false representation in the form, statements required in the EOI
document.
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44.8

44.7.2 Records of poor performance such as abandoning work, not properly completing
contract, financial failures or delayed completion.

The Financial Evaluation of the Bidders will be done only for those who qualify the

Eligibility Criteria and other mentioned criteria of the Eol.

45.

45.1

FINANCIAL EVALUATION:

Bidders are advised to quote the lump sum amount of the BOQ as per the Price bid format

provided. The successful bidder will be determined based on the Lowest offered rates ranked as L-1,
where L1 indicates the Lowest price offered to BECIL as per price format

45.2

L1 bidder may be called for further negotiations, if required.

45.3 A Pre-Bid agreement shall be signed by BECIL with the successful declared L1 bidder.

45.4  The final price quoted in the end client’s tender will include the BECIL margin, as determined
by BECIL.
45,5  The selected agency will not be allowed to increase the price quoted to BECIL during the

final tender submission.
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ENCLOUSERS AND ANNEXURES

(Annexure-A)

PRE-CONTRACT INTEGRITY PACT

Between
Broadcast Engineering Consultants India Limited (BECIL) hereinafter referred to as ""Principal’’)
And
e hereinafter referred to as "*The Bidder/Contractors"*
Preamble:

The Principal intends to award, under laid down organizational procedures, contracts
1) N The Principal values full compliance with
all relevant laws of the land, rule, regulations, economic use of resources and of fairness / transparency in its
relations with its Bidder(S) and / Contractor(s).

In order to achieve these goals, the Principal will appoint an Independent External Monitor (IEM), who will
monitor the tender process and the execution of the contract for compliance with the principles mentioned
above.

Section 1 — Commitments of the Principal

1.1. The Principal commits itself to take all measures necessary to prevent Corruption and to observe the
following principles: -

o No employee of the Principal, personally or through family members, will in connection with the
tender for, or the execution of a contract, demand, take a promise for or accept, for him/herself or third
person, any material or Immaterial benefit which he/she is not legally be entitled to.

o The Principal will, during the tender process treat all Bidder(s) with equity and reason. The
Principal will in particular, before and during the tender process, provide to all Bidder(s) the same
information and will not provide to any Bidder(s) confidential / additional information through which the
Bidder(s) could obtain an advantage in relation to the tender process or the contract execution.

o The Principal will exclude all known prejudiced persons from the process.

1.2. If the Principal obtains information on the conduct of any of its employees which is a criminal offence
under the IPC/PC Act, or if there be a substantive suspicion in this regard, the Principal will inform the Chief
Vigilance Office and in addition can initiate disciplinary actions.
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Section 2 — Commitments of the Bidder(s)/ Contractor(s)

2.1. The bidder(s) Contractor(s) commits himself to take all measures necessary to prevent corruption. He
commits himself to observe the following principles during his participation in the tender process and during
the contract execution.

a) The Bidder(s) Contractor(s) will not, directly or through any other person or firm, offer, promise or give
to any of the Principal’s employees involved in the tender process or the execution of the contract/ or to any
third person any material or other benefit which he/she is not legally entitled to, in order to obtain in exchange
any advantage of any kind whatsoever during the tender process or during the execution of the contract.

b) The Bidder(s) Contractor(s) will not enter with other Bidder(s) into any undisclosed agreement or
understanding, whether formal or informal. This applies in particular to prices, specifications, certifications,
subsidiary contracts, submission or non-submission of bids or any other actions to restrict competitiveness or
to introduce cartelization in the bidding process.

c) The Bidder(s) Contractor(s) will not commit any offence under the relevant IPC/PC Act; further the
Bidder(s) Contractor(s) will not use improperly, for purposes of competition or personal gain, or pass on to
others, any information or document provided by the Principal as part of the business relationship, regarding
plans, technical proposals and business details, including information contained or transmitted electronically.

d) The Bidder(s) Contractor(s) of foreign origin shall disclose the name and address of the Agents/
representatives in India, if any. Similarly, the Bidder(s) Contractor(s) of Indian Nationality shall furnish the
name and address of the foreign principals, if any. Further details as mentioned in the “Guidelines on Indian
Agents of Foreign Suppliers” Shall be disclosed by the Bidder(s) / Contractor(s). Further, as mentioned in the
Guidelines all the payments made to the Indian agent/ representative have to be in Indian Rupees only.

e) The Bidder(s) Contractor(s) will, when presenting himself, disclose any and all payments he has made, is
committed to or intends to make to agents, brokers or any other intermediaries in connection with the award of
the contract/Agreement.

2.2. The Contractor(s) will not instigate third persons to commit offences outlined above or be an accessory to
such offences.

Section 3 — Disqualification from tender process and exclusion from future contracts

If the Bidder(s) Contractor(s), before award or during execution has committed a transgression through a
violation of Section 2, above or in any other form such as to put his reliability or credibility in question, the
Principal is entitled to disqualify the Bidder(s) Contractor(s) from the tender process or take action as per the
defined procedure.

Section 4 — Compensation for Damages

4.1. If the Principal has disqualified the contractor from the tender process prior to the award according to
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Section 3, the Principal is entitled to demand and recover the damages Equivalent to Earnest Money Deposit
/ Bid Security.

4.2. If the Principal has terminated the contract according to Section 3, or if the Principal is entitled to terminate
the contract according to section 3, the Principal shall be entitled to demand and recover from the Contractor
liquidated damages of the contract value or the amount equivalent to Performance Bank Guarantee.

Section 5 — Previous transgression

5.1. The Bidder(s) contractor declares that no previous transgression occurred in the last 3 years with any other
Company in any country conforming to the Anti-corruption approach or with any other Public Sector
Enterprise in India that could justify his exclusion from the tender process.

5.2. If the contractor makes incorrect statement on this subject, he can be disqualified from the tender process
or action can be taken as per the procedure mentioned in “Guidelines on Banking of business dealings”.

Section 6 — Equal treatment of all Bidders/Contractors/Subcontractors

6.1. The Bidder(s) Contractor(s) undertake(s) to demand from all subcontractors a commitment in conformity
with this Integrity Pact and to submit it to the Principal before contract signing.

6.2. The Principal will enter into agreement with identical conditions as this one with all Bidders, Contractors
and Subcontractors.

6.3. The Principal will disqualify from the tender process all bidder who do not sign this Pact or violate its
provisions.

Section 7 — Criminal charges against violating Bidder(s)/ Contractor(s)/Subcontractor(s)

If the Principal obtains knowledge of conduct of a Bidder, Contractor or Subcontractor, or of an employee or a
representative or an associate of a Bidder, Contractor or Subcontractor, which constitutes corruption, or if the
Principal has substantive suspicion in this regard, the Principal will inform the same Chief Vigilance Office.

Section 8 — External Independent Monitor/Monitors

8.1. Principal may appoints competent and credible Independent External Monitor for this Pact. The task of
the Monitor is to review independently and objectively, whether and to what extent the parties comply with the
obligations under this agreement.

8.2. The Monitor is not subject to instructions by the representatives of the parties and performs his functions
neutrally and independently. He reports to the CMD of M/s Broadcast Engineering Consultants India Limited
(BECIL).

8.3. The Bidder(s)/Contractor(s) accepts that the Monitor has the right to access without restriction to all
Project documentation of the Principal including that provided by the Contractor. The Contractor will also
grant the Monitor, upon his request and demonstration of a valid interest, unrestricted and unconditional access
to his project documentation. The same is applicable to Subcontractors. The Monitor is under
contractual obligation to treat the information and documents of the
Bidder(s)/Contractor(s)/Subcontractor(s) with confidentiality.

8.4. The Principal will provide to the Monitor sufficient information about all meetings among the parties

related to the Project provided such meetings could have an impact on the contractual relations between the
Principal and the Contractor. The parties offer to the Monitor the option to participate in such meetings.
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8.5. As soon as the Monitor notices, or believes to notice, a violation of this agreement, he will so inform the
Management of the Principal and request the Management to discontinue or take corrective action, or to take
other relevant action. The monitor can in this regard submit non-binding recommendations. Beyond this, the
Monitor has no right to demand from the parties that they act in a specific manner, refrain from action or
tolerate action.

8.6. The Monitor will submit a written report to the Chairperson of the Board of the Principal within 8 to 10
weeks from the date of reference or intimation to him by the ‘Principal”’ and, should the occasion arise, submit
proposals for correcting problematic situations.

8.7. If the Monitor has reported to the CMD of the BECIL, a substantiated suspicion of an offence under
relevant APC/PC Act, and the Chairman BECIL has not, within reasonable time, taken visible action to proceed
against such offence or reported it to the Chief Vigilance Office, the Monitor may also transmit this information
directly to the Central Vigilance Commissioner, Government of India.

8.8. The word ‘Monitor’ would include both singular and plural.
Section 9 — Pact Duration

This Pact begins when both parties have legally signed it. It expires for the Contractor 20 months after the last
payment under the contract, and for all other Bidders 6 months after the contract has been awarded. If any
claim is made/lodged during this time, the same shall be binding and continue to be valid despite the lapse of
this pact as specified above, unless it is discharged/ determined by CMD, M/s. Broadcast Engineering
Consultants India Limited.

Section 10 — Other provisions

10.1. This agreement is subject to Indian Law. Place of performance and jurisdiction is the head office
of the Principal, i.e., New Delhi.

10.2. Changes and supplements as well as termination notices need to be made in writing. Side
agreement have not been made.

10.3. If the Contractor is a partnership or a consortium, this agreement must be, signed by all
partners or consortium members.

10.4. Should one or several provisions of this agreement turn out to be invalid, the remainder of this
agreement remains valid. In this case, the parties will strive to come to an agreement to their original intensions.

FOR AND ON BEHALF OF CONTRACTOR FOR AND ON BEHALF OF PRINCIPAL
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Annexure-B (BANK MANDATE

FORM)

gforaet do (m Union Bank

R L I e I L

- (.) it @ v
ol ‘;5' - Corporation

(A Govt. of Indfa Undertaking)
MID CORPORATE BRANCH, DELHI SOUTH
D -26-28, Connaught Place, NEW DELHI -110001
Tel:+91-9137849790; Fax: 01-11 23414330 ; Swift: UBININBBNDL

Email: 9797
Ref.: MCB:ADV:ATL:2022-23: Date: 18.01.2023 v
> WHOMSOEVER IT MAY CONCERN
A Name of the Boneﬂchg—m‘ | BROADCAST ENGINEERING CONSULTANTS INDIA UMWITED
1 Address with Pin C BECIL Bhawan, C-56/A17, Sector -62, Noida - 201307 (U.P) i
1 PPermanent Account Number | AAACB257SL
| {PAN)
i (a) Telephone No. 0120-4177851
(b} Fax Number 0120-4177879
{c) Contact Person Sh. Awadhesh Pandit
General Manager - (Finance and Accounts)
(d) E-mail Address
(e) Mobile No. +91-8130918866
B | Bank Particulars
11 Bank Name UNION BANK OF INDIA
i Bank Contact No +91-9137849790
iii | Branch Address with Pin 26/28, 1" Floor, D Block, Connaught Place, New Delhi, 110001,
Code . |
iv__ | BSR Code 549797 ]
v MICR 110026046
vi__| SWIFT CODE UBININBBNDL
Vii | 11 Character IFSC Code of UBINO549797 |
the Bank
(Either enclosed a cancelled
Cheque or obtain Ban:d
Certificate as appended)
Vil ' Bank Account Number as 565101000065461 ;
appearing on the Cheque
| Book |
[ix | Bank Account Type Overdraft — !
Em AL is on the specific equest of our customer without any risk and responsibillty on the part of the
benk ar any of ita employees.
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Particulars of The Bidder

(Annexure — C)

1. | Name of company/bidder
2. | Office Address /Telephone No/ Fax No / email id / website
3. | Yearof establishment
4. |Status of the Company/bidder
5. | Name of Directors i)
Names of principle person concerned with this work with title
6. |and Telephone No / Fax/ Email 1d, Etc.
Whether registered with the registrar of companies /registrar of ')
firms. If so, mention number and date.
iii
)
8 In case of change of Name of the Firm, former Name / Names
" |and year/ years of establishment:
9. |GST registration certificate
10 Whether an assessed of income tax. If so, mention permanent
" |account number.
11. | State Annual turnover of the company/bidder

Furnish copies of audited balance sheet and profit & loss
account (audited) for the last three years.

12. . - . .
Particulars and place of similar type of works done in a single
order and tender amount. (Furnish details in a separate sheet and
enclose copy of the employers certificate)

13 Specify the maximum value of single work executed in the past
three years.

14. Status and details of disputes/ litigation/ arbitration, if any.

15. | Certificate of financial capability / credit facility issued by

the bank.

Signature of Authorized Signatory

Place:
Date:

Address:
Mobile:
Email ID:
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(Annexure — D)

Annual Turnover & Networth

( To be printed on implementing agency ’s letterhead and signed by Authorized signatory.)

To

The General Manager,

Broadcast Engineering Consultants India Limited
BECIL Bhawan, C-56, A/17,

Sector-62, Noida-201307

Full Name of Bidder (Supplier) entity:

S.No.| Financial Year Tu rnover of Profit (PAT) Net worth Remarks
Bidder
1 2022-23
2 2023-24
3 2024-25
Average

*Enclose Audited Financial statement for above mentioned period along with audit report, Balance Sheet,
Profit & Loss A/c, and its annexures as a complete set. Net worth must be positive for each of the three

years.

Note: The required certificate from CA with UDIN stating Turnover, Profit (PAT), and Net Worth is
enclosed along with this form. Certificate without UDIN No. will be rejected.

Signature of Authorized Signatory
Place:

Date:

Address:

Mobile:

Email ID:
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(Annexure — E)

Performa of letter of Undertaking for Bid Validity

To

General Manager

Broadcast Engineering Consultants India Limited
BECIL Bhawan, C-56, A/17, Sector-62, Noida-
201307

Reference: EOI No. <<>> dated << 202X>>

I/We hereby submit our Bid and undertake to keep our Bid valid for the period of 240 days from
the date of submission of the Bid.

I/We also agree to abide by and fulfill all the terms, conditions of provision of the bid document.

Signature of Authorized Signatory

Place:
Date:
Address:
Mobile:
Email ID:
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(Annexure — F)

Bid Covering Letter

To

General Manager

Broadcast Engineering Consultants India Limited
BECIL Bhawan, C-56, A/17, Sector-62, Noida-
201307

Reference: EOl No.<<>> dated << 202X>>

Dear Sir/Madam,

We, the undersigned, offer to provide Systems Implementation solutions/ services to the Purchaser on
<Name of the Systems Implementation engagement> with your Expression of Interest dated <insert date>and
our Proposal. We are hereby submitting our Proposal, which includes our Technical bid sealed on the
<URL of e-Procurement portal> portal.

We hereby declare that all the information and statements made in this Technical bid are true and accept
that any misinterpretation contained in it may lead to our disqualification.

We undertake, if our Proposal is accepted, to initiate the Implementation services related to the assignment
not later than the date indicated in Fact Sheet.

We agree to abide by all the terms and conditions of the EOI document. We would hold the terms of our
bid valid for <240> days as stipulated in the EOI document.
We understand you are not bound to accept any Proposal you receive.

Signature of Authorized Signatory

Place:
Date:
Address:
Mobile:
Email ID:
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Credentials Summary

(Annexure — G)

. ] ) ) Documentary Project Status
S. Project Client Client Project evidence (Completed or
No. Name Name Type Yalue provided (Yes Ongoing or
(inINR) or No) Withheld)
1
2
3
4
5

Signature of Authorized Signatory

Place:

Date:
Address:

Mobile:

Email ID:
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(Annexure — H)

Self-Declaration For Non Black Listing

*ON BIDDER’S LETTER HEAD*

Bidder Ref. No.

To

General Manager

Broadcast Engineering Consultants India Limited
BECIL Bhawan, C-56, A/17, Sector-62, Noida-
201307

We, M/s. hereby declare that the firm/company namely M/s. -----------------
------- , as on the date of bid submission, has not been blacklisted or debarred by any of the Central Government
or State Government or any organization under Central/ State Government or any Statutory Authority, or any
Public- Sector Undertaking.

M/S o has not been found guilty of any criminal offence by any court of law in India
or abroad.
MIS oo , its directors and officers have not been convicted of any criminal offence related to

their professional conduct or the making of false statement or misrepresentations as to their qualifications to
enter into procurement contract within a period of three years preceding the commencement of the procurement
process or have not been otherwise disqualified pursuant to debarment proceedings.

Yours faithfully
For,

Signature of Authorized Signatory
Place:

Date:

Address:

Mobile:

Email ID:
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(Annexure — 1)

Undertaking Regarding Payment Of GST/ Filing Of GST Return

Ref oo Date

To,

The Chairman and Managing Director,
Broadcast Engineering Consultants India
Limited, 56-A/17, Block-C, Sector-62, Noida-
201307 (U.P.)

Subject: Undertaking regarding Payment of GST/ Filing of GST Return

Dear Sir,

This is in connection to the works awarded by M/s Broadcast Engineering Consultants India Limited (BECIL),
we hereby undertake that we will comply with Goods and Services Tax 2017 and subsequent amendment and
Various Rules Relating to GST Act, 2017(herein after referred to as GST Act and Rules) wherever we are
obliged to comply with the GST Act and GST Rules.

We further hereby undertake that we will issue proper “Tax Invoice” and/or any other Relevant Document as
required under GST Act and Rules. We will furnish appropriate GST return and pay GST as required under
GST Act and Rules on timely basis and will provide GST credit on timely basis through GST Portal (and/or
by any other means as provided by GST Act and Rules).

We hereby certify & undertake that we will not alter, delete or modify the tax invoices and other details
uploaded at GST Portal unless approved by BECIL in writing. We hereby certify all the relevant document
along with tax invoice as the case may be

We also hereby certify & undertake that we indemnify BECIL on account of any loss of GST input credit as
well as any interest, penalty, demands or other costs, expenses suffered by BECIL because of any failure on
our part to file appropriate Return on time and/or pay Tax to Government/Appropriate Authority.

In case we do not make payment the tax/interest/penalty/other expenses etc. on demand raised by
Government/Tax Authorities due to default/delay on our part/action, we also authorize BECIL to forfeit/deduct
from security held by BECIL, equivalent amount of interest/penalty/tax etc. for the amount so withheld.

Signature of Authorized Signatory on behalf of
Agency Address:

Mobile:
Email I1D:
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(Annexure- J)

Power of Attorney for signing the Bid on Rs. 100 Stamp Paper

KNOW ALL MEN BY THESE PRESENTS,

We, [Name of Bidder] do hereby irrevocably constitute, nominate, appoint and authorize , who
is presently employed with us and holding the position of “ ”, as our true and lawful attorney
(hereinafter referred to as the “Attorney”) to do in our name and on our behalf, all such acts, deeds and things
as are necessary or required in connection with or incidental to submission of our application for qualification
and submission of our bid for the Project “Name of Project” of “_ > (the “client”) including but not limited
to signing and submission of all applications, bids and other documents and writings, participate in pre-
applications and other conferences and providing information/ responses to the client, representing us in all
matters before the client, signing and execution of all contracts including the Agreement and undertakings
consequent to acceptance of our bid, and generally dealing with the client in all matters in connection with or
relating to or arising out of our bid for the said Project and/ or upon award thereof to us and/or till the entering
into of the Agreement with the client. The act done by _(Name of authorized person) will be binding on the
selected bidder.

IN WITNESS WHEREOF WE, (Name of Bidder)_, THE ABOVE-NAMED PRINCIPAL HAVE

EXECUTED THIS POWER OF ATTORNEY ON THIS DAY OF
Date

For Name of Bidder,

Executed

Accepted

Witnesses
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(Annexure- K)

LAND BORDER DECLARATION CERTIFICATE

Restrictions on procurement from Bidders from a country or countries, or a class of countries
under Rule 144(xi) of the General Financial Rules 2017.

EOI DOCUMENT NO: tuiiiiiiiiiiiiiiiiiiesereeseessesesnnnnns Date: vuveiiiiiinrennnnnnnnnnne
Bidder’s Name, Address & contact details:
.............................................. Bidder’s Reference No.

Restrictions on procurement from Bidders from a country or countries, or a class of countries under Rule
144(xi) of the General Financial Rules 2017.

I/We certify that this Bidder is not from such a country or if from such a country has been registered
with the Competent authority. | hereby certify that this bidder fulfills all requirements in this regard

I/We certify that this Bidder is not from such a country or if from such a country has been registered with
the competent authority and will not sub-contract any work to a contractor from such countries unless
such contractor is registered with the Competent authority. | hereby certify that this bidder fulfills all
requirements in this regard and is eligible to be considered.

Penalties for false or misleading declarations:

We hereby confirm that the particulars given above are factually correct and nothing is concealed and
also undertake to advise any future changes to the above details. We understood that any wrong or
misleading self-declaration by us would be violation of Code of integrity and would attract penalties as
mentioned in this tender document, including debarment.

(Signature with date)

(Name and designation)

Duly authorized to sign Bid for and on behalf of

(Name & address of the Bidder and Seal of Company)
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(Annexure- L)

Consortium Agreement
(On Rs. 100 Non-Judicial Stamp Paper duly notarized by the Notary Public)

This Agreement is executed at Delhi on this -------------- 2026 (“Effective Date”).

AMONGST
M/S e , registered under the provisions of the Companies Act 2013, with its registered
office  at primarily  engaging in  the  business  of
............................................................... (Hereinafter referred to as "................. or Lead Member"), acting
through Mr.......ccovevenennnn. Authorized vide a Board Resolution dated ----------- which expression shall

unless repugnant to the context or meaning thereof, include its successors, authorized representatives
and permitted assigns.

AND
MY/S ot a company registered under the provisions of Companies Act, 2013, with its
registered office at ......coevevecieiece e, (hereinafter referred to as “Second Party”) acting through
M. e authorized vide a Board Resolution dated ------------ which expression shall

unless repugnant to the context or meaning thereof, include its successors, authorized representatives
and permitted assigns.

The Consortium consisting of M/s .....ccceeeveieveeierineeee s & M/Sueoieiiiiiieiieieiieens shall be referred to as
consortium, individually referred to as “Party” and collectively as “Parties or Consortium Members”.

M/S o shall be referred to as the ‘Lead Member’ of the Consortium.

1: PREAMBLE

WHEREAS BECIL represents that it is an 1SO 9001:2015, 27001:2013, ISO/IEC 20000:2012 certified, Mini
Ratna, Central Public Sector Enterprise (CPSE), falling under the purview of the Ministry of Information
and Broadcasting Government of India, which was established on 24th March 1995. That BECIL provides
Project Consultancy services, Turnkey solutions, System integration, Operation & Maintenance for the
entire gamut of radio and television broadcast engineering. BECIL has also diversified into the domain of
businesses pertaining to Strategic National Importance and has won major Projects/ Tenders in the field
of Security & Surveillance, IT Networking & Data Centre and Communication Intelligence, Third Party
Audit.

WHEREAS ..ot (hereinafter called .......ccooeevvvvrvveveeeineeeeeeeen, ”) has issued an EOI vide
EOI NO. oo for “UP POLICE” to as “Tender”/”Work”/”Project” (hereinafter called as
Tender or .....uveveenen. or Primary Tender).

AND WHEREAS BECIL intends to participate in the aforementioned tender and published tender No.
...................................... dated ........cceeeeeeuennne.. (hereinafter referred as “BECIL's EOI”) for selection of
Backend Consortium Partner for .................... tender.
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AND WHEREAS Parties have accepted to execute the agreement, in case of award of work by M/s BECIL
and undertake to abide by all terms and conditions of such agreement signed thereof.

AND WHEREAS Parties have jointly accepted to collaborate and help—BECH—+to prepare and submit its
competitive bid against the tender for ......ccccceveeeeceeeeveienenen. vide tender/EOI NO. ....coeveveveevererieecveceeana,

AND WHEREAS the Consortium Member has signed a Power of Attorney in favor of the
MI/S ittt as the Lead Member of the consortium.

AND WHEREAS, this consortium agreement is executed solely for the purpose to bid as a consortium for
the EOI issued by BECIL pertaining to the Selection of Backend Consortium for

AND WHEREAS all the parties agreed to join its hand on following terms & conditions:

In this Agreement words and expressions shall have the same meanings as are respectively assigned to
them in the agreement documents referred to.

BECIL'S EOl & ..o, tender and Power of Attorney shall be deemed to form and be read and
construed as part of this Agreement.

2: GENERAL

2.1 PURPOSE

2.1.1  The Parties do hereby irrevocably constitute a consortium (the “Consortium”) for the purpose of
jointly participating in the bidding process for the selection of backend consortium against BECIL EOI No.
EOI NO. cevviviie e

2.1.2  The Parties hereby undertake to participate in the bidding process only through this Consortium
and not individually and/ or through any other Consortium constituted for this EOI, either directly or
indirectly or through any of their associates.
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3: OBJECT AND COLLABORATION

3.1 The object of the Consortium Agreement is to define the principles and main provisions concerning
the cooperation between the Consortium Members.

3.2  The Parties/ Consortium Members agree that the bid is binding on them and has been prepared by
each of them with the aim of being complete, accurate, adequate and coordinated for the purpose of
execution of the Project.

3.3 The Consortium Agreement shall supersede and prevail over all previous agreements either oral or
in writing in respect to the association between the parties in respect of this tender/BECIL’s EOI.

3.4  The parties shall be jointly and severally liable to M/s BECIL for the execution of the scope of a work
and for the completion of their respective scope of work.

4: REPRESENTATION OF THE PARTIES

The Consortium represents to BECIL that as on date of signing this Agreement:-

4.1 The members of the Consortium are duly organized, validly existing and in good standing under the
laws of its incorporation and has all requisite power and authority to enter into this Agreement.

4.2 That the execution, delivery and performance by each Consortium Member of this Agreement has
been authorized by all necessary and appropriate corporate or governmental action, and will not, to the
best of its knowledge:

a. Require any consent or approval not already obtained;
b. Violate any applicable Law presently in effect and having applicability to it;

c. Violate the Agreement and articles of association, by-laws or other applicable organizational
documents thereof;

d. Violate any clearance, permit, concession, grant, license or other governmental authorization,
approval, judgment, order or decree or any mortgage agreement, indenture or any other instrument
to which any Consortium Member is a party or by which Consortium Member or any of their
properties or assets are bound or that is otherwise applicable to Consortium Member;

e. Create or impose any license, mortgages, pledges, claims, security interests, charges or
Encumbrances or obligations to create a lien, charge, pledge, security interest, encumbrances or
mortgage in or on the property of such Party, except for encumbrances that would not, individually
or in the aggregate, have a material adverse effect on the financial condition or prospects or
business of Consortium Members so as to prevent such Parties from fulfilling their obligations under
this Agreement.
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4.3 That none of the Consortium Member has been black-listed by Central/ State Government or any
other Government PSU and are not facing/ likely to face any disciplinary proceedings under Indian or
under laws of any other country.

4.4 That aforementioned EOI is the legal and binding obligation of such Parties, enforceable in
accordance with its terms against it;

4.5 That there is no litigation pending or, to the best of Consortium Member’s knowledge, threatened
to which it or any of its affiliates is a party that presently affects or which would have a material adverse
effect on the financial condition or prospects or business of such Party in the fulfillment of its obligations
under this Agreement.

4.6 That there is no legal action/dispute initiated or pending on Consortium Members at the time of
signing of this Agreement which is likely to concern or affect BECIL in any manner. If any such case is found
pending, the agreement will automatically become invalid and the agency will be penalized by withholding
the EMD/PBG and legal action will be initiated as deemed fit by the competent authority. All ongoing and
future business association with BECIL will also be terminated.

5: PROJECT BACKGROUND AND SCOPE OF WORK

5.1 Project Background

5.1.1  That M/s Broadcast Engineering Consultants India Limited, has issued an EOI No. .........cccceeueuereee.
for the selection of backend Consortium Partner for participation in ......ccccecueu.ne. (0] G

5.1.2  That the aforesaid EOl NO......cccccvvvvrieceeceee e with all the amendments or corrigendum
(as available on the BECIL website) as well as scope of work contained therein, will be carried out by the
parties, in case the work is awarded to the parties by BECIL.
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6: SCOPE OF WORK

6.1 The Scope of work of the Parties/ Consortium will be as per BECIL’s EOI.

7: JOINT AND SEVERAL RESPONSIBILITIES OF CONSORTIUM MEMBERS

7.1 The Members of the Consortium shall be jointly and severally responsible for due performance
of the scope of work as per EOI, compliance of all the terms and conditions of the EOQI, in case the work is
awarded to the parties by BECIL, and fulfilment of all obligations arising out of or in connection, all related
Corrigenda, and any other amendment, this agreement or supplementary agreement relating to
performance of this agreement. Any noncompliance by either party of the Consortium shall be treated as
a breach of this agreement.

7.2 The parties hereby mutually agree that all of them shall remain as irrevocable members of this
tie-up for the complete execution and completion of the BECIL Tender/Work/Project (as per scope of work
mentioned in the BECIL EOI & subsequent work order/contract signed with BECIL).

7.3 Each party shall be individually responsible for the entire performance of the contract as per EOI,
and not merely for any portion of scope of work allocated to it under any internal arrangement among

the parties.

7.4 No internal arrangement, side arrangement or division of responsibilities among the parties shall
relieve them of their joint and several responsibility/liability to BECIL.

7.5 The joint and several liability of the parties shall survive the termination, completion, or expiry
of contract/work order as per EOI, until all obligations are fully discharged.

7.6 Any internal dispute, disagreement, non-payment, allocation issue, or any other internal
matter/arrangement among the parties shall not:-

e Relieve the parties or party from performance of the EOI/RFP/ contract/work order;
e Constitute a ground for extension of time or additional cost;

e Give rise to any claim against BECIL.
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8: DUTIES & OBLIGATIONS OF PARTIES

8.1 The preparation of the bid against BECIL's EOl have been undertaken jointly by the parties and
second party authorizes the lead member to undertake any negotiation with BECIL in pursuance of BECIL's
bid preparation and submission against ...................... EOI/tender..... e

8.2 For the efficient execution of the project, parties would formulate a General Standards of
performance. The parties shall carry out the services outlined in the scope of work with due diligence and
efficiency, and shall exercise such skill and care in the performance of the services as is consistent with
recognized professional standards. The parties shall act at all times so as to protect the interests of the
Client, BECIL and the Project.

8.3 The Consortium Members have read and understood the terms and conditions of the BECIL EOI
and it agree to abide by these terms and conditions.

8.4 The Consortium Members confirm that they understood on-ground technical complications and
they agree to have taken into consideration the manpower required on the basis of the scope of work.

8.5 That the Consortium Members have agreed to accept all the challenges with regard to time
Overrun, Cost Overrun, payment terms & Liquidated Damages & Penalties and confirm, to abide by the
timeline in-case the project is awarded.

8.6 That the Consortium Members have agreed to accommodate the change in scope of work by
M/s BECIL whether or not incidental and ancillary, to achieve the objective as per thisEOl & .............ccc.......

Tender requirement, without any additional cost to BECIL.

8.7 The Consortium Members shall appoint adequate number of team Lead, staff, and technical
team staffs in order to execute the project within the prescribed timeline.

9: DUTIES AND OBLIGATIONS OF LEAD MEMBER OF THE CONSORTIUM

9.1 The Lead Member shall act as coordinator/single point of contact between the Parties and BECIL,
for all matters related to the BECIL’s EOl & ..............cc.............. Tender and Work Order or Contract Signed
with BECIL in case the project is awarded, including but not limited to:-

— Communication
— Instructions

— Notices

—  Submissions

—  Clarifications

— Claims

— Correspondences

9.2 The Lead Member shall be solely responsible for coordinating and resolving any internal disputes,
matters, disagreements or claims arising amongst the consortium member, BECIL shall deal exclusively
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with Lead Member only, in respect of all such matters, and no other member shall approach or correspond
with BECIL regarding any internal issue. Any communication made by Lead Member to BECIL shall be
deemed to be made on behalf of, and binding upon, all members of the consortium, BECIL shall not be
concerned with, nor liable for any internal dispute, allocation of responsibilities etc. among the members.

9.3 Lead Member to ensure the technical, commercial & administrative coordination of the project
work.
9.4 The Lead Member has been authorized by Consortium Members to receive instruction and incur

liabilities for and on behalf of all parties.
9.5 In the event of project getting awarded, the Lead Member shall act as the only channel of

communication between the authority of BECIL and the other Consortium Members / parties to execute
the project/ Agreement.

10: CO-OPERATION OF THE TRANSACTION

10.1 All the parties agree to abide by the terms and conditions of this Agreement, including all
applicable tender documents and provisions such as General Requirements, Commercial Aspects, and
Evaluation and Acceptance Criteria of the EOI, which shall form an integral part of this Agreement.

10.2 Expenses towards preparation of proposal, submission of bid and other allied activities for
submission of bid will be undertaken by the respective parties at their own cost.

10.3 The cooperation for execution of the Project between the parties hereto shall be exclusive, i.e.,

neither of them shall without the other party’s consent - alone or together with another PARTY take part
in any agreement or proposal with regard to this EOI NO. ......cccueiviieivicireccece e
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11: PERIOD OF AGREEMENT

11.1 The agreement shall be valid from the date of signing of this agreement (“Effective Date”) to till
the completion of the project & release of all payments thereof whichever is later. All obligations
hereunder shall only apply during the term of this agreement and to such obligations and commitments
in relation to the Tender/Work/Project under the scope of BECIL’s EOI, as may have been undertaken by
the Parties during the Term with validity exceeding the Term.

12: PAYMENT AND COMMERCIAL

12.1  The Lead Member shall provision the requisite EMD/PBG as applicable to M/s BECIL.

12.2 The payment for the scope of work mentioned in the EOI shall operate on a back to back basis
as per the EOl terms and conditions.

12.3 The Lead Member shall raise its invoices to BECIL, which will then raise the invoices to the Client
(on the basis of the certified report for the execution of the work and after the receipt of the relevant
documentary proofs from the Consortium Members).

12.4 Upon receipt of corresponding payment from the Client, BECIL shall disburse the payment to the
lead member after the deduction of BECIL project management and consultancy fees.

12.5 All Invoices received from the Lead Member would be inclusive of all statutory taxes/ GST. BECIL
will only consider invoices raised by lead member of consortium subject to submission of all relevant
documents and in case the documents are not proper, the invoices shall be liable to be rejected by BECIL.

12.6 Notwithstanding anything contained in any other agreement, document, correspondence,
arrangement between the parties in respect of BECIL EOIl / Works / Projects, the Consortium Member
understands, agrees and undertakes that:

a) The Consortium has participated in BECIL EOI and that all terms & conditions of the BECIL EOI
shall apply to both the Consortium Members.

b) The payments terms between BECIL & Consortium are on back-to-back basis and the payment
shall be released by BECIL only if and when received by BECIL from the Client and subject to terms &
conditions of agreement and submission of complete required documents.

c) The (day) date of delivery of goods and/or rendering of services by the Consortium Member shall
be the date or realization of payment from BECIL once the goods and/or services are accepted by client.

d) Consortium hereby agrees to ensure timely GST compliance's as per the statutory requirements.
All the costs pertaining to any GST non-compliance including but not limited to any loss of eligible input
tax credit due to non-payment/non-filing of GST return and applicable interest/penalties shall be
borne/indemnified by Consortium Members. Further, consortium partners hereby agree that BECIL
reserves the right for reimbursement of any such cost incurred out of the aforesaid noncompliance(s).
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13: GENERAL TERMS & CONDITIONS

13.1 AGENCY

That all the members of the consortium shall be bound by the acts, deeds and representation of the Lead
Member. That the current consortium is not an incorporated entity or an incorporated joint venture.

13.2 CONFIDENTIALITY

13.2.1 Consortium Members shall not make or permit to be made a public announcement or media
release about any aspect of the Agreement unless BECIL gives its written consent.

13.2.2 That the Consortium Member agrees to keep confidential all information shared with it and
disclose it to a third party only after taking prior written consent of each other. This clause excludes
information available in public domain. The confidentiality provisions of this agreement shall remain in
full force and effect during the term of this agreement and 12 months thereafter.

13.3 TERMINATION

13.3.1 That there shall be no change to the composition of the consortium during the subsistence of the
term of this Agreement. That neither of the Party can terminate nor exit the consortium, and the said exit
shall only be valid once, acceptance /approval for the same is granted by M/s BECIL.

13.4 ARBITRATION/DISPUTE RESOLUTION

13.4.1 That in the event of any dispute/ conflict among the members of the consortium, the same shall
be resolved /settled through the process of mutual discussion and conciliation within a period of thirty
days from the date of invocation of dispute by either of the party.

13.4.2 That on the failure of the resolution wither of the party shall have the liberty to invoke arbitration
proceedings against the defaulting party by serving a notice. That the arbitration proceedings shall be
adjudicated by a sole arbitrator, appointed with the mutual consensus of all the consortium members.
That the arbitration proceedings shall commence within a period of thirty days from the date of
arbitration.

13.4.3 That Lead Member and all the member of the Consortium shall continue the performance of the
scope of work mentioned in EOI or the subsequent work order/contract/agreement signed with BECIL,
during the adjudication of the arbitration proceedings.

13.4.4 That the Lead member along with the other members of the Consortium shall be jointly and
severally liable to indemnify BECIL in case of any obstruction/ suspension/ delay abandonment or non-
performance of the scope of work due to the invocation of arbitration proceedings.

13.5 INTELLECTUAL PROPERTY RIGHTS

13.5.1 The Consortium Members hereby undertake to ensure that while using any software, hardware,

processes, and document or material in the course of performing the Services, it does not infringe the

Intellectual Property Rights of any person/ Company. Consortium Members shall keep BECIL indemnified

against all costs, expenses and liabilities howsoever, arising out of any illegal or unauthorized use (piracy)

or in connection with any claim or proceedings relating to any breach or violation of any permission/

license terms or infringement of any Intellectual Property Rights by Consortium Members or their Team
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during the course of performance of the Services.

13.5.2 The Consortium Members would make no claim on the technology / algorithms used in servicing
the clients either during the Agreement or ever later. The Parties agrees that consideration mentioned
under commercial term of this Agreement is after taking into consideration the cost of intellectual
property rights, if any, to be used under this Agreement and no further claim in this regard shall be
entertained by BECIL. BECIL shall be kept indemnified by Consortium for any kind of breach of IPR of all
the products/ services supplied by it under this Agreement.

13.6 INDEMNITY

13.6.1 The Consortium Members shall jointly and severally indemnify, save, hold harmless and defend
BECIL and its officers, servants, employees and agents promptly upon demand and at its expense, from
and against any and all suits, proceedings, actions, demands, losses, claims, damages, liabilities, costs
(including reasonable attorney’s fees and disbursements) and expenses (collectively, “Losses”) to which
BECIL may become subject, insofar as such losses arise out of, in any way relate to, arise or result from:

a) Any Compensation/ claim or proceeding by any third party against BECIL arising out of any act,
deed or omission by the Consortium Member;

b) Any breach by the Consortium Members of any of its obligations under this Agreement or from
any negligence under the Contract, including any errors or deficiencies in the performance its scope of
work.

14 ASSIGNMENT AND SUB-CONTRACTING

14.1 Neither this agreement nor any of the rights and obligations under it can be assigned to third party
by any of the consortium members. Parties may engage sub-contractors with mutual consent of BECIL.

15 GOVERNING LAW AND JURISDICTION

15.1 This agreement is governed by the laws of India and each Party irrevocably and unconditionally
submits to the exclusive jurisdiction of the Courts at New Delhi, India.

15.2 The dispute/ claims arising out of the EOI and this agreement shall be subject to the jurisdiction of
the competent courts at New Delhi, India.

16 WAIVER

16.1 The failure by Parties/ Members to enforce at any time or for any period any one or more of the
terms or conditions of this agreement will not be a waiver by them or of the right at any time subsequently
to enforce all terms and conditions of this agreement.

17 SURVIVAL

17.1 The Rights and obligations under this Agreement shall by their nature should survive and remain in
effect after termination or expiration of this Agreement.

18 VARIATION

18.1 No variation to this agreement shall be effective unless, the same is approved by BECIL and the same
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is recorded in writing signed by a duly authorized officer of the BECIL.

19 LIQUIDATED DAMAGES

13.12.1 Any liquidated damages imposed by BECIL shall be levied among the parties in accordance with
mutual sharing ratio agreed between the parties.

IN WITNESS WHEREOQF, the parties hereto, intending to be legally bound, have executed this Consortium
Agreement as of the date first above mentioned.

This Agreement has been signed on behalf of the parties by their respective duly authorized
representatives as of the Effective Date.

M/s M/s

By: By:

Name: Name:

Title: Title:

Signature of Witness: Signature of Witness:
Name: Name:

Title: Title:
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(Annexure- M)

POWER OF ATTORNEY (FOR CONSORTIUM )

ON

RS. 100 STAMP PAPER (NOTARIZED)

WHEREAS,M/s Broadcast Engineering Consultants India Limited is Mini Ratna, Public Sector Enterprise,
falling under the purview of the Ministry of Information and Broadcasting under the Government of India
having its Registered Office at 56-A/17, Block-C, Sector-62, Noida -201301 (U.P.) and Head Office at 14-B IP
Estate Ring Road, New Delhi -110002 and Corporate office at

That M/s BECIL floated a EOl document numbered Ref. NO. .......cccevevieeiieceincnnnene, dated.................. s

forthe .o,

WHEREAS IMI/Suuuciuiiieinenneneeecsnssnessessssssssssesssssesssssssssesns & M/S. e [Insert names of all
Members of Consortium / Sub-contractor(s) ], the members of the Consortium are desirous of submitting
a Bid in response to the EOQI No. ....cccceeeeeeecueennees , dated ............... , if selected, undertaking the responsibility

of implementing the Project as per the terms of the EOI;

WHEREAS the Consortium Members / Sub-contractor(s) have agreed under the Consortium Agreement
dated ....coevuennene (The date of “Agreement”), entered into between M/s and submitted along with the
Bid to appoint M/s .....ceeevevervevincnene as the Lead Consortium Member to represent the Consortium for all
matters regarding the EOI and the Bid;

AND WHEREAS pursuant to the terms of the EOl and the Agreement, we, the Members of the Consortium
hereby designate M/s .......cccooeceeveveecevernenene. as the Lead Member to represent us in all matters regarding
the Bid and the EOI, in the manner stated below:

Know all men by these presents, we do hereby constitute, appoint and authorize M/s .........ccocuevunn.... [Insert
name and registered office address of the Lead Member], which is one of the Members of the Consortium/
Sub-contractor(s), to act as the Lead Member and our true and lawful attorney, to do in our name and on
our behalf, all such acts, deeds and things necessary in connection with or incidental to submission of Bid
in response to the EOl issued by M/s Broadcast Engineering Consultants India Limited including signing and
submission of the Bid and all documents related to the Bid as specified in the EOl document, including but
not limited to undertakings, letters, certificates, acceptances, clarifications, guarantees or any other
document, which M/s Broadcast Engineering Consultants India Limited may require us to submit.

The aforesaid attorney shall be further authorized for making representations to M/s Broadcast Engineering
Consultants India Limited and providing information/ responses to it and representing us and the
Consortium in all matters before That M/s Broadcast Engineering Consultants India Limited named in the
EOI, and generally dealing with all the matters in connection with the EOI till completion of the bidding
process as well as implementation of the Project, if applicable, in accordance with the EOI.

We, as Members of the association, hereby agree to ratify all acts, deeds and things done by our said
attorney pursuant to this Power of Attorney and that all acts, deeds and things done by our aforesaid

attorney shall be binding on us and shall always be deemed to have been done by us.
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All the terms used herein but not defined shall have the meaning ascribed to such terms under the EOI.

Insert the name of the executant Consortium Members/ Sub-contractor(s)] through the
hand of Mr./ Ms. ...eveervrennee duly authorized by the Board to issue such Power of Attorney.

ACCEPTEM .t e
[Signature of Lead Member as Attorney]

................................................................................................ [Signature of Authorized Representative as
Executant] [Name of Authorized Representative]
[Designation of Authorized Representative]

[Signature of Other Member]

[Signature of Authorized Representative as Executant, of other Member ] [Name of Authorized
Representative]

[Designation of Authorized Representative]

Witness

Attested: [Signature]
DY) - H (Notary Public)
Place:
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PRICE BID

Annexure-N

Identifier

PRICE BID

Category

Quantity

Technical
requirement as
per client RFP

SW-01 Computer Forensic Analysis Suite, Software 79 10.3.3
laboratory grade and field grade

SW-02 Alternative-Platform Acquisition and Software 1 10.3.4
Volume-Decryption Utility

SW-03 Mobile Forensic Acquisition and Analysis Software 83 10.3.5
Suite, laboratory grade and field grade

SW-04 Authorisation-Gated Advanced Access Software 1 10.3.6
Capability

SW-05 Lawful Cloud and Account Acquisition Software 1 10.3.7
Module

SW-06 Central Telecom Analytics Platform Software 1 10.3.8

SW-07 Field Telecom Record Analyser Software 75 10.3.9

SW-08 Online and Anonymised-Network Software 1 10.3.10
Investigation Platform

SW-09 Virtual-Asset and Distributed-Ledger Software 1 10.3.11
Analytics

SW-10 Forensic Media Processing and Playback Software 1 10.3.12

SW-11 Media Authenticity and Synthetic-Media Software 1 10.3.13
Analysis

SW-12 Case and Evidence Management System, Software 76 10.3.14
unit-local and standalone

SW-13 Authorisation-Gated Credential Recovery Software 1 10.3.15

HW-01 Headquarters Forensic Compute and Hardware 1 10.4.1
Storage Platform

HW-02 Headquarters Backup and Archive Tier Hardware 1 10.4.2

HW-03 Forensic Analysis Workstation, laboratory Hardware 11 10.4.4
grade

HW-04 Forensic Analysis Workstation, field grade Hardware 82 10.4.5

HW-05 Acquisition and Processing Node, field grade | Hardware 68 10.4.6

HW-06 Hardware Forensic Imager Hardware 8 10.4.7

HW-07 On-scene Response Kit Hardware 75 10.4.8

IN-01 Headquarters Network Zoning and Switching | Infrastructure 1 10.5.2
Infrastructure

IN-02 Headquarters Structured Cabling, Racks and | Infrastructure 1 10.5.3
Passive Infrastructure

IN-03 Field-Unit Local Cabling and Switching Infrastructure 75 10.5.4
Infrastructure

IN-04 Training Laboratory (30-position) Infrastructure 1 10.5.5
Infrastructure

IN-05 Headquarters Electrical, Environmental and Infrastructure 1 10.5.6
Laboratory Furnishing

IN-06 Evidence Storage Cabinet Infrastructure 161 10.5.7

IN-07 Uninterruptible Power Supply, unit level Infrastructure 76 10.5.8

IN-08 Workstation Uninterruptible Power Supply Infrastructure 161 10.5.9
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SV-01 Implementation, Rollout and Site Service 1lot 10.7.2
Commissioning Service

SV-02 Operations, Maintenance and Support, 36 Service 1 lot 10.7.3
months

SV-03 Training Delivery, 36 months, two modes, Service 1lot 10.7.4
bilingual

SV-04 Spares and Consumables, 36 months Service 1lot 10.7.5

SV-05 Independent Audit and Programme Service 1 lot 10.7.6

Management Support, 36 months

MP-01 Headquarters Specialist Cadre, to the close Manpower 20 posts | 10.6
of the operations period

RS-01 Technology-Refresh and Extended-Warranty | Reserve 1 10.8
Reserve

Note:

e Products/items mentioned above shall meet all the requirements specified under technical
specification.

e List of required softwares/ hardwares has been mentioned in BoQ, however, if it has been felt that
some additional softwares/ hardwares will be required to meet the entire scope of work, same may
be included.

e The quantity of equipments or sizing mentioned in the BoQ is tentative and shall be finalized only
after the engineering stage.
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MSME UNDERTAKING (Annexure — O)
(To be given on a Rs. 100/- Stamp Paper)

This Undertaking is made on this __ day of , 2025, by:

M/s. [Name of Bidder], having its registered office at........... [address] (hereinafter referred to as the "Bidder", which
expression shall, unless repugnant to the context or meaning thereof, be deemed to include its successors, legal
representatives, and permitted assigns);

IN FAVOUR OF:

Broadcast Engineering Consultants India Limited (BECIL), a distinguished Mini Ratna Public Sector Enterprise, having
its Corporate Office at BECIL Bhawan, C-56, A/17, Sector-62, Noida - 201307(UP) (hereinafter referred to as the "BECIL",
which expression shall, unless repugnant to the context or meaning thereof, be deemed to include its successors, legal
representatives, and permitted assigns).

WHEREAS:

1. The Principal Employer/client, have awarded the work for execution of the project to BECIL.

2. BECIL through this EOl intends to onboard on agency / agencies for Procurement and Installation of CCTV Cameras
and Accessories.

3. As per the terms of the EOI, BECIL shall release payment to the selected Bidder/bidders only after receiving the
payment from the Principal Employer/client.

NOW THEREFORE, the bidder hereby undertakes and agrees as follows:

1. The bidder acknowledges and confirms that the BECIL shall be liable to make payments only upon receipt of
corresponding payments from the Principal Employer/client. Accordingly, the bidder shall not raise any claims,
demands, interest, compensation, or initiate any legal proceedings against the BECIL for any delay in payment arising
out of delayed release of funds by the Principal Employer/client.

2. The Bidder waives any rights under the Micro, Small and Medium Enterprises Development Act, 2006 (MSMED Act)
or any similar legislation or regulation, to the extent such rights conflict with the agreed payment terms under the
Subcontract Agreement. The bidder further waives its right to claim Interest on delayed payment by the BECIL, under
the Micro, Small and Medium Enterprises Development Act, 2006 (MSMED Act) or any similar legislation or regulation
for the time being in force in India.

3. This obligation shall survive the termination or expiry of the Contract signed with the successful bidder selected
through this EOI process.

Signature & Stamp of Bidder
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(Annexure- P)

PRE-BID AGREEMENT

By and amongst

Broadcast Engineering Consultants India Ltd
(A Government of India Enterprise)
C56 / A 17 Block C Sector 62 Noida 201307

And

Page 69 of 92




TABLE OF CONTENTS

ARTICLE 1: PREAMBLE

ARTICLE 2: GENERAL

ARTICLE 3: PROJECT BACKGROUND AND SCOPE OF WORK

ARTICLE 4: ROLES AND RESPONSIBILITIES

ARTICLE 5: COOPERATION OF THE TRANSACTION

ARTICLE 6: PERIOD OF AGREEMENT

ARTICLE 7: PAYMENT AND COMMERCIAL

ARTICLE 8: GENERAL TERMS & CONDITIONS

SCHEDULE 1: DETAILED SCOPE OF WORK

Page 70 of 92




PRE-BID AGREEMENT

This Pre-Bid Agreement is executed at Noida on this ...... th day of 2026 (“Effective Date”).
Between

Broadcast Engineering Consultants India Limited, a Mini Ratna Public Sector Enterprise of the Government
of India having its Registered Office at 56-A/17, Block-C, Sector-62, Noida -201301 (U.P.) and Head Office at
14-B IP Estate Ring Road, New Delhi -110002 acting through Binay Kumar Tiwari (hereinafter referred to as
"BECIL or First Party") which expression shall unless repugnant to the context or meaning thereof, include its
successors, authorized representatives and permitted assigns.

AND
CONSORTIUM OF TECHNICAL PARTNERS
M/S e , registered under the Companies Act, 2013, having registered office at
.................................... acting through Mr. ....................... (hereinafter referred to as “Lead Member” or

........................ ") which expression shall unless repugnant to the context or meaning thereof, include its
successors, authorized representatives and permitted assigns.

AND
M/S et , registered under the Companies Act, 1956, with its registered office at
.............................................................. acting through ................................. (hereinafter referred to as “Second
Member” or “.................. ”) which expression shall unless repugnant to the context or meaning thereof,

include its successors, authorized representatives and permitted assigns.

The Consortium Technical Partners consisting of M/s .......cccccoeveveveerennnene. , M/saine, and M/s ...ovveeevenens,
hereinafter shall be jointly referred to as “Backend Consortium”,

BECIL, M/S oo and M/S e are individually referred to as “Party” and collectively as
“Parties”.

ARTICLE 1: PREAMBLE

WHEREAS BECIL represents that it is an 1ISO 9001:2015, 27001:2013, ISO/IEC 20000:2012 certified, Mini
Ratna, Central Public Sector Enterprise (CPSE) of Government of India, which was established on 24th March
1995. BECIL provides Project Consultancy services, Turnkey solutions, System integration, Operation &
Maintenance for the entire gamut of radio and television broadcast engineering. BECIL has also diversified
into the domain of businesses pertaining to Strategic National Importance and has won major Projects/
Tenders in the field of Security & Surveillance, IT Networking & Data Centre and Communication Intelligence,
Third Party Audit of Optical Fiber Networks.

WHEREAS M/S ...oovveeeecreennne. is a leading service provider of turnkey solutions in ......cccceveevvrvvirveiennene.
WHEREAS M/S ..o is a leading consultancy service provider of turnkey solutions in ...............
WHEREAS M/S ..o is a leading consultancy service provider of turnkey solutions in ................
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WHEREAS ..o, (hereinafter called ............. ”) has issued a tender vide tender no. ............... for
ettt rerteeeeseetres st eesstesetesennes hereinafter referred to as “Tender”/”Work”/”Project” (hereinafter called as

Tenderor ......ccueue.e. or Primary Tender).

WHEREAS BECIL published EOI NO. ......ccccccueveieierinreeeene. (hereinafter referred as “BECIL’s EOI”) for selection
of Backend Consortium for .................. tender.

AND WHEREAS M/S ..ooovveeeeeeeennne. with its Consortium Partner M/s .................. have been selected as Backend

Consortium through the BECIL’s EOI process.

AND WHEREAS Parties have accepted to execute the contract if awarded by ...................... and shall abide by all
terms and conditions of such contract signed thereof.

AND WHEREAS BECIL & Backend Consortium have jointly accepted to collaborate to prepare and submit its
competitive bid against the Tender for .. vide tender No. RFP No.

AND WHEREAS The Backend Consortium have signed a consortium agreement and defined M/s ...................
as “Lead Member” to deal with BECIL.

AND WHEREAS, this Pre-bid agreement is executed solely for the purpose to bid for the tender issued by
...................... for.....ccccceeeeeueneee... and may be superseded by an inter se agreement once the tender is awarded
to BECIL.

AND WHEREAS, it is expressly understood and agreed by the Parties that this Agreement is contingent upon
the award of the project to BECIL, and in the event that the said project is not awarded to BECIL for any
reason whatsoever, this Agreement shall automatically become null and void, without any further obligation,
liability, or claim arising between the Parties hereunder.

AND WHEREAS the parties agreed to join its hand on following terms & conditions:

1.1 In this Agreement words and expressions shall have the same meanings as are respectively
assigned to them in the agreement documents referred to.

1.2 The Parties wish to work together with the understanding that BECIL shall act as the bidder (sole
bidder) and Backend Consortium as Back end partners for participating in the

1.3 The following documents shall be deemed to form and be read and construed as part of this
Agreement-
1.3.1 Tender for ..., Vide oo RFP NO. et and

addenda/corrigenda thereof.
1.3.2 BECIL'S EOI NO. ..ocveevveeeeeervereceecre e for selection of consortium partner for ........ccccecvevevennnnne

1.3.3 Bid received for Backend Consortium against the BECIL’s EOI.
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ARTICLE 2: GENERAL

2.1. PURPOSE

2.1.1 BECIL, as the sole bidder, shall participate in the bidding process in primary tender of
.......................... The other party shall function as a Backend Consortium to support BECIL in fulfilling its
obligations under the bid.

2.1.2 The Backend Consortium hereby undertakes not to participate individually, directly or indirectly,
or as part of any other consortium/ arrangement for said tender, either independently or through any of its
associates.

2.2, Representation of the Parties: Backend Consortium represent to BECIL that as on date of signing
this Agreement:

2.2.1 Backend Consortium is duly organized, validly existing and in good standing under the laws of
its incorporation and has all requisite power and authority to enter into this Agreement.

2.2.2 That the execution, delivery and performance by Backend Consortium of this Agreement has been
authorized by all necessary and appropriate corporate or governmental action, and will not, to the best of
its knowledge:

a. Require any consent or approval not already obtained;

b. Violate any Applicable Law presently in effect and having applicability to it;

c. Violate the Agreement and articles of association, by-laws or other applicable organizational documents
thereof;

d. Violate any clearance, permit, concession, grant, license or other governmental authorization, approval,
judgment, order or decree or any mortgage contract, indenture or any other instrument to which Backend
Consortium is a party or by which Backend Consortium or any of their properties or assets are bound or that
is otherwise applicable to Backend Consortium;

e. Create or impose any license, mortgages, pledges, claims, security interests, charges or Encumbrances or
obligations to create a lien, charge, pledge, security interest, encumbrances or mortgage in or on the property
of such Party, except for encumbrances that would not, individually orin the aggregate, have a material
adverse effect on the financial condition or prospects or business of Backend Consortium so as to prevent
such Parties from fulfilling their obligations under this Agreement.

2.23 Backend Consortium has not been black-listed by Central/ State Government or any other
Government PSU and are not facing/ likely to face any disciplinary proceedings under Indian or under laws of
any other country.

2.2.4 That this aforementioned TENDER is the legal and binding obligation of such Parties, enforceable
in accordance with its terms against it;

2.2.5 That there is no litigation pending or, to the best of Backend Consortium knowledge, threatened
to which it or any of its affiliates is a party that presently affects or which would have a material adverse
effect on the financial condition or prospects or business of such Party in the fulfillment of its obligations
under this Agreement.

2.2.6 That there is no legal action/dispute initiated or pending on Backend Consortium at the time of
signing of this Agreement which is likely to concern or affect BECIL in any manner. If any such case is found
pending, the agreement will automatically becomgdgvﬂi%iaag the agency will be penalized by withholding the




EMD/ PBG and legal action will be initiated as deemed fit by the competent authority. All ongoing and future
business association with BECIL will also be terminated.

ARTICLE 3: PROJECT BACKGROUND AND SCOPE OF WORK

3.1 PROJECT BACKGROUND

This project envisages for SITC/ EOI / ....o.. ettt

3.2 SCOPE OF WORK

The detailed scope of work has been given in the Schedule- | to this Agreement. For the detailed scope of
work Backend Consortium shall also refer to the primary tender document, its amendments in the form of
addenda/corrigenda and subsequent contract signed between BECIL & ................. in the event of award of
tender.

ARTICLE 4: ROLES AND RESPONSIBILITIES

4.1 Both BECIL and Backend Consortium shall be jointly and severally responsible for compliance of
all the terms and conditions of the ...................... EOI / RFP, this agreement and BECIL’s contract with
...................... relating to performance of this agreement. Any noncompliance by either party of the Backend
Consortium shall be treated as a breach of this agreement.

4.2 BECIL and Backend Consortium hereby mutually agree that both of them shall remain as
irrevocable members of this tie-up for the complete execution and completion of ...............

Tender/Work/Project (as per scope of aforementioned BECIL’s EOl & .................. tender).

4.3 DUTIES & OBLIGATIONS OF BACKEND CONSORTIUM

4.3.1. Backend Consortium will supply entire range of goods & services for efficient completion of scope of
works under the ......ccoceeieivinininnne tender.

4.3.2. For the project to be undertaken, Backend Consortium would formulate state-of-the-art, optimum
and General Standards of performance. Backend Consortium shall carry out the Services with due diligence
and efficiency, and shall exercise such skill and care in the performance of the services as is consistent with
recognized professional standards. Backend Consortium shall act at all times so as to protect the interests of
BECIL.

4.3.3. Backend Consortium has read and understood the terms and conditions of the..................... tender and
it agree to support BECIL in abiding by those terms and conditions.

4.3.4. Backend Consortium confirms that they understood on-ground technical complication and they agree
to have taken into consideration the manpower required on the basis of the scope of work.

4.3.5. Backend Consortium has understood the requirement in terms of Right of Way (ROW), Terrain and
other clearances required to execute the project. They agree to manage these requirements at their own cost
without any liability on BECIL in this regard.
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4.3.6. Backend Consortium have agreed to accept all the challenges with regard to Time Overrun, Cost
Overrun, payment terms & Liquidated Damages & Penalties and confirm, to abide by the timeline in-case the
project is awarded.

4.3.7. Backend Consortium has agreed to accommodate the change in scope of work by ......cccoceennne
whether or not incidental and ancillary, to achieve the objective as per the ... tender

requirement, without any additional cost to BECIL.

4.3.8. Backend Consortium have agreed to abide by all the terms on back to back basis as per the
System Integrator duties and Obligations as specified in the .......c.cccceceueunnnne tender.

4.3.9. Backend Consortium shall be responsible for the detailed Scope of Work at Clause 3.2 and Schedule 1
of this agreement.

4.3.10. Since payment conditions are on back to back basis and time is the essence of the project; Backend
Consortium should maintain sufficient liquidity/funds for timely and smooth execution of the project.

4.3.11. Prior to bidding, details about CV required by client shall be worked out mutually.

4.4 DUTIES AND OBLIGATIONS OF BECIL
44.1. BECIL shall act as coordinator/Project Management Consultant of the consortium combined
activities. Providing timely feedbacks and correspondences with the .................... on the various stages of

project deliverables.

4.4.2, To ensure the technical, commercial and administrative coordination of the work package.
4.43. To lead the contract negotiations of the work package with the ............c............ authority.
4.4.4. BECIL is authorized by Backend Consortium partners to receive instruction and incur liabilities for

and on behalf of all parties.

4.4.5. In the event of project getting awarded, BECIL shall act as the only channel of communication
between the ..o, authority and the Consortium Partners / parties to execute the
project/ Agreement.

4.4.6. In the event that a project office is required to be opened at ......ccceeveveceeecicceeenes , the same
shall be established and maintained with the necessary office infrastructure, as may be required for the
execution of the project.

4.4.7. In the event of award of the project to BECIL, BECIL shall deploy or appoint Project Coordinator(s),
as required, to manage the project and ensure effective coordination with the client and Consortium
Partners.

4.5 RESPONSIBILITY MATRIX

In addition to the aforementioned duties and obligations of the parties, the Agreement will cover the
following scope to be undertaken by Parties as mentioned in the Responsibility Matrix given below.

P-Primary Responsibility
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N- No Responsibility

.. BACKEND
S. NO. Description BECIL CONSORTI
UM

PRE-BID RESPONSIBILITY

1. Pre-bidding site survey, if any S P

2. Fully complied technical bid J J
response preparation as per
tender Terms & Conditions.

3. Competitive commercial bid J J
preparation as per tender

4, Documentation and P N
correspondence with the customer.

5. Provisioning of EMD/ Bid Security as P S
per tender requirement.

6. Provision of Back to Back EMD N P
except by MSE/Start Ups as per Gol
guidelines.

7. Provisioning of any other required J J
document for bidding.

8. Submission of complete techno- J J
commercial offer to the customer
in requisite mode.

9. Any Presentation if required during S P
the tender evaluation.

10. Any other relevant follow up, P S
correspondence and meetings with
customer.
POST-BID RESPONSIBILITY (Inthe
event of winning the contract)

1. Signing of contract/agreement with P N
the
........................................... /Letter
of Acceptance (LOA)

2. Submission of PBG to P N

3. Submission of back to back PBG to N P
BECIL

4, Any relevant follow up, P S
correspondence and meeting with
the customer

5. Coordination of Project execution in P S
accordance with planned milestone.

6. On-site monitoring in order to ensure S P
timely completion.
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BACKEND

S. NO. Description BECIL CONSORTI
UM
7. Keeping a track of project P S
timelines/PERT chart and

corresponding followup with
customer including maintain the
documentation of project Execution.
8. Executing the entire Scope of S P
Work to the satisfaction of the

9. Providing project finance/working N P
capital for timely execution of the
project.

10. Interaction with the client for P S

project delivery and acceptance

4.6 COVENANTS: The Parties hereby undertake that in the event the BECIL is declared the selected
bidder and awarded the project, BECIL shall enter into an Agreement with .......ccccceveiiiiiiiiiiiiiiinnnnneee, or Shall
be awarded a work order for performing all the obligations as System Integrator.

4.7 JOINT AND SEVERAL LIABILITY

4.7.1. The Parties do hereby undertake to be jointly and severally responsible for all obligations and
liabilities relating to the package and in accordance with the terms of the RFP, which is limited to revenue
sharing ratio. M/s ....cccccovvveeevieeeeceeeeeeee e, and M/S i shall also be jointly and
severally responsible as back end consortium for execution of this project.

ARTICLE 5: COOPERATION OF THE TRANSACTION

5.1 The parties agree to abide by the broad Responsibility Matrix mentioned above forms an integral
part of this Agreement including all the tender terms such as General Requirements, Technical Parameters,
Commercial Aspects, Evaluation and Acceptance criteria of the tender, Guarantee/ Warranty terms etc.

5.2 Expenses towards preparation of proposal, submission of bid and other allied activities for
submission of bid will be undertaken by the respective parties at their own cost.

5.3 The cooperation for execution of the Project between the parties hereto shall be exclusive, i.e.,
neither of them shall without the other party’s consent - alone or together with another PARTY take part in

any agreement or proposal with regard to this tender No. 14(1)2025-26EI(P)TV dated 30.10.2025.

ARTICLE 6: PERIOD OF AGREEMENT

6.1 The term of this agreement shall be for 36 Months (“Term”) from the date of signing of this
agreement (“Effective Date”) or till the completion of the project & release of all payments thereof whichever
is later. All obligations hereunder shall only apply during the Term of this agreement and to such obligations
and commitments in relation to the Tender/Work/Project under the scope of BECIL’s EOl & Doordashan
tender, as may have been undertaken by the Parties during the Term with validity exceeding the Term. The
Term of this agreement can be extended by mutual agreement between the Parties, depending upon the
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NB- Completion shall mean certificate of Completion issued by BECIL.

ARTICLE 7: PAYMENT AND COMMERCIAL

7.1 BECIL will Provision the EMD t0 .....ccuvuiviviiiiiiiieeieee e, as per the Primary tender requirement.

7.2 Lead member of the Backend Consortium will provision for Back to Back EMD of equal amount to
BECIL, except in case the Backend Consortium is MSME/Start Ups and are exempted from paying EMD as per
GOl guidelines.

7.3 BECIL shall furnish Performance Security in the form of PBG as per the terms and conditions of
primary tender.

7.4 Lead Member of the Backend Consortium will furnish back to back performance Security in the
form of PBGs (of equal amount), as well as Bank Guarantees required for payment milestones, to BECIL as
per the terms & conditions of the primary tender. The PBG shall remain valid up to 60 days (as per EOI)
beyond the date of expiry/date of claim of the PBG submitted by BECIL to the Client.

7.5 Lead Member of the Backend Consortium will raise its invoices to BECIL based on milestone
completion. BECIL will then raise the invoicesto .......cccccviveveeeeeeiieee e, (as per relevant clause of primary
tender) after getting the relevant documentary proofs of successful completion of the said milestones from
Backend Consortium.

7.6 BECIL shall be entitled to keep ........ % of the project value (of bid value including taxes submitted
bY BECILtO ..vvvieeeeeeeeeeeeeeee e, ) as its project management consultancy.
7.7 Upon receipt of corresponding payment fromthe ......cccccccooeeiiiiiiiiinieeneen. , BECIL shall disburse

the payment to Lead Member of the Backend Consortium within 15 days of receipt of the payment from
........................................... after deduction of BECIL project management consultancy as per clause 7.6 and
expenses as per clause 7.9 and BG making charges, if any.

7.8 All Invoices received from Lead Member of the Backend Consortium would be inclusive of all
statutory taxes/ GST. BECIL will consider invoices raised by Backend Consortium to submission of all relevant
documents and in case the documents are not proper, BECIL is liable to reject the invoices.

7.9 In the event BECIL is required to establish and operate an office in terms of Clause 4.4.6, all
expenses incurred towards such office, including but not limited to rent, maintenance charges, and electricity
charges, shall be construed as “Direct Expenses” or “Project Expenses” and shall be recoverable from the
amounts payable to the Backend Consortium.

Further, the salaries/remuneration paid to manpower deployed in accordance with Clause 4.4.7, engaged on
the payroll of BECIL specifically for the purposes of this Project, shall likewise be treated as “Direct Expenses”
or “Project Expenses” and shall be deducted/recovered from the amounts payable to the Backend
Consortium.

7.10 Salaries paid to the manpower deployed on the payroll of BECIL and Office rent (if any) paid for
this project as per clause 7.9 above, shall be recovered by BECIL from the stage-wise Milestone payments

payable to Backend Consortium.

7.11 Notwithstanding anything containe&ada ADYs le'her agreement, document, correspondence,




arrangement between the parties in respect of ......ccccovvvvvvviririevreeeeeeennneen. Tender/ Works / Projects,
Backend Consortium understands, agrees and undertakes that:

7.11.1 Backend Consortium participated in BECIL's EOl and that all terms & conditions of the BECIL’s EOI
shall apply to Backend Consortium.

7.11.2  As per Clause 3.10(iii) of the BECIL’s EOI, All payments in the Project to the selected agency shall
be on back-to-back basis only subject to receipt of corresponding payment from the client. An advance
payment may be made to the selected agency, only if BECIL, receives an advance from the customer,
provided the selected agency submits a bank guarantee (BG) of 110% of amount to BECIL in addition to the
PBG.

7.11.3 Backend Consortium will not demand or make any claim under any law with respect to the pending
payment till the time corresponding payment is received by BECIL from ........ccccooeiiiiiieiiiiiiiieee e, BECIL
shall not be responsible in any manner whatsoever for any delay in releasing the payments or withholding of
PAYMENES BY .oooviiieeeieee e

7.11.4  The (day) date of delivery of goods and/or rendering of services by Backend Consortium shall be
the date or realization of payment from the .......ccooceeiiiiiiieeiiniiieee, once the goods and/or services are
accepted bY ..ooocveeviiiiiiiee e

7.11.5 The stage wise invoices raised by Lead Member of the Backend Consortium maybe accepted by
BECIL, however, the date of completion of the milestone / delivery of goods or services shall only be
recognized for invoice and its payment when the respective acceptance of goods or services and payment
thereof is received from ........ccoovveeiiiiiiieeeieceee,

7.11.6 If in the instant contract, Lead Member of the Backend Consortium is acting only as trader / reseller
/ distributor/ authorized agents and/ or is engaged in a WORKS contract, no benefits under MSME Act 2006
and PPP Policy 2012 as per MSE Guidelines issued by Ministry of MSME would be applicable to it on account
of acceptance of back to back payment terms as above. By agreeing to the terms of
........................................... Tender, the Backend Consortium agrees to forgo its rights under this Act and

7.11.7 Lead Member of the Consortium/Backend Consortium hereby agrees to ensure timely GST
compliances as per the statutory requirements. All the costs pertaining to any GST non-compliance including
but not limited to any loss of eligible input tax credit due to non-payment/non-filing of GST return and
applicable interest/penalties shall be borne/indemnified by Backend Consortium Further Backend
Consortium hereby agrees that BECIL reserves the right for reimbursement of any such cost incurred out of
the aforesaid noncompliance(s). .....coooeevvrrrrveereeeiieeeeeeeeieenn, will provide proof of payment of GST i.e. GSTR-
1, GSTR-3B, etc. for taking GST payment from BECIL against invoices.

7.12 Any sum of money due and payable to Lead Member of the Consortium/Backend Consortium,
under this contract for ......cccccceieeiiiiiiiiiciie, tender entered between the parties herein whether
continuing or completed may be appropriated by BECIL and set off against any claim of BECIL of any nature
whatsoever, arising under this contract or any other contract entered into between the parties, herein
whether continuing or complete.

7.13 There may be expenses towards Office establishments/ Purchase of fixed assets (with mutual
consent) in the project. All such expenditure must be treated as direct expenditure and will be borne by
directly Backend Consortium.
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7.14 BECIL, upon receipt of payment from ........ccccvvvvevveeeeeiieeeennieiiennnns , shall obtain the approval of the
BECIL's competent authority on the admissible payment worked out after deduction of expenses incurred by
BECIL towards reimbursement of salaries paid and office rent in accordance with clause 7.9 & 7.10, and bank
charges incurred for BG, statutory liabilities and BECIL’s Margin (Project Management Consultancy) as per
clause 7.6, etc. as per terms and conditions of the Consortium Agreement

ARTICLE 8: GENERAL TERMS & CONDITIONS
(These standard conditions are applicable to the Bidder/ to each member of the consortium)

8.1 AGENCY

This Agreement between the parties is on a principal to principal basis and it is agreed that Backend
Consortium is not and shall not represent itself as an agent of BECIL.

8.2 CONFIDENTIALITY AND NON-DISCLOSURE

8.2.1 The Backend Consortium recognizes, accepts and agrees that disclosure of Confidential
information to the Staff shall be only on a need-to-know basis and only those staff who are involved in
rendering the services and need to have access would alone be informed of Confidential information.

8.2.2 The Backend Consortium recognizes, accepts and agrees that all tangible and intangible
information obtained or disclosed to the Bidder’s and/or its staff, including all details, documents, data,
business/ customer information and the BECIL 's practices and trade secrets (all of which are hereinafter
collectively referred to as "confidential information") which may be communicated to the Backend
Consortium . ’s and/or its facility staff may be privy under or pursuant to this Contract and/or in the course
of performance of the Backend Consortium ’s obligations under this Contract shall be treated, as absolutely
confidential and the Backend Consortium . irrevocably agrees and undertakes and ensures that all its facility
staff shall keep the same as secret and confidential and shall not disclose the same at all in whole or part to
any Person or persons (including legal entities) an any time or use nor shall allow information to be used for
any purpose other than that as may be necessary for the due performance of the Backend Consortium
obligations hereunder except when required to disclose under the due process and authority of law.

8.3 INTELLECTUAL PROPERTY RIGHTS

8.3.1 Deliverable, outputs, plans, drawings, specifications, designs, reports and other documents and
software submitted by the Bidders under this EOl and subsequent to this EOl in relation with this tender shall
become and remain the property of BECIL/procuring entity and subject to laws of copyright, must not be
shared with third parties or reproduced, whether in whole or part, without BECIL’s/ the procuring entity's
prior written consent.

8.3.2 The Backend Consortium shall, not later than upon termination or expiration of this Contract
and/or subsequent Agreement/Contract signed with the Backend Consortium, deliver all such documents
and software to BECIL/the procuring entity, together with a detailed inventory thereof.

8.3.3 The Backend Consortium shall not incorporate any materials, technology or any item or thing that
involves the use of intellectual property rights or proprietary rights that the Backend Consortium does not
have the right to use or that may result in claims or suits against BECIL arising out of claims of infringement
of any intellectual property rights or other proprietary rights.
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8.3.4 The Backend Consortium shall perform all acts necessary to obtain and continue to have all
necessary licenses, approvals, consents of third parties free from any encumbrances and all necessary
technology, hardware and software to enable it to perform its obligations under this Contract. If license
agreements are necessary or appropriate between the Backend Consortium and third parties for purposes
of enabling, enforcing or implementing the provisions hereinabove, the Bidder shall be under an obligation
to enter into such agreements at its own sole cost, expense and risk.

8.4 RISK & COST CLAUSE

8.4.1 In case of persistent breach/default of the terms and conditions of the Contract and due to
abnormal delay (beyond the maximum late delivery in the Liquidated damages clause) in supplies, defective
supplies or non-fulfiiment of any of the terms and conditions of the RFP and the Work Order, BECIL may
cancel the contract/Work Order in full or part thereof, and will procure supplies/equipment’s or ensure the
execution of work or any pending service in case of service contract from other willing vendor at the risk and
cost of the Bidder/Agency.

8.4.2 Risk & Cost Clause, in line with Conditions of Contract may be invoked in any of the following cases:

8.4.3 Agency/ Bidder’s poor progress of the work vis-a-vis execution timeline as stipulated in the
Contract, backlog attributable to Agency including unexecuted portion of work/ supply does not appear to be
executable within balance available period.

8.4.4 Withdrawal from or abandonment of the work by Agency/Bidder before completion of the work
as per contract.

8.4.5 Non completion of work/ Non-supply by the Agency/ Bidder within scheduled completion/delivery
period as per RFP or as extended from time to time, for the reason attributable to the Agency/ Bidder.

8.4.6 Termination of Contract on account of any other reason (s) attributable to Agency/ Bidder.
8.4.7 Assignment, transfer, subletting of Contract by the Agency/Bidder without BECIL’s written
permission resulting in termination of Contract or part thereof by BECIL.

8.5 EXTENSION OF TIME

8.5.1 It is hereby agreed that BECIL shall by mutual agreement update and extend the timeline/
milestone for the completion of work after discussion with the Client and its officials.

8.5.2 Any period within which Backend Consortium is unable to complete the work or perform its
obligations due to persistence of force majeure event, shall be extended for a period equal to the time during
which the Backend Consortium was unable to perform such action.

8.5.3 Any extension of time agreed upon mutually shall be documented in writing and signed by both the
parties to be affected.

8.6 LIQUIDATED DAMAGES

If the Backend Consortium fails to achieve the completion of the work in accordance with the scheduled
completion date as given in the RFP or the subsequent Work Order issued thereto, BECIL may without
prejudice to any other right or remedy available to it as under the Contract or Law:
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8.6.1 In case of any liquidated damages imposed on BECIL by the Client, BECIL shall pass on the
entire amount of liquidated damages to the bidder/ selected agency on back-to-back basis.

8.6.2 The amount towards Liquidated Damages shall become leviable from the scheduled completion
date or from the expiry of the extension, if any, given by BECIL without the levy of Liquidated damages.

8.6.3 BECIL may without prejudice to its right to effect recovery by any other method, deduct the
amount of Liquidated Damages from any money belonging to the Bidder which has become due or payable
(which shall also include BECIL ’s right to claim such amount against Bidder’s Bank Guarantee)

8.6.4 Any such recovery of Liquidated Damages shall not in any way relieve the Bidder from any of its
obligations to complete the works or from any other of its other obligation and liabilities under the Contract.

8.7 UNDUE INFLUENCE

8.7.1 The Backend Consortium undertakes that it has not given, offered or promised to give, directly
or indirectly, any gift, consideration, reward, commission, fees, brokerage or inducement to any person in
service of the BECIL or otherwise in procuring the Contracts or forbearing to do or for having done or
forborne to do any act in relation to the obtaining or execution of the present Contract or any other Contract
with the Government of India for showing or forbearing to show favor or disfavor to any person in relation to
the present Contract or any other Contract with the Government of India.

8.7.2 Any breach of the aforesaid undertaking by the Backend Consortium or any one employed by it
or acting on its behalf (whether with or without the knowledge of the Agency) or the commission of any
offers by the Agency or anyone employed by him or acting on his behalf, as defined in the Bharatiya Nyaya
Sanhita, erstwhile known as the Indian Penal Code, 1860 or the Prevention of Corruption Act, 1986 or any
other Act enacted for the prevention of corruption shall entitle BECIL to cancel the contract and all or any
other contracts with the Backend Consortium and recover from the Backend Consortium the amount of any
loss arising from such cancellation.

8.8 UNETHICAL PRACTICE

8.8.1 If the Backend Consortium has engaged in corrupt, fraudulent, collusive and coercive practices or
defaulted commitments under integrity.

8.8.2 Any intentional omission or misrepresentation in the documents submitted by the Backend
Consortium for the purpose of due diligence or for the execution of any act essential for the execution of the
Project.

8.8.3 If the Backend Consortium uses intimidation / threats or bring undue outside pressure on BECIL
or any of its official for acceptance / performances of the deliverable/qualified work under the contract:

8.9 PENALTY FOR UNETHICAL PRACTICE AND UNDUE INFLUENCE

8.9.1 Forfeiture of Bank guarantee or any other bond or bid security submitted by the Backend
Consortium .Cancellation/ termination of the Contract with the liberty to recover the accrued
losses/damages from the pending bills raised by the Bidder against the delivery of material and execution of
work.

8.9.2 Initiation of arbitration /legal proceedings to recover losses or damages incurred by BECIL due to
the violation of ethical practice or use of unduerigfjgscgray,the Backend Consortium.




8.10 PENALTIES

8.10.1 In the event of any penalties, deductions, disincentives, or charges levied by the
........................................... due to poor or substandard quality of work, non-compliance with service
standards, or any deficiencies related to the assigned scope of work, the same will be recovered from the bills
submitted by the System Integrator.

8.10.2 The System Integrator shall bear the full financial responsibility for such penalties or deductions
imposed on BECIL by [..ccccceeeeeiiiiieee e, and will not be entitled to claim any reimbursement or
adjustment for the same.

8.11 TERMINATION
8.11.1 Termination of Contract by BECIL due to unsatisfactory performance

8.11.1.1 If the Backend Consortium refuses or fails to execute the specified quantum of work or any
separate part thereof with diligence or ensure its completion within the time specified in the RFP, or
subsequent work order issued thereto, then it shall be open to BECIL at its option by written notice to the
Backend Consortium to-:

8.11.1.2 To terminate the contract without prejudice to any other remedy available under the Contract.
That a notice of cure, highlighting the deficiency or problem shall be served on the Backend Consortium by
BECIL, with an opportunity to cure the same within a window period of 15 days. That on the non-resolution
of deficiency, a notice of termination shall be served on Backend Consortium and the Contract shall be
deemed terminated after a period of 15 days from the date of notice of termination.

8.11.1.3 That the contract shall stand terminated and shall cease to be in force and in effect after a fifteen
day period from the date of the notice of termination. The Backend Consortium in consequence of the above,
shall stop forthwith any of its work then in progress, except such work as BECIL may, in writing, require to be
executed at the designated site/premises.

8.11.1.4 That the whole or part of the performance security furnished by the Backend Consortium is liable
to be forfeited without prejudice to the right of BECIL to recover from the Backend Consortium any accruing
or incurred losses or damages, on account of termination of contract due to unsatisfactory performance/
delay in execution of work.

8.11.2 Termination due to breach

8.11.2.1 BECIL may, without prejudice to any other remedy available for the breach of contract, may
terminate the contract in sub-sequence to non —resolution of deficiency after the service of a notice of cure
with a window period of fifteen days. After the end of the cure period, a 15 (fifteen ) days’ notice shall be
served on the Backend Consortium , and the contracts shall be deemed terminated after the end of the
period of fifteen days from the date of notice of termination.

8.11.2.2 The following sub-clauses shall attract the provision of termination, in the event if -:

a. Ifthe Backend Consortium abandoned or repudiated the Contract;

b. If the Backend Consortium has without valid reason failed to commence work on the project
promptly;

c. If the Backend Consortium has persislg%rétéy8£a'blfegzto execute the works/express deliverable in




accordance with the Contract or persistently neglects to carry out its obligations under the Contract
without just cause;

d. If the Backend Consortium defaults in proceeding with the works/job with due diligence and
continues to do so after a notice in writing of fifteen (15) days from BECIL;

e. If the Backend Consortium has obtained the contract as a result of undue influence or has adopted
unethical means/corrupt practices.

f. if the information submitted/furnished by the Backend Consortium is found to be incorrect;

8.11.2.3 That any pending bills/ invoices raised by the Backend Consortium, prior to or post the termination
of the contract on account of its breach of terms and conditions shall be put on hold for a period of six weeks,
and any amount deducted by the Client against the bills raised by BECIL shall be consequently deducted from
the bills raised by the Backend Consortium, respectively.

8.11.3 Termination due to Insolvency

8.11.3.1 If the Backend Consortium dissolves or become bankrupt or insolvent or cause or suffer any
receiver to be appointed for its business of any assets thereof compound with his Creditors, or being a
corporation commence to be wound up, not being a member's voluntary winding up for the purpose of
amalgamation or reconstruction, or carry on its business under a Receiver for the benefits of its Creditors
any of them, then BECIL shall be at liberty :-

8.11.3.2 To terminate the contract forthwith upon coming to know of the happening of any such event as
aforesaid by a fifteen day notice in writing to the Backend Consortium or to give the Receiver or liquidator
or other person, the option of carrying out the contract subject to its providing a guarantee upto an amount
to be agreed upon by BECIL for due and faithful performance of the contract.

8.11.4 Termination for Convenience

BECIL can terminate the Agreement by serving a 30 day notice without assigning any cause or reason on the
part of Backend Consortium. The contract shall be deemed terminated after a period of 30 days from the
date of termination notice.

8.12 POST TERMINATION RESPONSIBILITY

8.12.1 In all cases of termination herein set forth, the obligations of BECIL to pay shall be limited to the
period upto the date of termination, subject to the receipt of such payment from the Client.

8.12.2 That any pending bills raised by the Backend Consortium, prior to or post the termination of the
Contract on account of the breach of the terms and conditions of the contract, shall be put on hold, till the
time, the corresponding payment is received from the Client and any amount deducted by the Client against
the bills raised by BECIL shall be consequently deducted from the bills raised by the Bidder respectively.

8.12.3 The Backend Consortium shall forthwith stop any of its work then in progress, except such work
as BECIL may, in writing, require to be executed at the designated site/premises.

8.12.4  That in the event of termination under clause 8.12.1 and 8.12.2 the whole or part of the
performance security furnished by the Backend Consortium is liable to be forfeited without prejudice to the
right of BECIL to recover from the Backend Consortium. any accruing or incurred losses or damages, on
account of termination of contract due to unsatisfactory performance/ delay in execution of work
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8.13 TAXES

8.13.1 Backend Consortium shall bear all taxes and duties etc. levied or imposed on them under the
Agreement including but not limited to, Customs duty, Excise duty, GST, any other taxes and all Income Tax
levied under Indian Income Tax Act — 1961 or any amendment thereof during the entire Agreement period.

8.13.2 Should Backend Consortium fail to submit returns/ pay taxes in times as stipulated under
applicable Indian/ State Tax Laws and consequently any interest or penalty is imposed by the concerned
authority, Backend Consortium shall pay the same. Backend Consortium shall indemnify BECIL against any
and all liabilities or claims arising out of this Agreement for .......cceceeevececvececseeenene. tender for such taxes
including interest and penalty by any such Tax Authority may assess or levy against the BECIL.

8.14 INDEMNITY

8.14.1 The Bidder shall indemnify, save, hold harmless and defend BECIL and its officers, servants,
employees and agents promptly upon demand and at its expense, from and against any and all suits,
proceedings, actions, demands, losses, claims, damages, liabilities, costs (including reasonable attorney’s
fees and disbursements) and expenses (collectively, “Losses”) to which BECIL may become subject, insofar
as such losses arise out of, in any way relate to, arise or result from:

a. Any Compensation/ claim or proceeding by any third party against BECIL arising out of any act, deed or
omission by the Backend Consortium ;

b. Any breach by the Backend Consortium of any of its obligations under this Contract or from any
negligence under the Contract, including any errors or deficiencies in the performance its scope of work.

8.14.2 That BECILshall have no liability whatsoever for any injury/death to the staff of Backend Consortium
caused or suffered during the performance of it’s obligations hereunder

8.15 ASSIGNMENT AND SUB-CONTRACTING

8.15.1 Neither this agreement nor any of the rights and obligations under it can be assigned by any party.
Parties may engage sub-contractors by mutual consent.

8.15.2 Backend Consortium shall not participate directly or indirectly whether in consortium or
separately in i, Tender and shall not quote rates to any other party
participating/pre-qualified for the current ........ccooovveeiieieciiecccieieeens Tender directly or indirectly through
its subsidiary, partnership, ownership, individual firm etc.

8.16 FORCE MAJEURE

8.16.1 For the purpose of this Contract, the term “Force Majeure” shall mean an event which is beyond the
reasonable control of a Party, is not foreseeable, is unavoidable and not brought about by or at the instance
of the Party claiming to be affected by such events and which has caused the non-performance or delay in
performance ,and which makes a Party’s performance of its obligations hereunder impossible or impractical
as reasonable to be considered impossible in the circumstance, inclusive of but not limited to war, riots, civil
disorder, earthquake, fire, strikes, lockouts or other industrial action (except where such strikes lockouts or
other industrial action are within the power of the Party invoking Force Majeure to prevent) , confiscation
or any other action by the Government Agencies.
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8.16.2 Force Majeure shall not include (i) any event which is the caused by the negligence or intentional
action of a Party or by of such Party’s agents or employees, nor (ii) any event which a diligent party could
reasonably have been expected both to take into account at the time of the acceptance of the work order
under this RFP, and avoid or overcome with persistent effort in carrying out its respective obligations.

8.16.3 In the case of failure to perform this Agreement due to any force majeure, neither party shall be
liable for such failure, nor this agreement shall be terminated automatically, if the persistence of such force
majeure event continues for more than three months. In the case of failure to perform any part of this
Agreement due to any force majeure, the party suffering from such force majeure may be exempted from
corresponding liability to the extent of the impact of such force majeure. However, such party shall continue
to perform other obligations under this Agreement which have not been affected by such force majeure.

8.17 GOVERNING LAW AND JURISDICTION

8.17.1  This agreement is governed by the laws of India and each Party irrevocably and unconditionally
submits to the exclusive jurisdiction of the Courts at New Delhi, India.

8.17.2 Where the Backend Consortium have not agreed to dispute resolution, the dispute/ claims arising
out of the tender and this agreement shall be subject to the jurisdiction of the competent courts at New Delhi,
India.

8.18 ARBITRATION CLAUSE
8.18.1 Conciliation of Dispute

8.18.1.1 Anydispute(s) /difference(s)/issue(s) of any kind whatsoever between/amongst the Parties arising
under/out of/in connection with this contract shall be settled mutually and amicably between the Parties,
within a time span of thirty days from the date of invocation of dispute vide a written notice by the aggrieved
party. The Aggrieved Party shall notify the other party in writing about such dispute(s)/difference(s)/issue(s)
between/amongst the Parties and that such a Party wishes to refer the dispute(s)/ difference(s)/issue(s) to
Conciliation. Such Notice/Invitation for Conciliation shall contain sufficient information as to the dispute(s)/
difference(s)/issue(s) to enable the other Party to be fully informed as to the nature of the dispute(s)/
difference(s)/issue(s), as well as the amount of monetary claim.

8.18.1.2 That in the event of reference of dispute for Conciliation, a committee comprising of two
members, nominated by each party i.e. the Backend Consortium and Becil respectively shall try to amicably
resolve/settle the dispute.

8.18.2 Reference of Dispute to Arbitration

8.18.2.1 In the event of failure in mutual resolution of the issue, any dispute(s)/ controversy(s)/ issue(s)
arising out of or in connection with the contract, including any question regarding its existence or validity shall
be referred to and finally resolved by Arbitration administered by the Delhi International Arbitration Centre
as per the Delhi International Arbitration Centre proceeding Rules 2023.

8.18.2.2 The Aggrieved party wishing to refer a dispute to Arbitration shall give a notice to the Defaulting
Party specifying all the points of dispute(s) with details of corresponding the claim amount.

8.18.2.3 The Arbitration Proceeding shall commence within a span of thirty days from the date of receipt of
Invocation Notice complete in all respects as mentioned above,
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8.18.2.4 The dispute(s)/ difference(s)/controversy(s) shall be adjudicated by a single/sole Arbitrator
empanelled with the Delhi International Arbitration Centre.

8.18.2.5 The seat of Arbitrations shall be at New Delhi and the Arbitration proceeding shall be conducted
in English.

8.18.2.6 The award of Sole Arbitrator shall be final and binding on the parties and unless directed/awarded
otherwise by the Sole Arbitrator, the cost of arbitration proceedings shall be shared equally by both the
parties.

8.18.2.7 The provision of the Arbitration and Conciliation Act, 1996 as amended and applicable from time
to time shall apply to the Arbitration proceedings under this Contract.

8.18.2.8 That any claim of damage(s) or loss (es) incurred by BECIL as a consequence of the invocation of
the litigation/arbitration proceeding owing to the suspension or abandonment of work by the Backend
Consortium shall be reimbursed by Backend Consortium .

8.18.2.9 In the event of initiation of AMRCD proceedings between BECIL and the client, the decision /
mutual settlement arrived at, on the conclusion of the proceeding between the parties, shall in turn become
applicable on Backend Consortium.

8.19 RIGHT TO INSPECTION

8.19.1 That BECIL and its field officers or its Auditors, shall have the right to carry out inspection checks
and tests, and do audit of the Bidder’s premises, personnel and records relating to the project in order to
ensure there is no compromise on the quality of goods/services provided by the Bidder to the BECIL and its
Client. The BECIL has a right to review and monitor the security practices and control procedures adopted by
the Bidder. The Bidder shall produce and make available all such books, records, information, etc., related to
project work for the purpose of Inspection/ audit as sand when required.

8.19.2 That BECIL shall have the right to review and monitor the performance of the Bidders on a
continuous basis system integrator shall furnish necessary particulars, statements, etc., as desired by the
BECIL in a periodical manner for the purpose of assessment of their performance.

8.20 NOTICES

8.20.1 Any notice, invoice, approval, advice, report or notification in connection with this Contract shall
be in writing and any notice or other written communication pursuant hereto shall be signed by the party
issuing the same and shall be addressed to the BECIL or the System Integrator and may be given by delivering
the same by hand or sending the same-by prepaid registered mail, official e-mail or facsimile to the relevant
address forth below or such other address as each Party may notify in writing to the ether Party from time
to time. Any such notice given as aforesaid shall be deemed to be served or received at the time upon delivery
(if delivered by hand) or upon actual receipt (if given official e-mail or facsimile) or Fifteen (15) clear days after
posting (if sent by post).

a. Any notice or other document which may be given by either Party under the Contract/ Agreement
shall be given in writing in person or by pre-paid recorded delivery post, email.

b. In relation to a notice given under the Contract/ Agreement, any such notice or other document
shall be addressed to the other Party’s principal or registered office address as set out below:

Page 87 of 92




Name: Mr. Binay Kumar Tiwari Name: Mr. [Lead representative

Designation: Dy. General Manager name]

Address: Broadcast Engineering s Designation:_

India Ltd, C-56/ -17, Sector- 62, Address: [Vendor Address]
Noida- 201307, U.P. Email: [Vendor Email]

Email: binaytiwari@becil.com

8.20.2 In relation to a notice given under the Contract/ Agreement, a Party shall specify the Parties
address for service of notices, any such notice to be copied to the Parties at the addresses set out in this
tender.

8.20.3  Any such notice or other document shall be deemed to have been given to the other Party (or, if
relevant, its relevant associated company) if delivered between the business hours of 9.00 am and 5.30 pm
at the address of the other Party set forth above, or on the next working day thereafter if delivered outside
such hours, and 7 days from the date of posting (if by letter).

8.20.4 Either Party to the Contract may change its address, telephone number, and nominated contact for
notification purposes by giving the other Party reasonable prior written notice of the new information and its
effective date.

8.21 NO WAIVER
No failure on the part of the either party hereto to exercise, and no delay on its part in exercising, any right
or remedy under this Contract will operate as a waiver thereof nor will any single or partial exercise of any

right or remedy preclude any other or further exercise thereof or the exercise of any other right or remedy
and the same shall not affect in any manner the effectiveness of any of the provisions of this Contract.

8.22 SURVIVAL

8.22.1 The Rights and obligations under this Agreement that by their nature should survive and will
remain in effect after termination or expiration of this Agreement.

8.22.2 Each indemnity and guarantee arising in respect of this agreement survives the performance of
obligations arising out of or under this agreement and the termination of this agreement and will continue in
force as long as necessary to affect their purpose.

8.23 AMENDMENT

Unless otherwise stated expressly, this Contract shall be modified only by an instrument in writing duly
executed by both the parties.

8.24 SEVERABILITY

If any provision of this agreement is held invalid by any law or regulation of any government or by any court
or arbitrator, that invalidity will not affect the enforceability of any other provision.

8.25 DAMAGES

Once the Bid has been submitted for primaryHgel@Bff 92.........ovvvvrviiiiiiiiiiinn, , Backend Consortium
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cannot withdraw from the Agreement. Any damage/ loss caused to BECIL due to failure on the part of the
Backend Consortium to enter into a detailed agreement with .......cccceeveeiiiiiiiiniiiic, shall be borne by
the Backend Consortium and will be made good by the Backend Consortium in case BECIL has to make
payment of any damages/penalty to ......ccceeeevveeeecieeiiieeeecieeens

8.26 LIMITATION OF LIABILITY

With the exception of any breach of confidentiality obligations, neither party will be liable to the other party
for any costs, damages, expenditure, loss of profits, prospective profits of any kind or nature etc. arising from
the termination or alleged breach of this agreement or in any manner arising from this agreement.

8.27 By signing this Agreement, BECIL, and Backend Consortium acknowledge that it correctly records
the understanding they have reached with regard to the Project.

8.28 Backend Consortium shall be liable to BECIL to compensate any losses or damages if so suffered
by BECIL for any breach of this agreement and/ or action initiated by the ........cccccoeeveiveiiiiciiieecne. for non-
performance of the contract.

8.29 Nothing in this agreement shall constitute, create or give effect or recognize a, partnership or
business entity of any kind.

8.30 On award of the work of the .......cccceeiiiiiiiieiiieee, tender to BECIL, BECIL may enter into a
detailed Inter-se Agreement with Backend Consortium based on the terms and Conditions of the agreement,
BECIL EOI, e, tender as well as the Contract signed between BECIL &
8.31 After mutual consultation, a joint team consisting of representatives of the parties will be formed
for various activities like, technical discussions, deciding the preparation of final Bid/ offer, terms & conditions
and demonstration of functionality required in the .......ccccvvveveeieiiiiiiiiccce, Tender/Work/Project.

8.32 Expenses towards bid preparation would be borne by the individual Parties viz. BECIL and Backend

Consortium for their respective work. BECIL will not reimburse any such expenses to Backend Consortium
towards preparation and submission of the bid.

8.33 Notwithstanding anything contained in any other agreement, document, correspondence,
arrangement between the parties in respect of ....ccccceeiiiiiiiiicciiiieee, Tender/ Works / Projects, the
Backend Consortium understands, agrees and undertakes that:

8.33.1 At any given point of time, Backend Consortium may not assign or delegate its rights, duties or
obligations under this agreement to any other party, without prior written consent of BECIL.

8.33.2 In the event of breach of any of the terms & conditions of this agreement or in case of any default
of any terms & conditions of this agreement, on the part of Backend Consortium, BECIL reserves the right to
take necessary steps/ action as per available documents, including but not limited to, termination of contract,
forfeiture of Performance Security / EMD, blacklisting / banning etc. and execute the work at the risk & cost
of the Backend Consortium.

BECIL shall interact with the Lead Member of the Backend Consortium in respect of this Agreement and its
related matter for execution of this UP POLICE, .....cccccooeeeeiiiiiiiiicciiinnienee, project. BECIL shall not be

responsible for any internal dispute or differences among the Backend Consortium.

All technical, financial and commercial terms i%%écgbdbtfl%s of the Tender, except pricing, risk purchase,




limitation of liability, advance payment & termination, will apply on back-to-back basis between BECIL and
Backend Consortium for their respective part/scope of work. However, if Backend Consortium fails to fulfil
its part of the work to the satisfaction of BECIL, then BECIL shall have the right to terminate the contract with
Backend Consortium and get the same executed departmentally or by other agencies at the risk and cost of
Backend Consortium.

8.34 BLACKLISTING/ DEBARMENT

Backend Consortium shall be debarred/blacklisted from bidding for the contract/tender/EOI floated by BECIL
for a period of two years, for violation of the code of integrity, Conflict of Interest as well as for the material
breach of terms and conditions of the tender as per the General Financial Rules 2017 and the Guidelines for
debarment of firms from bidding issued by the Department of Expenditure, Ministry of Finance no.
F1/20/2018 —PPD dated 02.11.2021.

8.35 MSME

8.35.1 The Subcontractor acknowledges and confirms that the Main Contractor shall be liable to make
payments only upon receipt of corresponding payments from the Principal Employer/client. Accordingly, the
Subcontractor shall not raise any claims, demands, interest, compensation, or initiate any legal proceedings
against the Main Contractor for any delay in payment arising out of delayed release of funds by the Principal
Employer/client.

8.35.2 The Subcontractor waives any rights under the Micro, Small and Medium Enterprises
Development Act, 2006 (MSMED Act) or any similar legislation or regulation, to the extent such rights conflict
with the agreed payment terms under the Subcontract Agreement. The Subcontractor further waives its right
to claim Interest on delayed payment by the Main Contractor, under the Micro, Small and Medium
Enterprises Development Act, 2006 (MSMED Act) or any similar legislation or regulation for the time being
in force in India.

8.36 COUNTERPARTS

This agreement is executed in three counterparts, with each party retaining one original.

8.37 ENTIRE AGREEMENT

This agreement hereto constitutes the entire agreement between the Parties with regard to the subject
matter contained in this agreement and supersedes all prior negotiations, representations, agreement and
understandings, written or oral preceding the execution of this agreement.

IN WITNESS WHEREOQOF, the parties hereto, intending to be legally bound, have executed this Pre-Bid
Agreement as of the date first above mentioned.

This Agreement has been signed on behalf of the parties by their respective duly authorized representatives
as of the Effective Date.

On Behalf of M/s On Behalf of M/s

BECIL e
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(Binay Kumar
Tiwari)
Dy. General
Manager BECIL

Signature of Witness:

Name:

Title:
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Title:
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Document control

Document title Request for Proposal: Cyber Investigation and Digital Assistance Lab (CIDAL)

Issuing authority Uttar Pradesh Police, Government of Uttar Pradesh

Status Issued for tender

Mode of issue Government e-Marketplace, being the Government electronic procurement platform through which this tender is issued
Language English. Where a translation is issued for convenience, the English text prevails

Distribution Published to all prospective bidders on the procurement platform

Every corrigendum and every clarification issued under this Request for Proposal is numbered in sequence, is
published on the procurement platform to all bidders, and forms part of this Request for Proposal from the
date of its publication.

How this Request for Proposal is to be read

This Request for Proposal comprises the chapters and the annexures listed below. They constitute a single
instrument and are to be read together, and an obligation stated in any one of them is not diminished by its
absence from another. Headings and the table of contents are provided for convenience of reference and
neither limit nor qualify the text.

Chapter 9, the Bill of Materials, is the authoritative source of quantity. Where any other chapter or
annexure states a quantity that differs from Chapter 9, the quantity at Chapter 9 governs.

Chapter 10 fixes every technical requirement and the method by which each is verified. A requirement is
cited in the form HW-04.9 or IN-08.2, being the numbered requirement of the item concerned; a software
requirement is cited by the item identifier and its number within that item's block, in the form SW-06
requirement 4.

Items are identified throughout as SW-01 to SW-13 (software), HW-01 to HW-07 (hardware), IN-01 to IN-
08 (infrastructure), SV-01 to SV-05 (service heads), MP-01 (manpower) and RS-01 (reserve). Workstreams
are cited as WS1 to WS13. Other families of reference code are defined in the chapter or the annexure in
which they are used. Item and format identifiers of the form SW-01, HW-04, AT-12, PC-07, Q-1, E-15 and P-
01 are stable identifiers of the item or the format they name, and are not affected by the lettering of the
annexures. A reference of the form Q-1 to Q-16 is to a format published at Annexure N; a quantity of the
departmental capacity model at Chapter 3, Table 3.2 is cited in the form QT-16.

This Request for Proposal states quantities, periods and percentages. It states no rate, no unit cost and no
subtotal, and no financial value other than the programme envelope at Chapter 14; prices are submitted
only in the price schedule published on the procurement platform.

Every requirement is expressed as a function performed upon a stated input class producing a stated
output, verified by a named acceptance test upon Department-supplied material. No requirement is
written so that only one supplier can meet it. Where a product is named it is indicative of the class
expected, and an equivalent or better product is accepted on the measurable floor stated with it, under
the equivalence rule at Section 10.1. No preference for any supplier is expressed anywhere in this Request
for Proposal, and none is to be inferred from any specification.

The matters listed at Chapter 2, Table 2.1 fall outside the scope of this procurement. A bidder shall not
price any of them, and a bid that carries a price against any of them is to that extent non-responsive.
Where any discrepancy, inconsistency, ambiguity or conflict arises between any provisions of this Request
for Proposal, or between this Request for Proposal and any annexure, corrigendum or clarification issued
under it, the Apex Procurement Committee reserves the authority to determine the meaning and
implication of the provisions concerned. Its determination is issued in writing, binds all bidders and the
successful bidder, and is published to all bidders where it is issued before the bid due date. The rule is
stated at Section 2.5.

Written queries are made by the route and by the date as published for this tender on the Government e-
Marketplace. A consolidated query-and-response document is published to every bidder on the
procurement platform, and no reply is given to one bidder that is not given to all. Section 2.7 governs the
query procedure.

British spelling is used throughout. A word importing the singular includes the plural, and the converse.
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A bidder is required to satisfy itself, before submitting a bid, as to the whole of this Request for Proposal, its

annexures and every corrigendum published under it, and as to the conditions at the units at which the
capability is to be deployed. Annexure A carries the schedule of all seventy-six units.

Terms used throughout

the Department | The Uttar Pradesh Police, Government of Uttar Pradesh, being the purchaser under this Request for Proposal

the System The successful bidder upon award, carrying integrated responsibility for the whole of the scope of this Request for Proposal
Integrator

the bidder A person or a consortium submitting a bid in response to this Request for Proposal

the principal The manufacturer, publisher or proprietor of an item offered by a bidder

the CIDAL Apex | The departmental body constituted for this procurement, whose composition, quorum and decision rights are stated at
Procurement Chapter 5, referred to throughout as the Apex Procurement Committee

Committee

Headquarters The single CIDAL facility at Police Headquarters, being the referral, authorisation-gated, training, assurance and support tier

Commissionerat | A police Commissionerate unit of the estate, seven in number

e
District A police District unit of the estate, sixty-eight in number
field unit Any of the seventy-five units other than Headquarters, being the seven Commissionerates and the sixty-eight Districts

Chapters of this Request for Proposal

Chapt | Title ‘
er

1 Executive Summary and Strategic Overview

2 Introduction, Scope and Governing Framework

3 Need Assessment, Demand Forecast and Capacity Model
4 Target Architecture and Detailed Design

5 Security, Privacy, Legal Compliance and Governance

6 Standard Operating Procedures

7 Process Workflows

8 Scope of Work

9 Bill of Materials

10 Technical Requirements

11 Implementation Plan and Rollout Governance

12 Training and Competency Framework

13 Operations Model, Service Levels and O&M Framework
14 Budget Envelope and Commercial Framework

15 Prequalification Criteria

16 Technical Evaluation Criteria

17 Proof of Concept Framework

18 Inspection, Testing, Acceptance and Commissioning

Annexures to this Request for Proposal

Annex | Title
ure

Unit Schedule and Deployment Plan

Acceptance Test Plan

Triage and Prioritisation Standard

Standard Operating Procedure Templates and Registers

Performance Indicators, the Monthly Return and Reporting Formats

Proof of Concept Test Case Library

Inspection and Test Record Templates

I|o(mMmMO|O|®| >

Site Readiness Checklist

Service Level Severity Definitions and Response Matrix

-

Training Curriculum, Schedule and Assessment Plan

K Governance Responsibility Matrix
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Annex | Title ‘

ure

L Data Retention and Disposal Schedule

M Headquarters Cadre Qualification Matrix

N Declaration, Undertaking and Guarantee Formats

Each annexure forms part of this Request for Proposal and carries the same force as the chapters. The formats
at Annexure N are to be executed and submitted with the bid in the manner stated there and at Chapter 15.
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Chapter 1: Executive Summary and Strategic Overview

1.1 Status and purpose of this Request for Proposal

This is the Request for Proposal for the Cyber Investigation and Digital Assistance Lab (CIDAL) of the Uttar
Pradesh Police. It is issued by the Department through the Government e-Marketplace and supersedes every
earlier CIDAL document issued to prospective bidders.

Three chapters govern the reading of the remainder: every item quantity is taken from the Bill of Materials at
Chapter 9, which prevails wherever any other chapter states a different quantity; every technical requirement
and its verification are taken from Chapter 10; and every acceptance criterion is taken from Chapter 18 and
Annexure B. A bidder prices the quantities at Chapter 9 against the specifications at Chapter 10, and nothing
beyond them.

Where any discrepancy, inconsistency, ambiguity or conflict arises between any provisions of this Request for
Proposal, or between it and any annexure, corrigendum or clarification issued under it, the Apex Procurement
Committee reserves the authority to determine the meaning and implication of the provisions concerned, and
its written determination binds all bidders and the successful bidder; the rule is stated in full at Section 2.5.

1.2 Mission, scope and boundary

The mission is to place a defensible digital-forensic examination capability at every police unit at which a
cybercrime case is registered, together with a single advanced capability at Headquarters, so that digital
evidence is acquired, verified, examined, reported and preserved to an evidential standard within the
published time targets. In scope are the items, the services, the Headquarters specialist cadre, the training
programme and thirty-six months of operations at seventy-six units.

Four boundaries qualify that scope, and each is a rule of pricing as much as of design. No inter-unit connectivity
of any kind — leased line, wide-area network, tunnel, site firewall or shared platform — is designed, procured
or priced, and a bidder may not price it. The internet service and the Controlled Internet Zone endpoint at each
field unit are departmental scope and are that unit's only external dependency, the System Integrator
configuring that endpoint but supplying no part of it. No integration, data migration or system-to-system
linkage with the National Cybercrime Reporting Portal, the Samanvaya Platform or the Crime and Criminal
Tracking Network and Systems is in scope, those platforms operating independently of CIDAL. A requirement
falling outside CIDAL's remit is referred to the State Forensic Science Laboratory or to the notified Examiner of
Electronic Evidence.

Chapter 2, Table 2.1 enumerates the matters expressly outside scope, and a bid that carries a price against any
of them is to that extent non-responsive.

1.3 The operating model

The estate comprises one Headquarters, seven Commissionerates and sixty-eight Districts: seventy-six units in
all, of which seventy-five are field units. All case intake, all case registration and all direct acquisition of digital
evidence occur at the field units. Headquarters registers no case; it examines exhibits referred to it, reports to
the originating Unit In-charge and returns them, maintaining a referral register and never a case register. The
originating unit owns the case throughout, including while the exhibit is at Headquarters.

No unit holds a data connection to any other, and there is no synchronisation between Headquarters and the
field units in any form, whether online or offline. Nothing moves between units except a specific referred
exhibit, or a verified forensic image of it, carried under an unbroken chain of custody. Headquarters therefore
holds no live view of field caseload: reporting is by monthly certified return, lagged by up to forty days and
carrying aggregates rather than case-level records, and no service level or acceptance criterion depends upon a
live field figure.

Escalation has three destinations: a District to Headquarters, a Commissionerate to Headquarters, or either out
of the programme to the State Forensic Science Laboratory or to the notified Examiner of Electronic Evidence.

Uttar Pradesh Police 15



Cyber Investigation and Digital Assistance Lab

There is no path between a District and a Commissionerate, and no procedure, register or quantity in this
Request for Proposal establishes one.

A field unit operates three zones: an Evidence Processing Zone, offline, with no path outside itself; a Controlled
Internet Zone upon a separate endpoint holding no evidential artefact; and a Physical Evidence Holding Zone,
in locked cabinets under tamper-evident seals. Crossing between the first two is by registered removable
media, sanitised and logged. The unit carries three duties: the Unit In-charge authorises, classifies, decides
referrals and countersigns, the Examiner acquires and examines, and the Custodian seals, stores and records.
One officer may hold more than one duty, save that the Examiner of a case may not review the report upon it.

Table 1.1: Tier capability: what each unit is, what it does, and what it cannot do alone

Attrib | Headquarters (1) Commissionerate (7) District (68)
ute
Functi | Referral examination facility, authorisation-gated capability | Self-sufficient laboratory for its | Self-sufficient first-line laboratory
on holder, training authority, tool-validation and quality own caseload, at laboratory for the dominant caseload, at field
authority, support desk, consolidator of unit returns grade on host forensics, with grade
two examination seats
Regist | No. Referral register only Yes Yes
ers
cases
Acquir | Only exhibits received on referral Yes Yes
es
eviden
ce
directl
y
Can do | Every examination and analysis the other tiers perform, but | Laboratory-grade host and Field-grade host and computer
upon referred exhibits only and mounting no scene computer forensic examination | forensic examination; mobile
response, and in addition: advanced access to locked including multi-volume and array | acquisition and analysis of
devices; lawful cloud and account acquisition; credential and | reconstruction and extended accessible, consented and after-first-
passphrase recovery; multi-operator and cross-case telecom | file-system families; bench unlock devices; telecom record
correlation; online and anonymised-network investigation; duplication at throughput; analysis on bounded case datasets;
virtual-asset tracing; media processing, enhancement, mobile acquisition and analysis on-scene collection; bounded triage
authenticity and synthetic-media analysis; acquisition from on two seats; telecom record examination; custody
the alternative desktop platform; large-volume and multi- analysis on bounded case
exhibit processing; peer review of referred outputs; tool datasets; on-scene response;
validation bounded triage examination;
custody
Cannot | None Everything in the Headquarters | Everything in the Headquarters
do "plus" list "plus" list, and multi-volume or array
alone reconstruction, extended file-system
families, bench duplication at
throughput, and single exhibits
exceeding the local working-storage
envelope
Contra | 20 0 0
cted
staff
on site
Data None None None
connec
tion to
any
other
unit

1.4 The capability blueprint

CIDAL is specified as five capability layers, L1 to L5, each held at a stated grade at each tier that carries it.
Intake, classification and custody (L1) sit at the field units, and at Headquarters only as the referral register.
Acquisition and preservation (L2) are held at all seventy-six units. Examination and analysis (L3) are graded: full
at Headquarters, laboratory grade at a Commissionerate and field grade at a District. Authorisation-gated
capability (L4) — advanced access to locked devices, lawful cloud and account acquisition, and credential
recovery — rests at Headquarters alone and is exercised only upon a written authorisation recorded before the
attempt, under a single authorisation register and audit trail. Assurance and support (L5) sit at Headquarters
and serve every unit.
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| Figure 1 - CIDAL capability architecture

Five capability layers, each existing at a stated grade at each tier that holds it. The Master List identifiers against each cell are the procurement keys used in the Bill of Materials, the traceability
matrix and the acceptance test plan. Layers are not a chain of command and no layer implies a data path between units.

Uttar Pradesh Police

CAPABILITY LAYER
CROSS-CUTTING

Intake, Classification and
Custody

Case registration, exhibit receipt, sealing,
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storage assignment, movement records and
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and archival writing
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Examination and Analysis

Host and computer forensics, mobile
forensics, telecom record analysis, bounded
triage examination, media processing, online
and virtual-asset investigation.

Authorisation-Gated Capability
Advanced access (o locked devices, lawful
cloud and account acquisition, and credential
recavery — each exercisable only Under
written judicial or competent authorisation
recorded before the attempt.

SECURITY, AUDIT AND EVIDENTIARY CONTRO

ocal storage - maker-checker on every evidentiary action

Assurance and Support

Peer review of referred outputs, tool validation,
training delivery, remote assistance to field
units, service-level measurement, independent
audit and consolidation of the units' monthly
returns

separation at every field uni - the single crossing rule between 21 and 22

per-session logging 1o tampe
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Referral register only — no case is registered
‘here and no case identfier is ever issued

SW-12 referral register 06 <4 |

| sv-04 seals

Referred exhibits only; alternative-platform
acquisition and volume decryption held here alone

SW-02 HW-02 HW-06 x1 IN-07

Full set. Multi-operator and cross-case lelecar
X

Commissionerate

Registers and owns its own cases; retains
ownership througheut

SW-12x1  IN-06 x3  SV-04 seals

Direct acquisition on its own caseload; bench
duplication at throughput

HW-06 x1  HW-07 x1  IN-07

Laboratory grade on host forensics —
p

lation; onfine and is
investigation; virtual-asset tracing; media
processing and authenticity; large-volume and
multi-exhibit processing

SW-0llab x4 SW-03lab SW-06 SW-08
SW-09 SW-10 SW-11 HW-01
HW-03 x11

Held here and nowhere else, by design: one
location, one authorisation register, one audit trail,
recorded case by case

[swox] [swe0s] (sw13]

Delivered from Headquarters and serving all 76
units; the specialist cadre and the 30-position
Iraining laboratory sit here

IN-04 30-position  MP-01 %20 || SV-02
SV-03  SV-05

ZONING AND PHYSICAL SUBSTRATE — COMMON TO EVERY LAYER

lume and array reconstruct
fite families, larg hik

, extended

District

Registers and owns its own cases; retains
ownership throughout

SW-12x1  IN-06 X2 = SV-04 seals

Direct acquisition on its own caseload; unattended
acquisition, hashing and archival writing on a
second endpoint

HW-05x1 = HW-07 x1  IN-07

Field grade — imaging, keyword and pattern
search, carving, timeline, system, log, browser,

mobile seats

SW-01lab  SW-03x2 SW-07 HW-04 x2

s on cfi

Receives remote assistance, training and audit;
compiles and certifies its own monthly retuin

, document and mail artefacts;
accessible and after-first-unlock handsets;
bounded case record sets

SW-01 field

SW-03 field  SW-07

HW-04 x1

Net held. A reqt

Headgqu

ferred (o

®

Receives remote assistance, training and audi;
compiles and certifies its own monthly return

Headquarters IN-01 zoned switching - IN-02 structured cabling, racks and passive - IN-05 electrical, environmental and laboratory furnishing - IN-07 unit-level power - IN-08 per-machine power x11 - five zones 21-25 and an out-of-band mana¢
75 field units IN-03 Jocal cabling and swilching, wired 1o keep the Evidence Processing Zone physically separate from the Controlled Internet Zone - IN-07 unit-level power - IN-08 per-machine power, one at each of the 150 field machines - thre
Convention — each Master List identifier appears once, against the layer at which it is principally specified. SW-01 and SW ing and verification functions of L2 an listed ar L3.
Sw-iz  The case, exhibit and custody register (SW-12) is a unit-local instance at each of the 76 units. There is no server instance, no idation, no and no of any kind

between i The instance is as a referral register keyed to the originating unit's case and exhibit identifiers.

® No layer in this model implies a data path between units. Nothing moves between units except a specific referred exhibit, or its verified forensic image, under an unbroken chain of custody —
see Figure 2.

LEGEND
SW-nn Master List identifier — SW software, HW hardware, IN infrastructure, SV service, MP manpower
@ Capability not held at this tier — the requirement is referred to Headquarters
Sources: Chapter 4, Table 4.1 (capability layers) and Table 4.2 (tier capability); Chapter 9, Bill of Materia

(identifiers and quantities); Annexure B, Traceability Matrix. E

gated capability — F

only, on recorded written authorisation

Cross-cutling control set — applies at every layer and at every one of the 76 units

lation criteria R-1 10

R-8: Chapter 6 and Figure 4.

Figure 1: CIDAL capability architecture. Layers L1 to L5 exist at a stated grade at each tier that holds them; L4 is held at Headquarters alone, which maintains a referral register and issues no case

identifier. The security, audit and evidentiary control set applies at every layer at every unit.
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The inventory is the thirty-five rows of the Bill of Materials at Chapter 9, and every unit's register within it is
standalone: no server instance, no consolidation, no replication and no synchronisation, and a bidder may not
offer any.

The book of record at a unit is the Case and Evidence Management System (SW-12), one standalone instance at
each of the seventy-five field units and one at Headquarters configured as the referral register. It allots the case
identifier, which no officer types; holds the chain of custody as a ledger to which entries may only be added, a
correction being made solely by a further entry citing the entry corrected; records each acquisition with its
tool, version, settings and the hash values at source and on the copy; produces the report under a two-
signature control that bars the Examiner of a case from reviewing it; logs every crossing of removable media
between zones; runs the retention clock and blocks disposal while that clock runs or the case remains open;
and produces the monthly certified return from its own records. It operates with no network connection of any
kind and exports in open, documented formats for court production. Its full specification is at Chapter 10,
Section 10.3.14 and Annexure D.

The programme deploys one hundred and sixty-one examination and processing machines in three classes,
every figure being a floor which a better machine meets, with error-correcting memory throughout. A
laboratory-grade workstation at Headquarters carries not fewer than 24 processor cores, not less than 256 GB
of error-correcting memory, a discrete graphics processor with not less than 24 GB of dedicated memory and
not less than 4 TB of solid-state scratch space, its case data being held on the Headquarters compute and
storage platform and not on the workstation. A field-grade workstation carries not fewer than 16 cores, not
less than 128 GB of error-correcting memory, a discrete graphics processor with not less than 16 GB of
dedicated memory and not less than 2 TB of scratch, alongside the unit's own case store. An acquisition and
processing node, one at each District, carries not fewer than 12 cores and not less than 64 GB of error-
correcting memory and requires no discrete graphics processor.

Every delivered machine is proved by the concurrent high-load acceptance test at Chapter 10: the whole
software set of its tier running simultaneously upon Department-supplied material, against a reference exhibit
larger than its scratch space, with the elapsed time for each task, processor and memory utilisation, the volume
of paging to disk, the absence of stall or failure and the sustained electrical load measured and recorded. A
machine that merely starts the software does not pass, and the load measured is the figure against which that
machine's power protection is verified.

Each of the one hundred and sixty-one machines carries its own uninterruptible power supply — 1.5 kVA at a
laboratory-grade workstation, 1.0 kVA at a field-grade workstation and 0.6 kVA at an acquisition and processing
node — sized against sustained draws of 947 W, 740 W and 399 W respectively, and holding the machine, its
displays and its attached acquisition hardware for not less than thirty minutes at the load measured for that
machine during the concurrent high-load acceptance test, and expressly not at idle. Each supply closes the
machine down cleanly before the battery is exhausted; batteries are replaceable at the unit and capacity-
tested annually; any battery below eighty per cent of rated capacity is replaced at the supplier's cost; and not
less than one full replacement cycle falls within the thirty-six-month operations period, from which no claim
arises.

A unit-level supply protects everything else: local switching, the Controlled Internet Zone endpoint, on-scene
kit charging, and the evidence-holding area with its access record, Chapter 10 drawing the boundary between
the two load by load. The connected information-technology load is 1.44 kW at a District, 1.88 kW at a
Commissionerate and 25.31 kW at Headquarters, and the dedicated supply that follows is not less than 3 kVA,
4 kVA and 45 kVA respectively, both being numeric site-readiness conditions verified before deployment.

Every software licence is procured upon a single clause, stated once at Chapter 10, Section 10.2.2 and binding
upon every item without exception: all updates, upgrades, patches and signature, definition and dataset
refreshes, with technical support, for not less than three years from acceptance of that item at the unit where
it is deployed; thereafter operation in perpetuity, without updates, at no further cost to the Department; no
dependency upon any act, consent, server or service under the supplier's control, and no expiry date, time-
limited key, periodic reactivation or remote disable; a permanent offline entitlement for every deployed
instance where an activation mechanism exists; and the Department's perpetual right and technical means to
read, search and export its own data in open, documented formats. A written undertaking from the principal of
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each offered item, confirming the whole of the clause and naming this tender, is a bid-responsiveness
requirement, and an item offered without it is not evaluated.

For six items the software is only the vehicle and the value sits in a dataset that must be continuously
refreshed: mobile forensic acquisition and analysis (SW-03), authorisation-gated advanced access (SW-04),
lawful cloud and account acquisition (SW-05), online and anonymised-network investigation (SW-08), virtual-
asset and distributed-ledger analytics (SW-09) and media authenticity and synthetic-media analysis (SW-11).
Those six operate in perpetuity, with the installed tool, the Department's own data and every finding already
produced intact, readable and exportable, but they do not remain current and will not address devices,
protection states, service interfaces, attribution or synthesis techniques appearing after the update period
ends. Their renewal is a foreseeable recurring requirement, disclosed at Section 1.8 and carried at Chapter 14.

All software supplied shall be free from defects, shall conform to its specification at Chapter 10 and to the
functionality demonstrated at the proof of concept, and shall be free of malicious code, undocumented
interfaces and undisclosed data transmission; the supplier certifies at each delivery that no Critical or High
defect is known, and furnishes for every item a software bill of materials with known published vulnerabilities
disclosed against a dated remediation commitment. Four severity classes fix the correction obligation, the clock
running from the Department's report and not from the supplier's acknowledgement: a Critical defect, being
loss, corruption or alteration of evidence, an incorrect hash computation or verification, a failure of the audit
log, or an item that will not operate at all, carries a workaround within 4 hours and correction within 7 days; a
High defect, being a specified function unavailable or producing incorrect output, 24 hours and 30 days; a
Medium defect, 90 days or the next release, whichever is the earlier; and a Low defect, the next release.
Correction is at no cost for the whole term, persistent failure is a service-level breach under Chapter 13, and a
Critical defect affecting evidence integrity is reported within 4 hours of the supplier becoming aware of it,
however and wherever found, whereupon every case processed with the affected version is identified.

The training laboratory at Headquarters carries thirty learner endpoints and one instructor endpoint, each fully
equipped in hardware and software; the concurrent entitlements, the training device sets, the livestream
obligation and the delivery arithmetic are at Section 1.6.
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| Figure 2 - Deployment topology
One Headquarters, seven Commissionerates and sixty-eight Districts — seventy-six units, each standalone. No data path of any kind exists between any two of them. Each unit reaches the three
national platforms independently, from its own Controlled Internet Zone and through their existing interfaces. The only movement between units is a sealed, hashed evidence package on referral
to Headquarters.
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Figure 2: Deployment topology. Seventy-six standalone units: one Headquarters, seven Commissionerates and sixty-eight Districts. All case registration and all direct evidence acquisition occur at the
seventy-five field units; Headquarters registers no case and keeps a referral register only. No unit holds a data connection to any other, and there is no path between a District and a Commissionerate.
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1.5 The Triage and Prioritisation Standard

The order in which work is taken up at a unit is set by a published standard, applied by a named officer upon
recorded criteria. That standard is at Annexure C and is implemented in the unit-local register.

No exhibit is refused: every exhibit seized is received, sealed, acquired, hash-verified, recorded and preserved,
and what varies is the treatment. The three treatments are full examination upon the case requirement,
reported with hashes, tool, method and limitations; bounded triage examination, being an automated pass
against a published artefact list with bounded manual review; and preserve-and-hold, being a verified archival
write that states no finding. The Unit In-charge classifies within two working days of receipt: P1, full
examination within seven working days; P2, within twenty working days; P3, bounded triage within forty-five
working days; and P4, archived within ten working days. No unit may classify to fit its capacity. A class may be
raised by the investigating officer, by the supervising officer or by a court, and referral to Headquarters is
available only in a P1 or a P2 case.

1.6 Implementation, training and the procurement approach

Delivery is wave-based from the contract effective date: the training laboratory accepted by month 4;
Headquarters by month 6; the seven Commissionerates by month 10; the sixty-eight Districts in three lots of
23, 23 and 22 to month 15; final acceptance by month 16; and thirty-six months of operations thereafter.
Readiness is verified sixty days before each unit's deployment against numeric conditions, among them the
dedicated electrical supply and the earth resistance, and a unit certified not ready is deferred without
damages.

Eighty-two officers, one from each District and two from each Commissionerate, are trained in person at the
thirty-position training laboratory in three batches of twenty-eight, twenty-seven and twenty-seven, each
batch running for nineteen delivery days. That is fifty-seven delivery days, and seventy-two delivery days once
the fifteen-working-day Headquarters cadre course is added, against approximately one hundred and sixty-
eight working days available in the window. Each unit's primary examiner completes the course before that
unit is commissioned.

Each of the thirty learner endpoints is fully equipped and carries the whole training instance set, and the
laboratory holds not fewer than thirty concurrent entitlements of every hands-on licence class. The whole
batch accordingly takes theory, demonstration, assessment and every hands-on module together: no cohort is
divided, no learner waits for a seat, and thirty training device sets support the hands-on work. The batch length
of nineteen delivery days rests upon the curriculum content and is unchanged by this arrangement, which
yields schedule margin rather than a shorter course. Any session may in addition be livestreamed to officers at
the field units over each unit's Controlled Internet Zone endpoint, the System Integrator supplying the platform
and its licences for the contract term. A further five officers at each field unit are trained remotely, 375 officers
in all; a remote session consumes the instructor endpoint and the delivery endpoint and no learner endpoint,
and carries not more than fifty learners. The initial trained population is accordingly 457, the in-person element
completing within five months of the laboratory's commissioning and the whole of the initial programme
within eight.

Hands-on competence for the remote cohort is built at the unit itself, upon the unit's own equipment, under a
practical assessment countersigned by the Unit In-charge and returned to Headquarters. That cascade is a
monitored obligation carrying a numeric trigger of five certified secondary examiners at every field unit within
ninety days of that unit's commissioning, and it is completed after commissioning. The sustaining programme
thereafter runs three scheduled in-person intake weeks in each contract year, for refresher training, re-
certification and newly posted officers.

Procurement proceeds in the fixed sequence published at Chapter 2, Table 2.4: prequalification under Chapter
15; technical evaluation under Chapter 16; a proof of concept under Chapter 17, taken before award by every
bidder qualifying upon the technical criteria, upon identical Department-supplied material; financial evaluation;
and award. The proof of concept is not optional for a qualified bidder, no part of it is deferred until after award,
and the build demonstrated binds the successful bidder's delivery. Section 2.7 governs the query procedure
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and the publication of corrigenda, and the dates of the bid process are as published for this tender on the
Government e-Marketplace.

The programme envelope is X100 crore, inclusive of applicable taxes and of the thirty-six-month operations
period. The envelope is not the bid ceiling: the amount of it available for this contract is the envelope less the
contingency, less the independent audit and programme management support at SV-05 and less the
technology-refresh and extended-warranty reserve at RS-01, each held or paid outside this contract, and that
amount is stated in figures as published for this tender on the Government e-Marketplace. A bid whose
inclusive total exceeds that amount is rejected. Chapter 14, Sections 14.2, 14.4 and 14.8 state the basis in full.

1.7 Programme performance indicators

Each indicator below is producible from the monthly certified return, the referral register, the support-desk

ticket record, the training register at Headquarters or the acceptance certificates.

Table 1.2: Programme performance indicators, measurement source and target

Indicator

Time to classification

‘ Measurement source

Triage and Priority Register,
monthly certified return

Target

Class assigned within 2 working days of receipt in not less than 95% of
cases

P1 examination report issued

Monthly certified return

Within 7 working days of classification in not less than 90% of P1 cases

P2 examination report issued

Monthly certified return

Within 20 working days of classification in not less than 85% of P2 cases

P3 triage summary issued

Monthly certified return

Within 45 working days of classification in not less than 85% of P3 cases

P4 acquisition, verification and
archival write

Monthly certified return, archival
media reference

Within 10 working days of receipt in not less than 95% of P4 exhibits
received

Age of the oldest pending P1
case

Monthly certified return

Not more than 14 working days

Age of the oldest pending P2
case

Monthly certified return

Not more than 30 working days

Referral transfer turnaround

Headquarters referral register

Not more than 11 working days of non-examination elapsed time per
referred exhibit, on the mean for exhibits returned in the month

Referral volume

Headquarters referral register

Not more than 600 referrals in any rolling twelve months

Monthly return submitted

Returns register at Headquarters

By the fifth working day of the following month, from 75 of 75 field units

Cascade certification of
secondary examiners

Countersigned practical
assessments returned to
Headquarters

5 certified secondary examiners at every field unit within 90 days of that
unit's commissioning

Support-desk response and
restoration

Support-desk ticket records

Severity-1 acknowledged within 1 hour and restored within 8 working
hours in not less than 95% of incidents

Field-unit equipment
availability

Support-desk ticket records
reconciled to the monthly certified
return

Not less than 98% of working days per unit per month

Units commissioned against
the wave plan

Wave acceptance certificates

76 of 76 units accepted by month 16

1.8 Principal risks and disclosures

The principal risks bearing upon delivery and upon

operation are set out below with their likelihood, their

impact and the trigger at which each is treated as having materialised.

Table 1.3: Principal programme risks

Risk Likelih | Impac Trigger
ood t

Registered volume, or the share of complaints registering | Mediu | High | A published re-sizing trigger at Chapter 3, Table 3.6 is crossed upon
automatically upon the prescribed threshold, proves m the measurement stated there

higher than the value at which the programme is sized

Cascade training does not produce five certified Mediu | High Fewer than 5 certified secondary examiners at any field unit 90
secondary examiners at each field unit m days after that unit's commissioning

Referral volume exceeds the capacity the Headquarters Mediu | High More than 600 referrals in any rolling twelve months, tested
cadre absorbs m quarterly

A field unit operates without a working Controlled Mediu | High | The internet row of the site-readiness checklist is not certified at
Internet Zone m the 60-day joint verification, or the zone is unavailable for more

than 5 consecutive working days

Loss or compromise of a referred exhibit in physical Low High | Any hash mismatch or seal discrepancy upon receipt at
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Risk Likelih | Impac Trigger
ood t
transfer Headquarters or upon return to the originating unit, on a single
event
Site readiness at the sixty-eight District sites delays the High | Mediu | More than 10% of a wave's sites not certified ready at the 60-day
rollout m verification
The trained examiner is transferred without a trained Mediu | Mediu | A field unit reports no examination completed for two consecutive
relief in post m m months in its certified return
The six items whose usefulness depends upon a High | High No refresh sanctioned for any of the six items twelve months
continuously refreshed dataset lose investigative currency before that item's update period ends
when their update period ends
The recurring requirement arising after the operations Mediu | High No sanction in place twelve months before the end of the
period is not sanctioned m operations period

The following matters are disclosed to bidders so that no bidder may afterwards say that it was not told of
them, and each is stated in full in the chapters named against it.

Every field unit depends upon departmentally-provided internet in its Controlled Internet Zone; that zone
is departmental scope, is not funded within the envelope, and a unit without a working zone is deferred
from its wave (Chapters 2, 11 and 13, and Annexure H).

No field unit has an on-site specialist. Every contracted post is at Headquarters, and a unit whose tool fails
depends upon the support desk, upon spares logistics and upon its own Controlled Internet Zone; the desk
may not touch evidence (Chapters 8 and 13).

The demand parameters from which the quantities derive are planning assumptions to be replaced by first-
quarter baseline measurement; quantities are re-derived against the re-sizing triggers at Chapter 3, Table
3.6, and additional capacity is procured as a priced change (Chapters 3 and 14).

The six items named above operate in perpetuity but do not remain current once their update period ends.
Their refreshment, hardware maintenance and the specialist cadre fall due together at the end of the
operations period as a recurring requirement lying outside the envelope and outside this contract
(Chapters 10 and 14).
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Chapter 2: Introduction, Scope and Governing Framework

2.1 Purpose of this Request for Proposal

This Request for Proposal sets out the design, the scope, the delivery plan, the commercial framework and the
procurement basis of the Cyber Investigation and Digital Assistance Lab of the Uttar Pradesh Police. It is issued
through the Government e-Marketplace, and upon award it forms, with the successful bid and the general
terms and conditions cited at Table 2.2, the technical and contractual foundation of the contract.

It is a standalone document, complete upon its own terms, depending upon no other instrument except the
statutes, rules and Government Orders cited at Table 2.2 and the annexures published with it; and no
committee, matrix, template, dataset or annexure is referred to anywhere in it unless it is published with it. A
bidder is required to satisfy itself as to the whole of the document, its annexures and every corrigendum issued
under it before submitting a bid.

2.2 The programme in outline

CIDAL establishes digital forensic examination capability across the police estate of Uttar Pradesh at seventy-six
units: one Headquarters facility, seven Commissionerates and sixty-eight Districts, of which seventy-five are
field units. That composition governs every quantity in this Request for Proposal, and every quantity reconciles
toit.

All case intake, all case registration and all direct acquisition of digital evidence occur at the seventy-five field
units. Headquarters is a referral and support facility: it receives a specific referred exhibit, or its verified
forensic image, where the originating unit does not hold the required capability, performs the examination,
reports to the originating unit and returns the exhibit. It registers no case and owns no case, maintaining a
referral register keyed to the originating unit's own case and exhibit identifiers.

Each unit is self-sufficient for the caseload it carries and operates with no data connection of any kind to any
other unit. Nothing moves between units except a specific referred exhibit or its verified image, under an
unbroken chain of custody and upon a decision recorded before despatch. A unit escalates only to
Headquarters, or out of the programme to the State Forensic Science Laboratory or to the notified Examiner of
Electronic Evidence where the requirement falls outside the scope of CIDAL entirely.

2.3 Scope of this Request for Proposal and of the procurement

This Request for Proposal covers the whole of the programme: the capability design; the item-level
specification of software, hardware and infrastructure; the standard operating procedures and process
workflows; the security, privacy and legal-compliance framework; implementation and rollout; training; the
operations, maintenance and support model over a thirty-six-month operations period; and the procurement,
evaluation and acceptance framework.

The procurement is a single turnkey contract for the supply, installation, configuration, commissioning, training
and thirty-six-month operation and support of the capability set enumerated in the Bill of Materials at Chapter
9, delivered across all seventy-six units, together with a Headquarters specialist cadre for the operations
period. Delivery is wave-based, and acceptance and payment proceed wave by wave. A single supplier carries
integrated responsibility for the whole of that scope, and the Department appoints an Independent Auditor
and programme management support outside the supplier's contract.

2.4 The scope boundary

Table 2.1 enumerates, positively and exhaustively, the matters that fall outside this programme. A bidder shall
not price any item in that table, and a bid that includes a price against any of them is to that extent non-
responsive.

Table 2.1: Matters expressly outside the scope of this programme

# Excluded matter Position
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# Excluded matter Position
0S-1 | Any network between units: leased line, | No inter-unit network is designed, procured, priced or permitted. Each unit is standalone,
wide-area network, tunnel, site firewall, | and a bidder may not price wide-area connectivity of any kind
routing device or shared platform
0S-2 | Integration, interface development, data | Not in scope, not priced and not to be assumed by any bidder. Officers use those platforms
migration or system-to-system linkage from the Controlled Internet Zone through their existing interfaces
with the National Cybercrime Reporting
Portal, the Samanvaya Platform or the
Crime and Criminal Tracking Network and
Systems
0S-3 | Internet connectivity and the Controlled | Departmental scope. At every unit the Department provides the internet service, its
Internet Zone endpoint at any unit termination and the Controlled Internet Zone endpoint required at Chapter 10, IN-03.3; the
System Integrator configures that endpoint and supplies no part of it. No bidder may price
it. At Headquarters the Department additionally provides the separately connected
Controlled Internet Zone endpoint from which remote training sessions and laboratory
livestreams originate under Chapter 10, IN-04.4 and IN-04.14; the System Integrator
configures it, supplies the capture path and its equipment and the livestream platform
within IN-04, and supplies no part of the endpoint itself
0S-4 | Civil works, building construction, Departmental scope. The Department provides the room and its fabric, air conditioning,
structural alteration and the provision of | lighting, the fire-safety system and physical security of the premises at every site. The
accommodation at any unit System Integrator supplies no cooling plant, no fire detection equipment and no
suppression provision, and no bidder may price one
0S-5 | The electricity supply at any unit: bulk Departmental scope. The System Integrator provides the power protection provisions
supply, substation, distribution board, within the laboratory, being the uninterruptible power supply at each machine and the
standby generation, the dedicated unit-level provision, at Chapter 4, Section 4.12, together with the distribution within the
circuits, earthing and protection laboratory downstream of the departmental laboratory distribution board under Chapter
10, IN-05.1
0S-6 Recruitment, posting, deputation or Departmental scope. Contracted posts exist only at Headquarters
remuneration of police personnel at any
unit
0S-7 Forensic examination services delivered Excluded. Contracted personnel assist, operate tools, document and train. Final forensic
by the supplier opinions, evidentiary conclusions, statutory certificates and report sign-off remain with
authorised Government officers
0S-8 | Non-digital forensic disciplines: Outside CIDAL. Referred to the State Forensic Science Laboratory or the notified Examiner
fingerprint, biological, document, of Electronic Evidence
toolmark, chip-level recovery from
damaged devices, embedded, vehicle and
industrial control systems
0S-9 | Any item at a tier against which the Bill of | An item is offered, delivered and priced only at a tier against which Chapter 9 states a
Materials at Chapter 9 states no quantity, | quantity. A Headquarters-only capability is not to be offered, substituted or priced at a field
including every capability placed at unit under any label
Headquarters alone
0S-10 | Persistent monitoring, selector-based Not in scope. The online investigation capability is specified for evidential collection and
alerting and continuous indexing of open- | capture through a managed egress path, being an internet route arranged so that the traffic
source or overlay-network content does not disclose the Department as its origin
0S-11 | Recurring cost falling beyond the thirty- | Outside the envelope and outside this contract. Chapter 14 states the consequence
six-month operations period
0S-12 | Departmental laboratory endpoints at Departmental scope. Departmental desk machines outside the Bill of Materials, on the

Headquarters

same footing as the Controlled Internet Zone endpoint. The System Integrator protects
them at IN-07 but supplies no part of them, and no bidder may price them. Their provision
is a site-readiness row at Annexure H

2.5 Governing legal and regulatory framework

Table 2.2 is the single consolidated statement of the instruments that govern this programme, and every
chapter that engages an instrument cites it by the entry below.

Table 2.2: Governing instruments, issuing authority, date and relevance

Instrument Issuing authority  Date Relevance to this programme

Bharatiya Nagarik Parliament of India | In force 1 Sections 105 and 185, audio-video recording of search and seizure; section

Suraksha Sanhita, 2023 July 2024 176(3), forensic examination of the scene of offence with videography for
offences punishable with seven years or more; section 193, record of the
sequence of custody of an electronic device

Bharatiya Sakshya Parliament of India | In force 1 Section 63, admissibility of electronic records, and the Schedule under section

Adhiniyam, 2023 July 2024 63(4)(c), Part A signed by the party and Part B by the expert; section 39(2),
under which the opinion of an Examiner of Electronic Evidence is a relevant fact

Bharatiya Nyaya Sanhita, Parliament of India | In force 1 Sections 111 and 112, organised crime and petty organised crime; sections 318

2023 July 2024 and 319, cheating and cheating by personation, being the provisions under
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Instrument Date Relevance to this programme
which the dominant part of the caseload is registered
Information Technology Parliament of India | 2000, as Section 79A, under which the Central Government through the Ministry of
Act, 2000 amended Electronics and Information Technology notifies laboratories, and not
individuals, as Examiners of Electronic Evidence; the notification scheme
references ISO/IEC 17025 and ISO/IEC 27037
Directions under sub- Indian Computer 28 April Log retention and incident reporting, at Headquarters and at every unit;
section (6) of section 70B | Emergency 2022 synchronisation of system clocks to the national reference, at Headquarters
of the Information Response Team and at each field unit's Controlled Internet Zone endpoint; and a designated
Technology Act, 2000 point of contact. The Evidence Processing Zone is offline and cannot
synchronise, its clocks being governed by the recorded daily verification
procedure at Chapter 4, Section 4.10
Digital Personal Data Parliament of India | 2023 Section 17(1)(c), the exemption applicable to processing for the prevention,
Protection Act, 2023 detection, investigation or prosecution of offences
Digital Personal Data Ministry of Notified 14 | Phased implementation over eighteen months; governs the privacy design at
Protection Rules, 2025 Electronics and November Chapter 5
Information 2025
Technology

Arjun Panditrao Khotkar v.

Supreme Court of

[2020] 7 SCR

Certification of electronic records; governs the report and certificate structure

Kailash Kushanrao India, three-Judge | 180, 14 July | at Chapter 5 and Annexure D
Gorantyal Bench 2020
General Financial Rules, Ministry of 2017, as Rule 144, fundamental principles of public buying, including the restriction at
2017 Finance, amended Rule 144(xi); Rule 149, procurement through the Government e-Marketplace;
Government of Rule 170, bid security; Rule 171, performance security and the prohibition on
India advance payment; and Rule 173, transparency, competition and fairness in the
procurement process, which governs the eligibility criteria at Chapter 15
Restrictions on Ministry of Order of 23 | Eligibility of bidders, consortium members, subcontractors and the principals of
procurement from a Finance, July 2020 items offered; the declaration at Annexure N, Q-16
bidder of a country which | Department of and orders
shares a land border with | Expenditure amending it,
India: Rule 144(xi) of the as adopted
General Financial Rules, for
2017 and the orders procuremen
issued under it t by the
Government
of Uttar
Pradesh
Public Procurement Department for 15 June Classification of suppliers by local content; purchase preference; eligibility
(Preference to Make in Promotion of 2017, as where a notification so restricts it; the declaration at Annexure N, Q-6
India) Order, 2017 and the | Industry and revised,
notifications issued under | Internal Trade, together
it Ministry of with every
Commerce and notification
Industry of a nodal
ministry
applicable
toa
category in
the Bill of
Materials at
Chapter 9
Public Procurement Policy | Ministry of Micro, |2012, as Exemptions and relaxations available to a registered micro or small enterprise
for Micro and Small Small and Medium | amended bidding for this tender
Enterprises Order, 2012 Enterprises
Government Order No. Government of 26 Procurement threshold at paragraph 45, turnover as a percentage of estimated
57/18-2-2024- Uttar Pradesh November bid cost, from which Chapter 15 departs upward with the reasons recorded
97(L.U.)/2016 2024 under Section 15.5
General terms and Government of As Bid submission, price discovery and contract formation mechanics
conditions of the India applicable
Government e- on the date
Marketplace (the GeM of
general terms and publication
conditions)
Guidance of the Central Central Vigilance As in force The integrity pact at Annexure N, Q-1; the appointment of independent
Vigilance Commission on Commission external monitors at Chapter 15, Section 15.8; the negotiation position at
public procurement, on Chapter 2, Section 2.7
integrity pacts and
independent external
monitors, and on
negotiation with bidders
Guidelines on arbitration Ministry of Office The dispute-resolution procedure at Chapter 14, Section 14.12
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Instrument Issuing authority  Date Relevance to this programme

and mediation in contracts | Finance, Memorandu

of domestic public Department of m of 3 June

procurement Expenditure 2024

ISO/IEC 17025 International Current Referenced by the section 79A notification scheme; adopted as the quality
Organization for edition framework for method and tool validation

Standardization
and International
Electrotechnical

Commission
ISO/IEC 27037 International Current Identification, collection, acquisition and preservation of digital evidence; the
Organization for edition basis of the acquisition procedures at Chapter 6

Standardization
and International
Electrotechnical

Commission
ISO/IEC 27001 International Current Information security management; a bidder management-system requirement
Organization for edition at Chapter 15, with equivalents admitted

Standardization
and International
Electrotechnical
Commission

Nothing in this Request for Proposal asserts that accreditation under ISO/IEC 17025, or notification under
section 79A of the Information Technology Act, 2000, is a precondition to the admissibility of evidence or a
legal requirement for a police forensic facility. Those standards are adopted as the operating framework for a
forensic laboratory and are stated as obligations of this design rather than as assertions of law.

Where any discrepancy, inconsistency, ambiguity or conflict arises between any provisions of this Request for
Proposal, or between this Request for Proposal and any annexure, corrigendum or clarification issued under it,
the Apex Procurement Committee reserves the authority to determine the meaning and implication of the
provisions concerned. Its determination shall be issued in writing, shall be binding on all bidders and on the
successful bidder, and shall be published to all bidders where it is issued before the bid due date.

2.6 Procurement principles

Six principles govern every specification line, every eligibility criterion, every evaluation rule and every
acceptance test in this Request for Proposal.

Table 2.3: Procurement principles and how this Request for Proposal gives effect to each

# Principle ‘ How it is given effect
PR-1 | Specificatio | Every specification line is expressible as: the item shall perform a stated function on a stated input class producing a
n by stated output, verified by a named acceptance test on Department-supplied material
function,
not by
constructio
n
PR-2 Supplier No requirement is written so that only one supplier can meet it. Where Chapter 10 names a processor, graphics

neutrality processor, storage device, operating system, device platform or file format, the name is indicative of the class and level of
capability expected, and any product equivalent to or better is accepted on the measurable floor stated with it, under the
equivalence rule at Section 10.1. A specification tied to one supplier by a proprietary feature name, a feature count used
as a requirement, a version range traceable to a single supplier or a licence-mechanism mandate remains a prohibited
construction

PR-3 [ Competitio | Throughput and continuity outcomes are stated, and the licensing mechanism by which a bidder delivers them is at the

nasa bidder's option. Continued operation of a software item after its update period has ended is an outcome required of
design every item and is not a licensing mechanism: what must continue to work, and at what cost to the Department, is stated;
objective how a bidder arranges its entitlements is not

PR-4 Demonstrat | Capability is proved on Department-supplied material by every technically qualified bidder before award, and is not
ion before | asserted on a datasheet

award

PR-5 Published, | Only the criteria published in this Request for Proposal and its annexures are applied. Every criterion is an objective
fixed and evidence test, and any rejection cites the specific published criterion not met. The Department publishes the acceptance
objective methods; the bidder does not choose the test
evaluation

PR-6 No There is no "to be finalised" and no "where applicable" without a stated applicability test. A planning assumption is
deferred labelled as such, carries a range and a named approving authority, and creates no contractual obligation and no scope
decision
and no
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Principle ‘ How it is given effect

unpriced
discretion

The preference policies for local content and for micro and small enterprises are applied under their own rules,
in the manner stated below, and no line item carries an origin-based condition in its technical specification.
Where a genuine India-specific need exists it is stated functionally, as in the processing of content in Hindi and
in the Devanagari script and support for right-to-left scripts, and it is verified at the proof of concept.

Local content. Every bidder declares its local content and its class under the Public Procurement (Preference to
Make in India) Order in the published format at Annexure N, Q-6, computed for the procurement as a whole
and by head. Purchase preference is applied among the bidders that pass stage 6, at the margin and by the
mechanism the Order provides, and by no other mechanism. Where a notification issued under that Order
restricts eligibility for a category in the Bill of Materials at Chapter 9 to a class of local supplier, the item offered
against every identifier in that category shall be from a supplier of that class, that condition is applied at
technical evaluation as a published criterion, and the categories to which it applies are identified in the
corrigendum published with this Request for Proposal. The list of such categories is published to every bidder
and is not determined after bids are opened.

Micro and small enterprises. This procurement is a single turnkey contract for an integrated capability across
seventy-six units under one accountable counterparty, and is not divisible into schedules or lots capable of
separate award. The quantity set-aside and the price-matching mechanism available to micro and small
enterprises under the Public Procurement Policy for Micro and Small Enterprises Order, 2012 accordingly do
not operate on this tender, and the reasons for that conclusion are recorded on the file before publication. The
exemptions available to a registered micro or small enterprise from earnest money and from the cost of tender
documents are available and are administered under the norms of the Government e-Marketplace; they do not
extend to the performance security.

2.7 The bid process and evaluation methodology

The bid process runs in eight stages in the order set out at Table 2.4. The proof of concept is a pre-award stage:
it follows technical qualification and precedes financial evaluation and award, every bidder qualifying on the
technical criteria is required to demonstrate, and no part of the demonstration is deferred until after award.

Table 2.4: Stages of the bid process

Stage What occurs Who Output
participates
1 Publication of the tender with all annexures, the acceptance test plan, the proof- Not Published tender
of-concept test library and the dataset description applicable
2 Pre-bid meeting and written queries, as published for this tender on the All Consolidated query-and-response
Government e-Marketplace prospective | document published to all bidders
bidders on the portal
3 Bid submission, within the window as published for this tender on the Government | All bidders | Technical and financial bids
e-Marketplace submitted electronically on the
procurement platform in two parts
4 Prequalification against the criteria at Chapter 15 All bidders | Prequalified bidder list
5 Technical evaluation against the pass-or-fail criteria at Chapter 16. A bid failing any | Prequalified | Technically qualified bidder list
published minimum is disqualified and does not proceed bidders
6 Proof of concept under Chapter 17, taken by every technically qualified bidder, on | Every Scored result; failure of any item
identical Department-supplied material, before award, including operation of technically | marked mandatory is fatal to the
every offered software item with every external interface disconnected qualified bid; the build demonstrated binds
bidder the successful bidder's delivery
7 Financial evaluation. Price bids are opened only for bidders that have passed the Bidders Evaluated prices
proof of concept passing
stage 6
8 Award, contract signature and issue of the notice to proceed Successful Contract
bidder

Two obligations are tested at stage 6, before any price bid is opened. The first is continuity: every offered
software item is operated with every external interface disconnected, so that the Department establishes that
the item installs, activates, runs, processes, reports and exports without reaching any service under a supplier's
control. The second is conformance: the build demonstrated at stage 6 is the build the successful bidder must
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deliver, and a delivered item lacking a function demonstrated in order to win the contract is a defect and not a
variation. Both are specified at Chapter 10, Sections 10.2.2 and 10.2.3, and carried into the acceptance regime
at Chapter 18.

The dates of the bid process, the submission window and the period for which a submitted bid remains capable
of acceptance while stages 4 to 8 are completed are as published for this tender on the Government e-
Marketplace. Earnest money and bid security are governed by the norms of the Government e-Marketplace
and are not separately fixed in this Request for Proposal.

Written queries are made by the route and by the date as published for this tender on the Government e-
Marketplace; a query received by any other route before that date is nonetheless considered. A consolidated
query-and-response document is published to every bidder on the portal in an attachable document format,
and every corrigendum is published in the same manner. No reply is given to one bidder that is not given to all.

Reservations. The Department may, at any time before award and for reasons recorded in writing, reject any
bid, reject all bids, or annul the process in whole or in part, without incurring any liability to any bidder and
without any obligation to state the reasons to a bidder. No bidder acquires a right to award by reason of having
been prequalified, technically qualified or having passed the proof of concept.

Where only one bid is responsive. A single responsive bid is not rejected on that ground alone. It is evaluated
on the published criteria, and where it passes every stage the Apex Procurement Committee satisfies itself, on
a recorded note, that the tender was widely and adequately publicised, that the qualification criteria were not
restrictive, that no bidder was excluded on a ground outside the published criteria, and that the price is
reasonable by reference to the estimated bid cost, before award is approved.

Where every responsive bid exceeds the amount available. Where the lowest evaluated price of every bid
passing stage 6 exceeds the amount available for this contract at Section 14.8, the Apex Procurement
Committee may, on a recorded note, negotiate with the bidder whose evaluated price is the lowest and with
no other bidder, in accordance with the guidance of the Central Vigilance Commission on negotiation in public
procurement; or reduce the quantity of one or more line items within the limit at Chapter 14, Section 14.9 and
require a revised price computed at the bidder's own quoted rates; or annul the process and re-tender. It shall
not award above the amount available without a fresh sanction of the competent authority.

Representation by a bidder. A bidder informed in writing that it has not been prequalified, that it has been
disqualified at technical evaluation, or that it has failed the proof of concept may make a written
representation to the Programme Director within seven working days of that communication, stating the
criterion or case relied on and the ground on which it says the decision was wrong. The representation is
placed before the Apex Procurement Committee, which decides within fifteen working days and communicates
the decision with its reasons. A representation does not entitle the bidder to any document relating to another
bidder, to a re-test, or to any further submission of evidence, and no evidence not submitted with the bid is
considered on it. The result of the procurement is not declared, and no letter of award is issued, until every
representation received within the period has been decided.

Technical qualification is pass or fail against published minima. Price determination among bidders that pass
the proof of concept follows the rules of the procurement platform. An abnormally low bid attracts a written
price justification, and rejection is permitted where the justification is unsatisfactory. The conditions of the
proof of concept are uniform: the test library is deliverable on equipment a bidder can reasonably bring or
access, the dataset description is released not less than ten working days before the first session, every bidder
faces identical Department-supplied material, and each party bears its own logistics.

2.8 The programme envelope and the treatment of cost

The programme envelope is X100 crore, inclusive of applicable taxes and of the thirty-six-month operations
period. The envelope is not the bid ceiling: the amount of it available for this contract is the envelope less the
contingency, less the independent audit and programme management support at SV-05 and less the
technology-refresh and extended-warranty reserve at RS-01, each held or paid outside this contract, and that
amount is stated in figures as published for this tender on the Government e-Marketplace. A bid whose
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inclusive total exceeds that amount is rejected. Chapter 14, Sections 14.2, 14.4 and 14.8 state the basis in full.
No other ceiling applies.

This Request for Proposal contains no rate, no unit cost, no category subtotal and no capital or operating value;
the Bill of Materials at Chapter 9 carries quantities and no rates. Where a commercial term is properly
expressed as a percentage — the milestone payment split, performance security, liquidated damages and their
cap, service-credit caps, contingency and the turnover threshold — the percentage is stated and is never
resolved to a value. Prices are submitted only in the price schedule published on the procurement platform,
and Chapter 14 states the commercial framework in full.

2.9 The operating environment

Three national platforms carry coordination that the police already perform: the National Cybercrime
Reporting Portal, the Samanvaya Platform and the Crime and Criminal Tracking Network and Systems.

All three operate independently of CIDAL and work upon each of them continues unchanged. CIDAL neither
builds, integrates with, migrates data to, nor depends upon any of them for its own function, officers reaching
them from the Controlled Internet Zone through their existing interfaces. No application-programming-
interface development, no data migration and no system-to-system linkage with any of them is in scope, is
priced, or may be assumed by a bidder.

Every field unit depends upon departmentally-provided internet in its Controlled Internet Zone, that zone being
the unit's only external lifeline: access to the national platforms, remote support from Headquarters, licence
and signature updates for offline tools and the submission of monthly returns all pass through it. It is
departmental scope and is not funded inside the programme envelope. A unit without a working Controlled
Internet Zone is deferred from its rollout wave, and its site-readiness row is mandatory and not conditional.

Because there is no data connection between units and no synchronisation of any kind, Headquarters has no
consolidated live view of field caseload, and programme-level reporting is an administrative return certified by
each unit rather than a data feed. Chapter 4 states the design consequence, Chapter 13 the service-level
consequence, and Annexure E publishes the return with its limits stated on its face.

2.10 Assumptions, dependencies and constraints

Table 2.5: Assumptions, dependencies and constraints

# Type | Statement Consequence if it does not hold Own
er
AD-1 | Depe | Accommodation meeting the space, structural and civil-readiness | The unit is certified not ready, is deferred from its Depa
nden | rows of the site-readiness checklist at Annexure H is provided by | wave without damages and is re-sequenced rtme
cy the Department at each of the 76 units nt
AD-2 | Depe | Departmentally-provided internet is available in the Controlled National-platform access, remote support, licence Depa
nden | Internet Zone at every field unit updates and returns fail at that unit; the unit is rtme
cy deferred from its wave nt
AD-3 | Depe | Bulk electrical supply, distribution and standby generation are Uninterruptible power provision cannot be Depa
nden | available at each unit, delivering a dedicated supply of not less commissioned; the unit is certified not ready against rtme
cy than 3 kVA at a District, 4 kVA at a Commissionerate and 45 kVA | the numeric supply row of Annexure H, is deferred nt
at Headquarters from its wave, and site acceptance fails
AD-4 | Depe | The three national platforms remain operational CIDAL's own function continues, every unit being self- | Depa
nden sufficient, but the surrounding investigative rtme
cy coordination does not nt
AD-5 | Depe | Police personnel are posted to the three field duties at each unit | The trained establishment assumed at Chapter 3 does | Depa
nden | and released for training: one officer per District and two per not exist, and examination throughput falls below the | rtme
cy Commissionerate in person, and five per field unit remotely level at which the programme is sized nt
AD-6 | Depe | The cascade obligation is discharged: the in-person-trained The unit's effective secondary establishment falls Supp
nden | examiner trains the unit's secondary examiners on the unit's own | below five and the trained establishment assumed at lier
cy equipment against a countersigned practical assessment Chapter 3 does not exist. Cascade completion is a and
monitored obligation carrying a numeric trigger of 5 Unit
certified secondary examiners at every field unit within | In-
90 days of commissioning char
ge
AD-7 | Cons | No network of any kind exists between units Referred material moves physically under chain of Desi
train custody, at a published transfer turnaround of 11 gn
t working days measured from the first month of
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# Type | Statement Consequence if it does not hold Own
er
operations
AD-8 | Cons | The programme envelope is fixed and inclusive of applicable A bid whose inclusive total exceeds the amount Depa
train | taxes and of the thirty-six-month operations period, and the available for this contract is rejected rtme
t amount of it available for this contract is less than the envelope, nt
as Section 2.8 and Chapter 14, Section 14.8 state
AD-9 | Cons | Contracted personnel do not sign forensic opinions or statutory | Not applicable Desi
train | certificates, do not appear as witnesses, and hold no credentials gn
t to any evidence-processing system at any field unit
AD- | Assu | The demand parameters at Chapter 3 are planning assumptions | Quantities are re-derived at the published re-sizing Apex
10 mpti | with stated ranges and named approving authorities, to be triggers at Chapter 3, Table 3.6, and additional capacity | Proc
on replaced by first-quarter baseline measurement is procured as a priced change ure
ment
Com
mitt
ee
and
Tech
nical
Com
mitt
ee
AD- | Assu | The share of complaints above the prescribed threshold for A load at the upper end of the tested range is a matter | Depa
11 mpti | automatic registration is unknown; the central scenario at for re-procurement and not for re-configuration, and rtme
on Chapter 3 is a sizing basis and not a forecast the re-sizing triggers at Chapter 3, Table 3.6 apply nt
AD- | Cons | A recurring requirement arises at the end of the operations It is to be sanctioned and budgeted separately. Chapter | Depa
12 train | period. Every software item continues to operate in perpetuity 14 states this qualitatively and states the mitigations in | rtme
t under AD-13, so what recurs is hardware maintenance, the order of effect nt
specialist cadre, and refreshment of the items named at Chapter
10, Section 10.3.2
AD- | Cons | Every software licence carries not less than three years of The principal's written undertaking is a bid- Desi
13 train | updates and support from acceptance at the deploying unitand | responsiveness requirement. There is no optional gn
t thereafter operates in perpetuity, without updates, at no further | software item: a bid that omits the undertaking for any | and
cost to the Department, with no supplier-controlled dependency. | software item offered, or that qualifies the clause, is Depa
The clause is at Chapter 10, Section 10.2.2 non-responsive as to that item. Compliance is rtme
demonstrated at the proof of concept and at nt
acceptance, with every external interface disconnected
AD- | Cons | All software supplied shall be free from defects, shall conform to | Persistent failure is a service-level breach under Desi
14 train | its specification at Chapter 10 and to the build demonstrated at | Chapter 13 and attracts the service credits published gn
t the proof of concept, and shall be free of malicious code, there. A delivered build lacking a function and
undocumented interfaces and undisclosed data transmission, demonstrated at the proof of concept is a defect of at | Depa
defects being corrected in four severity classes within published | least High severity, corrected at the supplier's cost rtme
periods at no cost for the whole term. The clause is at Chapter nt
10, Section 10.2.3

2.11 How this Request for Proposal is organised

This Request for Proposal is in three parts: Part A, the design, at Chapters 1 to 7; Part B, delivery, at Chapters 8
to 13; and Part C, procurement, evaluation and acceptance, at Chapters 14 to 18. The chapters and the
annexures are listed in the front matter, and each annexure forms part of this Request for Proposal and carries
the same force as the chapters.

Chapter 3 fixes the quantities from which every other quantity derives, and the derivation runs in that direction
and in no other: any chapter requiring a demand, throughput, storage, machine, electrical, referral or
establishment quantity takes it from Chapter 3. Where any other chapter or annexure states an item quantity
that differs from the Bill of Materials at Chapter 9, the quantity at Chapter 9 governs.

Two conventions apply throughout. Quantities are stated and rates are not. And where a figure is labelled a
planning assumption, that label is operative: the figure carries a range and a named approving authority, it is
scheduled for replacement by measurement, and it creates neither a contractual obligation upon the supplier
nor an item of scope. A bidder prices the quantities and the obligations, and nothing else.
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Chapter 3: Need Assessment, Demand Forecast and Capacity
Model

3.1 Basis of the assessment

The programme is sized from the Department's cybercrime registration data for Uttar Pradesh and from the
forensic workload analysis derived from it. That analysis, the data series on which it rests and the derivations it
performs are held by the Department. They are not published with this Request for Proposal, and no bidder is
required or expected to reproduce them.

What this chapter publishes is the outcome: the quantities at Section 3.3, the storage figures at Section 3.4 and
the machine constraint at Section 3.5 are the design point against which the estate is specified. They are fixed
in this chapter and in Chapter 9 and are contractual on the date of award. No other provision of this Request
for Proposal may assert a different figure for any of them; where Chapter 9 and this chapter differ, Chapter 9
governs. The Q-identifiers are those of the departmental capacity model and are not in a continuous sequence.

3.2 The estate

CIDAL is delivered at seventy-six units: one Headquarters laboratory, seven Commissionerates and sixty-eight
Districts. Seventy-five of those units, being the Commissionerates and the Districts, are field units. Every unit is
standalone and air-gapped and holds no data connection to any other unit. This is the single authoritative
statement of the estate, and the unit-by-unit schedule and deployment plan is at Annexure A.

Table 3.1: The estate

Tier Units ‘
Headquarters 1

Commissionerate 7

District 68

Total 76, of which 75 are field units

3.3 The quantities this chapter fixes

Table 3.2: Quantities fixed by this chapter

# ‘ Quantity Value
QT-16 | Share of registrations carrying a digital 55 per cent
exhibit
QT-18 | Exhibits per examinable case 1.8
QT-19 | Exhibit class mix Mobile device 66 per cent; computer or portable-computer internal storage 14 per
cent; removable storage media 12 per cent; telecom and account record sets 8 per cent
QT-20 | Weighted acquired volume per exhibit 121.76 GB
QT-23 | Weighted machine-occupancy hours per 7.41
exhibit
QT-31 | Residency, peak concurrency, contractual Section 3.4, Tables 3.3 and 3.4
to QT- | usable storage, redundancy, archival write
37 and retention volume, by tier
QT-38 | Referral demand rate 5.80 per cent of State-wide exhibits; 6.03 per cent of a District's exhibits and 4.91 per
cent of a Commissionerate's; 10.4 per cent of examinable cases
QT-43, | Headquarters examining posts within the 20- | 11 posts; 600 referrals a year, about 8 per field unit
QT-44 | post specialist cadre; referrals absorbed
QT-45 | Transfer turnaround per referred exhibit, 11 working days
non-examination elapsed time
QT-46 | Tamper-evident seal consumption, State- Approximately 1,08,000 a year, being 3.13 seals per exhibit applied to the State-wide
wide exhibit throughput published for each tier at Section 3.5; the sizing basis for the spares
and consumables provision
QT-47 | Programme reporting mechanism Monthly certified return from each of the 75 field units, consolidated quarterly,
supporting an annual capacity review
QT-53 | Initial trained population 82 officers in person at the 30-position Headquarters training laboratory, one per
to QT- District and two per Commissionerate; 375 remote, five per field unit; 457 in all
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# ‘ Quantity Value

55

QT-56 | Examiner establishment per unit District one primary and five secondary examiners; Commissionerate two primary and
five secondary

QT-59 | Case registration and evidence acquisition At the 75 field units only. Headquarters maintains a referral register, registers no case
and issues no case identifier

QT-64 | Resident case working set 548 GB; scratch residency at Table 3.5

QT- Resident referred-exhibit working set at 821 GB

64a Headquarters

QT-65 | Sustained electrical load per machine class Laboratory-grade workstation 947 W; field-grade workstation 740 W; acquisition and
processing node 399 W

QT-66 | Connected information-technology load per | District 1.44 kW; Commissionerate 1.88 kW; Headquarters 25.31 kW
unit

QT-67 | Site-readiness dedicated supply, not less than | District 3 kVA; Commissionerate 4 kVA; Headquarters 45 kVA

QT-68 | Dedicated circuits, not fewer than 2 at a District and 3 at a Commissionerate, and at Headquarters the count fixed at
Chapter 10, Table 10.23 and verified at Annexure H, Table H.4; earth resistance not
exceeding 5 ohms at a field unit and 1 ohm at Headquarters

QT-69 | Machines carrying a dedicated power 161 provisions: 11 laboratory-grade workstations, 82 field-grade workstations and 68
provision, and the stored energy across them | acquisition and processing nodes; of the order of 120 kWh nominal across 76 sites

3.4 Working storage, archival writing and retention

The contractual usable figures are floors: a bidder may exceed them and may not offer less. Chapter 10 sizes
the storage, the archival media provision and the backup and archive tier against these figures.

Table 3.3: Working storage, archival writing and retention at a field unit

Component District Commissionerate

Target residency in working storage, working days 20 15

Peak concurrent examinations 26.9 50.4

Acquired volume per resident case 219.2GB 219.2 GB

Derived working-storage requirement 14.7TB 27.6TB

Contractual usable storage, not less than 16 TB 327TB

Implied raw provisioning, not less than 32TB 64 TB

Redundancy scheme Mirrored, tolerating Mirrored, tolerating
loss of one device loss of one device

Encryption of working storage at rest Mandatory Mandatory

Annual write to removable archival media 49.178B 122.87T8B

Retention volume over the 36-month term 147 T8 368 TB

Table 3.4: Working storage, archival writing and retention at Headquarters

Component Value

Referred exhibits a year, at the gated volume 600

Target residency in working storage, working days 30

Mean concurrent referred exhibits 72.0

Acquired volume per referred exhibit 194.8 GB

Derived requirement, being 72.0 resident referred exhibits at the 821 GB working set at QT-643, including a surge and 73.97TB

oversized-exhibit reserve of 25 per cent

Contractual usable storage, not less than 96 TB

Implied raw provisioning, not less than 144 TB

Redundancy scheme Tolerating
concurrent loss of
two devices

Encryption of working storage at rest Mandatory

Annual write of referred-exhibit copies to removable archival media 116.9TB

Retention volume over the 36-month term 351 7B

The retention provision is sized on the archival rule: a preserved exhibit's verified image is written to
removable archival media, hash-verified against the acquisition hash and removed from working storage within
five working days of acquisition, reclassification restoring it. State-wide retention over the thirty-six-month
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term is of the order of 12,596 TB across the seventy-five field units, counted once at the unit of origin, with a
further 351 TB of referred-exhibit copies at Headquarters.

Solid-state scratch is a working surface and not case storage: it is emptied as each case closes, holds nothing of
record and is additional to the case store above. Above the acquired volume stated for its class at Table 3.5 a
single exhibit's working set no longer fits the scratch and processing falls back to the case store; the concurrent
high-load acceptance test at Chapter 10 shall accordingly be run on a reference exhibit whose acquired volume
exceeds the scratch of the class under test.

Table 3.5: Solid-state scratch against the resident case working set

Machine class Solid- | Reside Acquired volume of a
state | nt single exhibit above which
scratc | case its own working set no
h worki | longer fits

ng sets

held
Field-grade workstation, and acquisition and processing node 27TB 3.6 About 800 GB
Laboratory-grade workstation 4TB 7.3 About 1,600 GB

3.5 The machine constraint at a District

Each of the sixty-eight Districts holds one field-grade analysis workstation and one acquisition and processing
node, and the node is not available for reduction at any specification and at any price. A device provides 2,500
machine-hours a year. At the design point a District requires 2,988 machine-hours of examination and
processing and a further 153 machine-hours of archival writing, which the analysis workstation carries no item
to perform: 3,141 machine-hours against the 2,500 one device provides, being 126 per cent of it. Nor can one
machine acquire and examine at the same time, 845 machine-hours a year being live acquisition with a write-
blocked source attached, and an acquisition starved of input or output bandwidth can time out and produce a
truncated image, which is an evidential failure. Acquisition and attended examination are not reduced by any
property of the host machine, and are together 4.82 machine-hours per exhibit and 8.68 per case, so no
workstation specification releases the second device. Withdrawing the node would also move storage rather
than release it: it carries 8 TB usable and 16 TB raw of acquisition target store, additional to the workstation's
contractual floor, and without it the District floor becomes 24 TB usable and 48 TB raw.

With two devices a District breaks even on the machine constraint, archival writing counted, at 356.6
examinable cases a year, being 59 per cent above the load the estate is sized for. That margin is what the
second device provides; it does not provide coverage, the binding constraint at every tier being examiner-
hours, which are departmental and are not procured under this Request for Proposal. A Commissionerate holds
three devices in its Evidence Processing Zone, being two field-grade analysis workstations and a bench
hardware forensic imager, and holds no acquisition and processing node.

3.6 The numeric re-sizing triggers

The triggers at Table 3.6 are published so that the quantities this chapter fixes are reopened by measurement
and not by argument. Each is objectively determinable from the monthly certified returns and the referral
register and is tested at the frequency stated against it. On any trigger the capacity model is re-run with the
measured value substituted and additional capacity is procured as a priced change approved by the Apex
Procurement Committee.

Review is not deferral: it governs capacity beyond the contracted quantity and nothing else. Every field
measure on which a trigger depends is taken from the certified monthly return of the unit itself and never from
a live field figure.

Table 3.6: Numeric re-sizing triggers, thresholds and consequences

Trigger Threshold Consequence Tested
T-1 Measured share of complaints Exceeds 3.0 per cent in any full The whole model is re-run, the high scenario Quarterly

above the prescribed registration | quarter of the departmental capacity analysis

threshold becomes the planning basis, and the procured

quantities are reopened
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# Trigger Threshold Consequence Tested ‘
T-2 Measured exhibits per Exceeds 2.2, or falls below 1.4, over Storage, machine-hours, archival media and Quarterly,
examinable case two consecutive quarters seal provisions are re-derived declared at
the second
T-3 Measured share of registrations Exceeds 65 per cent, or falls below 45 | The throughput chain is re-derived and the Quarterly,
carrying a digital exhibit per cent, over two consecutive field workstation count reviewed declared at
quarters the second
T-4 Measured exhibit throughput at Exceeds 484 exhibits a year at a The equipment set at the tier concerned is Quarterly,
any tier District, or 1,210 at a reviewed declared at
Commissionerate, over two the second
consecutive quarters
T-5 Measured mean acquired volume | Exceeds 152 gigabytes over two Working storage, retention media and referral | Quarterly,
per exhibit consecutive quarters package sizing are re-derived declared at
the second
T-6 Measured resident exhibit count | Exceeds 26.9 concurrent examinations | Immediate storage review at that tier Monthly
at any tier, taken as the peak at a | ata District or 50.4 at a
District and at a Commissionerate | Commissionerate, in any month; or
and as the monthly mean at exceeds 72.0 referred exhibits at
Headquarters, matching the basis | Headquarters as a monthly mean
on which each figure is fixed at
Section 3.4
T-7 Referral volume reaching Exceeds 600 referrals a year on a The referral criteria are tightened or the cadre | Quarterly
Headquarters rolling twelve-month basis is reviewed, the choice being put to the Apex
Procurement Committee
T-8 Pendency at any unit The oldest unexamined exhibit Escalation to the Programme Director and a Monthly
exceeds 60 working days at a field queue-stability review at that unit
unit, or 90 working days at
Headquarters
T-9 Reconciled State-wide count of Falls outside the indicative band of The band is withdrawn and replaced by the On
cybercrime registrations two to three times the portal-logged | measured figure, and the demand chainis re- | completion
figure derived of the
reconciliati
on task,
and
annually
T-10 | Measured sustained electrical Exceeds the load declared for that The runtime obligation at that class's power At
load at any machine class class by more than 20 per cent provision is re-verified at the measured load at | acceptance
the supplier's cost, and the unit's supply and ,and at
circuit provision is reviewed against the site- each
readiness figures annual
maintenanc
e visit
T-11 | Exhibits whose working set More than 10 per cent of exhibits The machine-hour figures for that tier are re- | Annually,
exceeds the solid-state scratch treated at a tier in the year preceding | derived at the degraded processing factor and | at the
capacity of the tier, taken at the | the inspection the scratch provision is reviewed physical
annual physical inspection from inspection

the unit's own acquisition and
examination records
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Chapter 4: Target Architecture and Detailed Design

4.1 Scope of this chapter and the rules the design obeys

This chapter states the architecture of CIDAL. It is expressed in functions, zones and controls rather than in
products; where Chapter 10 names a product, it does so only as an indication of the class and the level of
capability expected, under the rule on indicative products and equivalence at Section 10.1, and any product
equivalent to or better may be offered and shall be accepted against the measurable floor stated there. Six
rules govern every statement in this chapter and every clause drawn from it in Chapters 8, 10 and 18.

e Each of the seventy-six units is self-sufficient by design and holds no data connection to any other unit.

e Nothing moves between units except a specific referred exhibit or its verified forensic image, under
unbroken chain of custody, on a decision recorded before despatch.

e One capability is procured once and appears once in the Bill of Materials, at every tier that holds it and
inside no composite item.

e Every unit that receives software receives a machine capable of running it, each machine carrying a stated
annual workload fixed at Chapter 3.

e The zoning and duty model at a field unit is drawn to what a small police team can operate, evidence and
be audited on. Field units are staffed by police personnel and there is no contracted post at any of them.

e Every control is stated as a control and not as the name of an architecture, and is verifiable at acceptance
on Department-supplied material under Chapter 18, Annexure B and Annexure G. A control that cannot be
tested is not specified.

4.2 The capability layer model

CIDAL is specified as five capability layers, each at a stated grade at each tier that holds it. Layers are not tiers,
are not a chain of command, and no layer implies a data path between units.

Table 4.1: Capability layers and where each exists

Layer Function Where it exists

L1: Intake, Case registration, exhibit receipt, sealing, triage classification, chain-of-custody The 75 field units. Headquarters holds an
Classification | register, storage assignment, movement records, disposal equivalent function for referred exhibits
and Custody only, under a referral register

L2: Write-blocked imaging, hashing, verification, working-copy creation, on-scene All 76 units, save that on-scene
Acquisition collection, volatile-data preservation, evidence packaging, archival writing collection exists at the 75 field units

and only: Headquarters takes no intake,

mounts no scene response and holds no
on-scene response kit

Preservation

L3: Host and computer forensics, mobile forensics, telecom record analysis, bounded Graded: full set at Headquarters;
Examination | triage examination, media processing, online and virtual-asset investigation laboratory grade at a Commissionerate;
and Analysis field grade at a District

L4: Advanced access to locked devices, lawful cloud and account acquisition, credential Headquarters only, by design
Authorisatio | and passphrase recovery. Each is exercisable only under the written approval of the

n-Gated authorised officer, being an officer of the Cyber Crime Headquarters of a rank

Capability designated by the Department for the purpose

L5: Peer review, tool validation, training delivery, remote assistance to field units, Headquarters, serving all units
Assurance service-level measurement, independent audit, consolidation of unit returns

and Support
L4 is singular by design: one location, one authorisation register, one audit trail, its exercise recorded case by
case under the gate at Chapter 5. L1 is absent from Headquarters in the case-owning sense. The security, audit
and evidentiary control set at Sections 4.5 to 4.11 is cross-cutting, applying at every layer at every unit, and is

not a layer of its own.

4.3 The three tiers, and what each can and cannot do

The tiers are capability grades and nothing else. A District does not report to a Commissionerate, and a
Commissionerate does not supervise, advise, assist, quality-assure or receive work from a District: there is no
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relationship between them of any kind, and no procedure, register, responsibility matrix, workflow, acceptance
test or figure in this Request for Proposal shows one.

Table 4.2: Tier capability: function, what each tier does, and what it cannot do alone

Attrib | Headquarters (1) Commissionerate (7) District (68)
ute
Functi | Referral examination facility, authorisation-gated Self-sufficient laboratory for its | Self-sufficient first-line laboratory for the
on capability holder, training authority, tool-validation own caseload, at laboratory dominant caseload, at field grade
and quality authority, support desk, consolidator of grade on host forensics, with
unit returns two examination seats
Regist | No. Referral register only Yes Yes
ers
cases
Acquir | Only exhibits received on referral Yes Yes
es
eviden
ce
directl
y
Can do | Every examination the other tiers perform, on exhibits | Laboratory-grade host and Field-grade host and computer forensic
received by referral, and in addition: advanced access | computer forensic examination (imaging, verification, keyword
to locked devices; lawful cloud and account examination including multi- and pattern search, file carving, timeline
acquisition; credential and passphrase recovery; volume and array reconstruction, system, log, browser,
multi-operator and cross-case telecom correlation; reconstruction and extended messaging, document and mail artefact
online and anonymised-network investigation; virtual- | file-system families; bench recovery); mobile acquisition and analysis of
asset tracing; media processing and enhancement; duplication at throughput; accessible, consented and after-first-unlock
media authenticity and synthetic-media analysis; mobile acquisition and analysis | devices; telecom record analysis on bounded
acquisition from the alternative desktop platform; on two seats; telecom record case datasets; on-scene collection; bounded
large-volume and multi-exhibit processing; peer analysis on bounded case triage examination; custody
review of referred outputs; tool validation datasets; on-scene response;
bounded triage examination;
custody
Cannot | None Everything in the Headquarters | Everything in the Headquarters "plus" list,
do "plus" list and multi-volume or array reconstruction,
alone extended file-system families, bench
duplication at throughput, and single exhibits
exceeding the local working-storage
envelope
Contra | 20 0 0
cted
staff
on site
Data None None None
connec
tion to
any
other
unit

The Commissionerate uplift. Over and above a District, a Commissionerate holds a second analysis workstation,
a bench hardware duplicator, a host-forensics entitlement at laboratory grade and not at field grade, a second
mobile acquisition and analysis seat, a second in-person-trained primary examiner, one further evidence
cabinet, and a larger local cabling and power provision. The difference runs the other way in one respect: a
District holds the acquisition and processing node and a Commissionerate does not, for the reason fixed at
Chapter 3, Section 3.5. Those two statements are the whole of the difference between the two field tiers.

4.4 Case ownership and the referral model

All case intake, registration and direct evidence acquisition occur at the seventy-five field units. Headquarters
registers no case, owns no case, and receives no exhibit other than by referral: it receives a specific referred
exhibit or its verified forensic image, performs the referred examination, issues its report to the originating
unit, and returns the exhibit. The originating unit retains ownership of the case throughout, and its case
identifier is never reissued.

Table 4.3: The referral model: what moves, what is raised, and what is returned

Element | Specification
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Element | Specification

Who may | A Unit In-charge at any of the 75 field units, on the referral criteria at Chapter 6, for a case classified P1 or P2 under the triage

refer standard at Annexure C

Destinati | District to Headquarters; Commissionerate to Headquarters; or either, where the requirement is outside CIDAL's scope, to the State
ons Forensic Science Laboratory or the notified Examiner of Electronic Evidence. There is no other destination

Whatis | A referral request carrying the originating case identifier, the originating exhibit identifier, the referral criterion code relied on, the
raised triage class, the hash values, the seal numbers and the identity of the despatching officer

What The specific referred exhibit, or its verified forensic image, and nothing else. Movement is by departmental courier or escorting
moves officer against numbered tamper-evident seals, with a printed custody slip. Commercial courier is prohibited for original exhibits
What A referral register keyed to the originating identifiers. Headquarters issues no case identifier and maintains no case register
Headqua

rters

keeps

Verificati | Hashes are verified at Headquarters before any processing. A mismatch is an incident under the contamination-response procedure
onon at Chapter 6

receipt

Acceptan | Headquarters accepts or declines the referral within one working day of hash verification, within the acknowledgement step of the
ceor turnaround ledger at Chapter 6 and adding no elapsed time to the published eleven working days. The decision, its date and, where
declining | the referral is declined, the reason and the criterion relied on are recorded against the referral register entry and notified to the
ofa originating Unit In-charge

referral

Whatis | An examination report addressed to the originating Unit In-charge, filed against the originating case, and the exhibit. Headquarters
returned | files a copy against the referral register entry under the retention schedule at Annexure L

Transfer | A published turnaround of 11 working days of non-examination elapsed time per referred exhibit, measured from the first month of
turnarou | operations

nd

Nothing precludes the introduction of case registration at Headquarters by notification of the Government: the
Case and Evidence Management System is the same at every unit and is configured at Headquarters as a

referral register.

4.5 Security zoning at a field unit

A field unit operates three zones. The separation is physical, delivered as part of the unit's local cabling and
switching provision and sized to the unit's own procured endpoints only. There is no firewall, router or
tunnelling device at any field unit, there being no external network to terminate other than the
departmentally-provided internet service in the Controlled Internet Zone.

Table 4.4: Security zones at a field unit, purpose, minimum controls and typical contents

Zone ‘ Purpose

‘ Minimum controls

Typical contents

71: Acquisition, Offline in operation, with no path to any network outside the zone; hardware- Analysis workstation (one at
Eviden | verification and enforced write blocking on every acquisition path; authenticated operator identity | a District and two at a
ce examination of with per-session logging to tamper-evident local storage; physical access limited to | Commissionerate), the
Proces | digital evidence the Examiner and the Unit In-charge, and to the Custodian for the sole purpose of | acquisition and processing
sing producing or returning an exhibit and making the custody entry that act requires, | node, which is held at a
Zone under the Custodian's own authenticated identity and access rights; removable- District only, write blockers,
media control under Section 4.7; encryption of working storage at rest local working storage,
archival writer and the
dedicated power provision
at each machine under
Section 4.12
Z2: National-platform | A separate machine or a separately-connected endpoint; holds no evidential Internet-connected
Contro | work, artefact, forensic image, working copy or derived intermediate at any time; no endpoint, printer, scanner
lled correspondence, shared storage with Z1 and no shared account with Z1; authenticated to the
Intern | licence and individual officer
et signature updates,
Zone | remote support
from Headquarters,
submission of the
monthly return
Z3: Receipt, sealing, Locked cabinets to stated gauge with three-point locking, tamper-evident sealing | Evidence cabinets, seal
Physic | storage and points and anchoring; access register; case separation; sole custodial stock, custody register
al movement of responsibility; seal stock under separate lock terminal
Eviden | physical exhibits
ce
Holdin
g Zone
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That Z1 has no path outside itself, that Z2 holds no evidential artefact and that Z3 conforms physically are three
distinct acceptance stages under Chapter 18, each with a documented test producing retained evidence.

4.6 Security zoning at Headquarters

Headquarters holds five zones and an out-of-band management domain, delivered by a single zoned switching
and security provision with redundant supervisory and power elements. No inter-unit tunnel and no wide-area
routing is provided, procured or priced.

Table 4.5: Security zones at Headquarters

Zone Purpose Minimum controls
Z1: Examination of referred exhibits, media processing, Offline in operation; authenticated identity per operator; write blocking
Evidence | large-volume processing on every acquisition path; encryption at rest; immutable logging
Processin
g Zone
72: National-platform work, correspondence, licence and Separately administered; the egress segment carries no path to Z1 or Z4;
Controlle | signature updates, support desk, returns consolidation. evidential capture on that segment is written with timestamps, hashes
d Contains a separately administered non-attributable and session logs and enters Z1 only under Section 4.7
Internet | egress segment for online and anonymised-network
Zone investigation
Z3: Receipt, sealing and storage of referred exhibits and their | As Z3 at a field unit, with a referral-package receipt and despatch station
Physical | return
Evidence
Holding
Zone
Z4: The three authorisation-gated capabilities Separately administered, with its own authorisation register, its own
Authoris audit trail and its own access list; entry only against an authorisation
ation- recorded before the attempt; all processing on Government-controlled
Gated infrastructure inside India
Capabilit
y Zone
Z5: The 30-position training laboratory, delivering the Isolated training network with no path to any evidential zone; carries
Training | programme at Chapter 12: thirty learner endpoints and non-evidential training data only. The livestream to the field units at IN-
Zone one instructor endpoint, each fully equipped and carrying | 04.14 originates from the separately connected Controlled Internet Zone
the whole training instance set, with not fewer than endpoint of the laboratory and holds no path to any learner segment or
thirty concurrent entitlements of every hands-on licence | to any evidential zone
class, so that the whole batch takes any hands-on
module together and no cohort is divided, supported by
thirty training device sets
Out-of- Administration of every Headquarters zone, Z1 to Z5, no | Multi-factor authentication for every administrative account; separate
band zone being administered by any other route administrative identities from operating identities; central log collection;
manage time synchronisation to the national reference
ment
domain

4.7 The removable-media crossing control

The only permitted movement between the Evidence Processing Zone and the Controlled Internet Zone is by
controlled removable media under the procedure below. No other path exists at any unit, and no chapter,
specification or acceptance test creates one. Each of the seven steps generates a record in the crossing
register, whose column set at Annexure D is a functional requirement of the Case and Evidence Management
System at Section 4.9.

e The Unit In-charge authorises the crossing, stating direction, purpose and content class. Four classes are
permitted inward (signature, definition and licence updates; tool, firmware or operating-system patches;
Department-supplied reference and known-answer material; and, at Headquarters alone, evidential
capture taken on the non-attributable egress segment of the Controlled Internet Zone, with its
timestamps, hashes and session logs) and two outward (completed reports and summaries; manifests,
certificates and returns).

e The Unit In-charge issues a registered, uniquely identified, single-purpose item of removable media from
the controlled pool, not shared between directions and used for no other purpose, against the
authenticated identity the system records; the Custodian holds the pool under lock and produces the
medium against the entry.
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e The media is sanitised before use, against the media identifier.

e Content is written in the source zone by the officer named on the authorisation; its size and hash are
recorded.

e The media is carried by that officer and read in the destination zone; the hash is verified on read and the
verification recorded.

e The media is sanitised again after use, and that sanitisation is recorded.

e The media is returned to the pool and the Unit In-charge closes the entry.

No evidential artefact, forensic image, working copy or derived intermediate crosses outward at any time, and

no content of any other class crosses inward. The register, the sanitisation records, the media pool and their

use are verified at site acceptance and at every subsequent inspection.

4.8 Duties, identity and access control
A field unit carries three duties. A duty is a set of responsibilities attached to a posting and not a post.

Table 4.6: The three duties at a field unit: responsibilities, access rights and audit requirements

Duty | Responsibilities ‘ Access rights Audit requirements ‘
Unit Authorises acquisition and examination; assigns and Read access to every record Every authorisation, classification,
In- records the triage class within two working days of receipt; | in the unit's Case and reclassification, referral decision,
charge | decides and signs referrals; reviews and countersigns Evidence Management countersignature and certification carries
examination reports; certifies the monthly return; controls | System; authorising and the officer's identity, the date and the
zone access and the crossing register countersigning rights; no reason where a reason is required

examination session in a case
the officer will review

Exami | Acquires, images, verifies and examines; operates the Operating access to Z1 and to | Every session, tool invocation, hash

ner Evidence Processing Zone; prepares the examination the case records of cases computation and hash verification is
report; writes archival copies; maintains tool and version assigned; no countersigning | logged to tamper-evident local storage
records right against the operator's identity

Custo | Receives exhibits and issues receipts; seals; stores; records | Custody and movement entry | Every receipt, seal number, movement,

dian every movement; maintains the exhibit and custody rights; access to Z3; no storage assignment, despatch, return and
registers; prepares, seals and despatches referral packages | examination or sanitisation is recorded against the
and receives returns; maintains seal stock and the crossing | countersigning right Custodian's identity with date and time
media pool

The segregation rule. One officer may hold more than one duty except where segregation is evidentiary: the
examiner of a case may not review or countersign that case's report. Where a unit's only trained examiner is
also its Unit In-charge, the review is performed on the record by the officer to whom the Unit In-charge
reports. Review is a procedural and evidentiary check on completeness, method, hash values and stated
limitations; it is not a re-examination and the reviewer need not be a trained examiner.

Table 4.7: Headquarters role set, access boundaries and audit requirements

Role Access boundary ‘ Audit requirement ‘
Laboratory Head | Read access to the referral register and to every referred- Signature with identity and date on every report
examination record; signs referred-examination reports issued to an originating unit
Quality and Read access to referred-examination records; peer review and tool- | Review record with reviewer identity, date, findings
Review Authority | validation records; may not work in an examining session under and disposal
review
Discipline Operating access to Z1, and to Z4 only against a recorded Session, tool and hash logging as for a field Examiner;
Specialist, authorisation per-attempt record in Z4
examining
Infrastructure and | Administrative access through the out-of-band management Every administrative action logged to write-once
Security domain with multi-factor authentication; no access to case content | storage and reviewed monthly by the Laboratory Head
Administrator
Authorisation Custody of the authorisation register; entry rights only; no Every register entry carries the authorisation
Register Officer examination rights reference, the authorising authority, the date and the
officer making the entry
Evidence Custody and movement entry rights; access to Z3; referral register | As for a field Custodian, with hash verification
Custodian and entry rights recorded on receipt and on return
Referral Register
Officer
Support Desk Access to the ticket record only. No access to any machine holding | Every ticket carries the unit, the severity, the
Officer case evidence, and no credentials to any field evidence-processing | timestamps and the resolution
system
Training Officer Access to Z5 only, and to attendance, assessment and cascade- Attendance and assessment records retained under
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Role Access boundary ‘ Audit requirement ‘
certification records Table 5.5

Documentation Read access to submitted unit returns; consolidation rights; no Consolidation record identifying the returns

and Returns case-record access consolidated and the date

Officer

Access control at a single-seat deployment. A District Evidence Processing Zone holds one analysis workstation
and one processing node, operated by one trained primary examiner and the secondary examiners that officer
certifies; the field-unit requirement is accordingly authenticated operator identity with per-session logging to
tamper-evident local storage. Multi-factor authentication for administrative access at Headquarters is at Tables
4.5and 4.7.

4.9 The Case and Evidence Management System

The Case and Evidence Management System is each unit's book of record. Every act performed on a case or an
exhibit is recorded in it when it is done, by the officer who did it, in a form that cannot afterwards be altered. It
does not investigate and is not an administrative case-tracking system.

One standalone instance at each of the seventy-six units, operated by that unit alone. There is no server
instance, no consolidation, no replication and no synchronisation of any kind between instances, whether
online or offline, at any cadence, in any direction, by any mechanism. It operates in full with no network
connection: registration, custody, classification, acquisition recording, examination recording, reporting, return
generation and export are all available at a unit never connected to anything. It runs on the unit's own
procured workstation alongside the forensic tooling; no separate server, appliance or dedicated machine is
procured for it at any unit. It must stay responsive while that machine is under load, proved at acceptance as a
concurrent workload of the class's task set in the high-load test at Chapter 10, Table 10.17. The Headquarters
instance is configured as the referral register: it records each referral against the originating unit's case and
exhibit identifiers, carried unaltered, and cannot register a case or issue a case identifier of its own.

The system holds twelve record sets.

e The case register: the case identifier, which the system itself allots on completion of intake and which no
officer types, chooses, edits or reuses; the date and time of registration; the registering officer; the
investigating officer; and the offence particulars.

e The exhibit register: the exhibit identifier, the description and class as found, the seal identifiers on receipt,
the condition on receipt, photographs of the exhibit as received and the storage location assigned.

e The chain-of-custody and movement ledger: one entry for every movement and every access, carrying the
Custodian's identity, the date, the time, the purpose, the seal numbers broken and applied and the hash
value at each transfer. The ledger is append-only: no entry may be edited or deleted by any operating or
administrative identity, a correction is made only by a further entry citing the entry corrected and stating
the reason, and an entry that would leave a gap in the sequence is refused.

e The triage and priority record: the class assigned under the standard at Annexure C, the criterion code
relied on, the classifying officer, the time of classification and every reclassification with its reason, its
requesting officer and its date. A classification entry carrying no criterion code is refused.

e The acquisition record: the tool and its build identifier, the interface used, the settings applied, the start
and end times, the volume acquired, the hash computed at the source, the hash computed on the image
and the verification outcome; an exhibit whose verification failed is marked so that the failure cannot be
overlooked in any later view of it.

e The examination record: the notes, the artefacts relied on by name, the findings, the limitations and the
linkage of each finding to the artefact from which it is drawn.

e The report and sign-off record: the report in the prescribed structure, the examiner's signature and the
reviewer's countersignature. Maker-checker is enforced by the system, which refuses to record a review
against the identity that examined the case.

e The referral record: the referral request, the criterion code, the package manifest, the seal numbers, the
despatch and receipt acknowledgements, the acceptance or declining decision with its date and its reason
where declined, and the returned result.
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e The removable-media crossing register: every crossing under Section 4.7, with the media identifier, the
direction, the content class, the hash on write and on read, the authorising officer and both sanitisation
records.

e The seal stock register: seals received, issued, used, voided and held, reconciled monthly in the certified
return.

e The retention and disposal record: the retention clock for each artefact class under Annexure L, its expiry
and the disposal act with the authority for it. Disposal is blocked while a clock runs or while the case is
open, and the block is released only by a recorded act of the Unit In-charge citing the authority relied on.

e The audit log: every action taken in the system, with the operator's identity, the date, the time, the action
and its outcome, immutable, a correction being a superseding entry that preserves the original.

From those records the system produces the pendency, class-mix and turnaround reporting the unit needs; the
monthly certified return in the published format at Annexure E, generated from its own records and not re-
keyed; and the court file (registration, classification, custody entries, hash values, artefact linkage, reports and
certificates), exported in an open, documented format that a court and an auditor can open without the
system. Access is role-based on the principle of least privilege, to the duty model at Section 4.8; operator
identity is authenticated and every session logged to tamper-evident local storage; and the data is held
encrypted at rest with the key in departmental custody.

Annexure D is the functional specification of this system. The register column sets published there (the
evidence intake form, the exhibit register, the chain-of-custody and movement register, the Triage and Priority
Register, the crossing register, the referral request and package manifest, the custody slip, the examination
report structure, the triage summary structure, the acquisition certificate, the seal stock register, the quality-
review checklist, the clock-verification register and, at Headquarters, the referral register) are this system's
fields, with their names, permitted values and mandatory or optional status. A column set published at
Annexure D and not present as a field is a non-conformance. Chapter 10 states the item's full requirement set
and its acceptance test.

4.10 Audit logging and time synchronisation

Immutable log storage is unconditional. It is not qualified by feasibility, cost, tier or any bidder determination,
and every log class in Table 4.8 carries a stated minimum retention period. A log entry may not be edited or
deleted by any operating or administrative identity; a correction is a superseding entry that preserves the
original.

Table 4.8: Log classes, content, immutability and minimum retention

Log class Where generated Minimum content Immutability Minimum
retention
Evidential | The Case and Evidence Actor identity, action, case and exhibit Append-only, write-once; Life of the case
action log | Management System at all 76 | identifiers, date and time, tool and version, hash | no administrative edit or plus 5 years
units values computed or verified deletion
Operator | The Z1 analysis workstation at | Operator identity, session start and end, devices | Written to tamper-evident | 3 years; life of
session log | every unit, the acquisition and | and media attached, tools invoked local storage, not editable the case plus 5
processing node at each of by the operator years for entries
the 68 Districts, and the bound to a case
hardware forensic imager at
Headquarters and at each of
the 7 Commissionerates
Removable | Crossing register at every unit | Media identifier, direction, content class, Append-only 3 years
-media authorising officer, carrying officer, hash on
crossing write and on read, both sanitisation records
log
Administra | Headquarters management Authentication, privilege use, configuration Write-once collection within | Not less than
tive and domain; the Controlled change, patch application, failed access Headquarters for the entries | 180 rolling days
security Internet Zone endpoint at generated at Headquarters; | on line within
log every unit tamper-evident local India, archived
storage at a field unit, from | for the balance
which no entry is of the contract
transmitted to any other term
unit
Authorisati | Z4 at Headquarters Authorisation reference, authorising authority, Immutable and separately 10 years
on-gated date, case and exhibit identifiers, per-attempt administered
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Minimum
retention

Minimum content

Log class

Where generated Immutability

capability record, operator identity, outcome

log

Support- Headquarters Ticket identifier, unit, severity, timestamps, Append-only Contract term
desk ticket actions, resolution plus 5 years
record

Time synchronisation. Every system clock at Headquarters is synchronised to the national reference time
source through the Headquarters zoning and switching provision, which also performs central log collection. At
a field unit the Controlled Internet Zone endpoint synchronises to the same reference over the departmentally-
provided internet service. The Evidence Processing Zone is offline and its clocks are governed by a recorded
procedure: the Examiner verifies the Evidence Processing Zone clock against the reference time displayed in
the Controlled Internet Zone at the start of each working day and immediately before each acquisition, and the
check, the observed offset and any correction are recorded in the clock-verification register of the Case and
Evidence Management System at Annexure D, column set E-15, whose entry the system requires before it will
open an acquisition record on that machine on that day. Where the recorded offset exceeds two seconds the
clock is corrected before the acquisition proceeds, and no acquisition is performed on a machine for which the
day's check is not recorded. The procedure is at Chapter 6, Section 6.5 and the workflow at Chapter 7, WF-04.
Clock verification is a row in the site acceptance record and in every subsequent inspection.

4.11 Working storage, backup, retention and recovery

Working storage is sized at Chapter 3, Section 3.4, and the contractual figures are floors: a bidder may exceed
them and may not offer less. The figures at Table 4.9 are the unit's case store. At a District the acquisition and
processing node carries a further 8 TB usable and 16 TB raw of acquisition target store, additional to that figure
and not counted towards it.

Table 4.9: Working storage, residency and retention by tier

Measure District (68) ‘ Commissionerate (7) Headquarters (1)
Contractual usable working storage, not less than 16 TB 327TB 96 TB
Implied raw provisioning, not less than 32TB 64 TB 144 TB

Redundancy scheme

Mirrored, tolerating
loss of one device

Mirrored, tolerating
loss of one device

Tolerating concurrent loss
of two devices

Encryption at rest

Mandatory

Mandatory

Mandatory

Target residency in working storage

20 working days

15 working days

30 working days

Concurrent items in process, as fixed at Chapter 3, Section 3.4

26.9 examinations at

50.4 examinations at

72.0 referred exhibits,

peak peak mean concurrent

Archival write over the 36-month term 147 TB 368 TB 351TB

State-wide retention over the term is as fixed at Chapter 3, Section 3.4, counted once at the unit of origin; the
351 TB at Headquarters is a second copy of material already counted at the unit of origin. Archival media
handling, media refresh and the read path beyond the term are second-phase matters, and Chapter 13 requires
a written evidence-custody continuity plan as a handover deliverable.

The archival rule. A preserved exhibit's verified image is written to archival media, hash-verified against the
acquisition hash and removed from working storage within five working days of acquisition; reclassification
restores it.

Table 4.10 states two separate obligations, each measured at the restore test.

Table 4.10: Backup and recovery objectives

Data class Where Backup method and frequency Recovery time | Verification

held objective

The Case and | The unit Daily backup, taken by the Examiner on the authority of the Unit In- | 24 3 working days | Restore tested and

Evidence charge, to encrypted removable media of a dedicated pool held in hours | where the loss | recorded monthly
Management Z3 under the Custodian, by the operator-initiated procedure that is of data only; | by the Unit In-
System at a Chapter 10 requires any trained officer at the unit to be able to where charge, the test and
field unit perform, with a weekly copy held separately within the unit. The hardware its result reported

backup pool is separate from the crossing pool at Section 4.7, is not replacementis | inthe monthly
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Data class Backup method and frequency Recovery time | Verification
objective

used for any other purpose, and its issue, return and sanitisation are required, return
recorded in the Case and Evidence Management System restoration
follows the
spares service
level at Chapter
13
Verified Unit Archival write to removable media with hash verification; preserved | Nil 5 working days | Hash verified on
images and working exhibits released from working storage within 5 working days loss | torestore an every write and on
working storage of a archived image | every restore
copies at a verifi
field unit ed
imag
e
once
its
archi
val
copy
is
hash-
verifi
ed
Referral Headquar | Snapshot every 4 hours; daily backup to the backup and archive tier; | 4 8 working hours | Quarterly restore
register and | ters weekly copy to removable archival media hours test, contractual
report compute
repository and
storage
platform
Referred- Headquar | Daily backup to the backup and archive tier 24 72 hours Quarterly restore
exhibit ters hours test, contractual
working set compute
and
storage
platform
Immutable Headquar | Written once and copied to the backup and archive tier Nil 24 hours Quarterly restore
log storage ters test, contractual
compute
and
storage
platform

Quarterly restore testing at Headquarters is a contractual obligation and not a capability statement. Retention
periods, media, custodian and disposal method by artefact type are published at Annexure L; disposal is on
written approval and against a destruction certificate.

4.12 Power continuity, electrical load and the site condition that follows

Continuity of supply at the machine is an evidentiary control of the same class as write blocking and hashing.

Each of the one hundred and sixty-one examination and processing machines carries its own uninterruptible
power supply: eleven laboratory-grade workstations at Headquarters, eighty-two field-grade workstations
across the seven Commissionerates and sixty-eight Districts, and sixty-eight acquisition and processing nodes at
the Districts. Each provision protects one machine, its displays and its attached acquisition hardware, and
nothing else.

The runtime obligation. Each provision holds its machine for not less than thirty minutes at the sustained load
measured for that machine during the concurrent high-load acceptance test at Chapter 10, Table 10.17, and
expressly not at idle: the period in which an acquisition already running can be completed, or brought to a
recorded and hash-verified stop with the image marked as partial and the acquisition log written. The load
condition and not the rating governs. Four further properties are mandatory at every provision.

e A sine-wave output with automatic voltage regulation, so that ordinary variation in the incoming supply is
corrected without drawing on the battery.
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e An audible and on-screen alarm at the protected machine on mains failure, on low battery, on overload
and on fault, stating the runtime remaining.

e A monitored connection to the machine it protects, initiating an automatic and graceful shutdown at a
configured remaining-runtime threshold, so that an acquisition in progress is closed cleanly and its record
written before the battery is exhausted.

e Batteries replaceable at the unit, without returning the provision to the supplier, with the design life stated
in years.

Table 4.11: The dedicated power provision at each machine class

Machine class Susta Provi | Runtime obligation
ined | sion,
draw  not
unde  less
rthe than

conc

urre
nt

high-
[GEL]
cond
ition
Laboratory-grade analysis workstation, Headquarters 11 947 | 1.5 Not less than 30 minutes at the load measured for that
% kVA machine under the concurrent high-load condition, with its
displays and attached acquisition hardware
Field-grade analysis workstation, Commissionerates and | 82 740 |1.0 As above
Districts w kVA
Acquisition and processing node, Districts 68 399 |0.6 As above
w kVA

The maintenance obligation this creates. Stored energy across the one hundred and sixty-one provisions is of
the order of 120 kWh, across seventy-six sites of which seventy-five hold no on-site engineer, and at least one
full battery replacement cycle falls inside the thirty-six-month operations period. That replacement, the annual
capacity test at every provision, the replacement at the supplier's cost of any battery below eighty per cent of
its rated capacity, and the re-verification of runtime after each replacement are obligations within the
operations and maintenance service at Chapter 13. They are not variations and no claim arises from them.

The unit-level provision, and the boundary between the two. Each of the seventy-six units also holds one unit-
level uninterruptible supply, protecting everything at the unit that the per-machine provisions do not: at a field
unit the local switching, the Controlled Internet Zone endpoint, on-scene kit charging, and the lighting and
access recording of the Physical Evidence Holding Zone, together with the bench duplicator at a
Commissionerate, so that custody work continues and is recorded while the mains is out; at Headquarters the
compute and storage platform, the backup and archive tier, the zoning and switching provision, the training
laboratory and the laboratory endpoints. The two do not overlap and neither carries the other's load; Chapter
10 states the division load by load.

What each party provides at a site. The Department provides the basic infrastructure at every site: the room
and its fabric, air conditioning, lighting, the electricity supply including the dedicated circuits, earthing and
protection, the fire-safety system and physical security of the premises. The System Integrator provides
everything technological placed within that room: the computer systems, the storage and network equipment,
the racks, the data and internal power cabling, the power protection provisions, the evidence cabinets and the
training-laboratory equipment, and installs, configures and maintains them. The System Integrator's obligation
on environment is to monitor, log and alarm the conditions in the equipment room and the training laboratory,
and not to supply cooling plant; the conditions, their values and the method of measurement are at Chapter
10, Section 10.5. Departmental provision is verified at site readiness under Annexure H, and is not priced by
any bidder.

The electrical load the design assumes. Every figure at Table 4.12 is derived from the sustained draw of each
machine class under the concurrent high-load condition and not at idle. The dedicated-supply figure is what the
Department must make available at the unit before the wave that equips it. The contractual figure at any unit is
the load measured there, and where a measured machine load exceeds the figure stated for its class at Table
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4.11 by more than a fifth the dedicated power provision at that machine is re-verified at the measured load at
the supplier's cost.

Table 4.12: Connected load and the dedicated supply each unit must hold

Connect Dedica Dedicated circuits, not fewer than
ed ted
informat supply

ion- , hot
technolo less
gyload than

District (68) 1.44kW |3 kVA |2 (one for the analysis workstation and one for the acquisition and processing node)

Commissionerate (7) | 1.88kW |4 kVA | 3 (one for each analysis workstation and one for the bench duplicator and ancillaries)

Headquarters (1) 25.31 45 kVA | Per zone, as specified at Chapter 10
kw

Three conditions are carried into site readiness. First, the dedicated-supply figure is a numeric site-readiness
condition, verified at joint verification sixty days before that unit's scheduled deployment under Chapter 11
and recorded at Annexure H; a unit certified against any other figure is not ready, and is deferred from its wave
without damages and re-sequenced. Second, the circuit counts are mandatory, a fault on a single circuit at a
District not being permitted to stop the analysis workstation and the acquisition and processing node together.
Third, earth resistance at a field unit shall not exceed 5 ohms, measured and recorded at site readiness; the
Headquarters requirement is the tighter figure at Chapter 10.

4.13 Interoperability, portability and data localisation

Four obligations secure the Department's ability to read its own evidence without the supplier.

Open formats. Every acquisition produces an image in an open forensic container format or as a raw image,
with a hash manifest computed by a published algorithm of not less than 256-bit digest length. Every report,
summary, acquisition certificate and register export is producible in an open, non-proprietary format, and the
register exports the complete case file (custody entries, hash values and artefact linkage) for court production.

Portability. No evidential artefact and no register record may be held in a form requiring a specific supplier's
software to read. On expiry or termination the supplier delivers a complete export in open formats with hashes
and manifests, together with the written evidence-custody continuity plan required at Chapter 13.

Offline operation and continuity of entitlement. Every tool deployed at a field unit operates fully offline. Offline
licence activation is mandatory and periodic online re-validation is not acceptable. Continued operation of any
tool may not depend on an act, a consent, a server or a service under the supplier's control. The entitlement
clause and its acceptance test are at Chapter 10, Section 10.2.2; Section 5.5 states the evidentiary basis.

Data localisation. All evidence, artefacts, derived intermediates, working copies and case metadata are
processed and retained on Government-controlled infrastructure within India, and no such material is
transmitted to or processed on infrastructure outside Indian jurisdiction at any point. Chapter 5 states the
compliance basis and Chapter 10 the declaration a bidder must make about the data path of every component
offered.

4.14 What this architecture does not provide

Four consequences follow, so that no capability is inferred that the programme does not deliver.

Headquarters has no live view of field casework, nothing being synchronised and a field case being seen only
where it is referred. Programme reporting is a monthly certified administrative return, lagged by up to forty
days, self-reported, carrying aggregates and not case-level records, and independently reconcilable only for the
referred subset against the referral register. No service level, credit or acceptance criterion depends on a live
field figure. Chapter 13 states the service-level consequence and Annexure E publishes the return with its limits
on its face.

Physical transfer is slower than a network. A referred exhibit incurs eleven working days of non-examination
elapsed time, published as a performance indicator and measured from the first month of operations.
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Seventy-five standalone telecom seats and eighty-two standalone mobile seats at the field units are a direct
consequence of every unit being self-sufficient.

Access control at the machines of a single-seat deployment is not multi-role: the machine requirement is that
at Section 4.8, authenticated operator identity with per-session logging to tamper-evident local storage, and
nothing stronger is specified at the machine. It does not narrow the Case and Evidence Management System, in
which access is role-based on the principle of least privilege to the duty model at Section 4.8, with maker-
checker enforced by the system, at every one of the seventy-six units, as Section 4.9 and Chapter 10, Section
10.3.14 require.
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Chapter 5: Security, Privacy, Legal Compliance and Governance

5.1 Application

This chapter states the legal and regulatory obligations binding on the delivered system, on the services
supplied under this Request for Proposal and on the System Integrator, and the compliance evidence each
requires. Table 2.2 remains the single list of the governing instruments. An obligation producing no record, no
test and no retention period is not treated as a compliance measure.

5.2 The compliance register

Table 5.1: Compliance register: obligation, and where this Request for Proposal discharges it

Instrument and issuing

authority

Condensed non-negotiable obligation

Discharged at

C-01 | Bharatiya Nagarik Suraksha In force | Section 176(3): forensic examination of the scene of offence, with On-scene response Kkit,
Sanhita, 2023 (Parliament of | 1 July videography, in offences punishable with seven years or more Chapter 9; on-scene
India) 2024 collection, Section 6.5;
criterion P2-f,
Annexure C
C-02 | Bharatiya Nagarik Suraksha In force | Sections 105 and 185: audio-video recording of search and seizure, | Audio-video record
Sanhita, 2023 1 July and forwarding of the record to the Magistrate in the manner and | received, registered
2024 within the time those sections require and retained as an
exhibit class, Chapter
6; storage and
retention, Chapter 4
and Annexure L
C-03 | Bharatiya Nagarik Suraksha In force | Section 193: the police report to record the sequence of custody of | Chain-of-custody and
Sanhita, 2023 1 July an electronic device movement ledger,
2024 Section 4.9; column
sets, Annexure D;
custody controls,
Section 6.11
C-04 | Bharatiya Sakshya Adhiniyam, | Inforce | Section 63: admissibility of electronic records, subject to the Report and
2023 (Parliament of India) 1 July conditions in section 63(2) and to the certificate required at each certification structure,
2024 submission by section 63(4) Section 5.4; report
template, Annexure D;
hash discipline,
Chapters 4 and 6;
continuity of tooling,
Section 5.5
C-05 | Bharatiya Sakshya Adhiniyam, | Inforce | Certificate in two parts: Part A executed by the party producing the | Table 5.2; acquisition
2023, Schedule under section | 1 July record; Part B executed by the expert, confirming source and certificate and
63(4)(c) 2024 matching hash values examination report,
Annexure D; maker-
checker control,
Section 4.9
C-06 | Information Technology Act, | 2000, as | None arising. CIDAL is not proposed for notification and no Section 5.6
2000, section 79A (Parliament | amende | obligation, milestone, acceptance criterion or payment is founded
of India); scheme d on it; the obligation accepted is conformity with ISO/IEC 17025 and
administered by the Ministry ISO/IEC 27037 at row C-11
of Electronics and Information
Technology
C-07 | Directions under sub-section | 28 April | Time synchronisation to the national reference; reporting of cyber | Section 5.8; Section
(6) of section 70B of the 2022 incidents within six hours; enabling and secure maintenance of logs | 4.10; Table 4.8; Section
Information Technology Act, for a rolling period of 180 days within India; a designated point of 6.13
2000 (Indian Computer contact
Emergency Response Team)
C-08 | Digital Personal Data Enacted | Section 17(1)(c): exemption in respect of personal data processed Section 5.7
Protection Act, 2023 2023; in the interest of the prevention, detection, investigation or
(Parliament of India) brought | prosecution of any offence or contravention of any law for the time
into being in force
force by
notificati
on,
different
dates
permissi
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Instrument and issuing Date Condensed non-negotiable obligation Discharged at
authority
ble for
different
provision
s
C-09 | Digital Personal Data Notified | Phased compliance over eighteen months; the design position is Section 5.7
Protection Rules, 2025 14 reviewed as commencement progresses
(Ministry of Electronics and Novemb
Information Technology) er 2025
C-10 | Arjun Panditrao Khotkar v. [2020] 7 | A certificate is required where an electronic record is adduced as Section 5.4
Kailash Kushanrao Gorantyal | SCR 180, |secondary evidence
(Supreme Court of India, 14 July
three-Judge Bench) 2020
C-11 | ISO/IEC 17025 and ISO/IEC Current | Laboratory competence, method validation and reporting; Section 5.6; acquisition
27037 editions | identification, collection, acquisition and preservation of digital procedures, Section
evidence 6.5; tool-validation
dossier, Chapters 10
and 13
C-12 | General Financial Rules, 2017 | 2017, as | Competitive procurement and performance security principles, and | Chapters 14 to 17;
(Ministry of Finance) amende | record of the procurement decision procurement dossier,
d Table 5.5
C-13 | Government Order No. 57/18- | 26 Procurement thresholds, including turnover as a percentage of Chapter 15
2-2024-97(L.U.)/2016 Novemb | estimated bid cost at paragraph 45, from which Section 15.5
(Government of Uttar er 2024 | departs upward with recorded reasons
Pradesh)
C-14 | Bharatiya Nyaya Sanhita, 2023 | In force | Sections 111 and 112, organised crime and petty organised crime; | Classification criteria
(Parliament of India) 1 July sections 318 and 319, cheating and cheating by personation: the and codes, Section 6.4
2024 provisions under which the dominant part of the caseload is and Annexure C
registered, and from which the triage criteria at P2-a and P2-c are
determined
C-15 |ISO/IEC 27001 Current | Information security management as a bidder management-system | Chapter 15
edition requirement, with equivalents admitted prequalification
C-16 | General terms and conditions | As Bid submission, price discovery and contract formation mechanics | Chapters 15 to 17
of the Government e- applicabl
Marketplace, the Government | e on the
electronic procurement date of
platform through which this publicati
tender is issued on
C-17 | This Request for Proposal's Not Every requirement a function on an input class producing an output | Chapter 10 preamble
own governing rules applicabl | verified by a named test on Department-supplied material; where a
e product is named it is indicative of the class only, and an equivalent
or better product is accepted on the measurable floor stated with it

5.3 Criminal-procedure obligations

Three requirements of the Bharatiya Nagarik Suraksha Sanhita, 2023, stated at rows C-01 to C-03 of Table 5.1,
bear on the delivered system. Section 176(3) is answered by an on-scene response kit at each of the seventy-
five field units, the on-scene collection controls at Section 6.5 and the P2-f triage criterion at Annexure C.
Recordings made under sections 105 and 185 arrive as exhibits and are received, sealed, hash-verified,
registered against their own exhibit class and retained as any other, their volume a first-quarter baseline task
reported against the re-sizing triggers at Chapter 3, Table 3.6. Section 193 makes the custody register a
mandatory field set at every unit: every transfer records the transferring and receiving officers, the date and
time, the seal number and the hash value, and the register produces the sequence of custody of an electronic
device as a printable statement for the police report.

5.4 Electronic evidence and the statutory certificate

Section 63 of the Bharatiya Sakshya Adhiniyam, 2023 makes information in an electronic record printed, stored,
recorded or copied by a computer or communication device a document, admissible without further proof or
production of the original, subject to the conditions in section 63(2), and section 63(4) requires a certificate at
each instance at which the record is submitted for admission, signed under section 63(4)(c) both by the person
in charge of the device, or of the management of the relevant activities, and by an expert, in the form specified
in the Schedule. Row C-10 of Table 5.1 carries the authority for a certificate on secondary evidence.

Uttar Pradesh Police 49



Cyber Investigation and Digital Assistance Lab

Table 5.2: The statutory certificate under the Schedule, and how the delivered system produces each part

Part Execu  What it records How the delivered system produces it
ted by

Part A | The The source from which the record or output was The exhibit register entry and the acquisition certificate at Annexure D
party | produced; the device type; make, model, serial carry every particular required, generated by the Case and Evidence
produ | number and the applicable device or account Management System from the custody and acquisition records. Part A
cing identifier; a declaration that the device was under is executed by the officer producing the record
the lawful control for regularly creating, storing or
electr | processing information; the hash value with the
onic algorithm used, with the hash report enclosed;
recor |signature with name, date, time in Indian Standard
d Time on a 24-hour clock, and place

PartB | The Verification that the record or output was obtained The examination report at Annexure D carries the hash on receipt, the
expert | from the stated device or source; repetition of the hash at acquisition and the verification result at each stage. At a field

device identification; confirmation that the hash
values match, and the algorithm used; signature with
name, designation, date, time and place

unit Part B is executed by the Examiner or the Unit In-charge as an
authorised Government officer; at Headquarters by the authorised
officer of the Department in whom the statutory functions of the
Headquarters CIDAL Laboratory vest under Annexure M, Section M.1,
who is not one of the twenty contracted posts and holds the
qualification and experience required of an expert under section
63(4)(c). No contracted person executes Part B, signs a forensic opinion
or appears as a witness

The delivered system must demonstrate, for every exhibit, hash integrity from acquisition to production in
court. Hardware-enforced write blocking, hashing at acquisition, hash verification at every transfer and
immutable evidential logging are mandatory controls under Chapter 4, each tested at site acceptance.

5.5 Continuity of forensic tooling and reliability of software, as evidentiary obligations

An exhibit already acquired must remain capable of being examined again, on the same tool and at the same
version, at any distance in time from the acquisition, the certificate under section 63(4) being required at each
instance of submission and not once and for all: continuity of tooling is an evidentiary requirement and not a
commercial preference.

Chapter 10, Section 10.2.2 states the licensing and continuity clause once, in binding terms for every software
item without exception and not open to qualification, exclusion or negotiation by a bidder, and Chapter 8, rule
SR-13 carries it into the scope of work. Its evidentiary effect is that every entitlement carries not less than three
years of updates and support from acceptance at its unit and thereafter operates in perpetuity, without
updates, at no further cost and without any further act of the supplier, on a permanent offline entitlement
demonstrated at acceptance with every external interface disconnected, and that the Department retains in
perpetuity the means to read, search and export its own data in open and documented formats.
Reproducibility is a record obligation alongside it: the acquisition record at Section 4.9 holds the tool, build
identifier, settings and hash values at source and on the image, so that a second examiner can repeat the work.

The limit of the guarantee. Six items, SW-03, SW-04, SW-05, SW-08, SW-09 and SW-11, depend for their
usefulness on a continuously refreshed dataset and are identified at Chapter 10, Table 10.10. For those,
perpetual operation preserves the installed tool, the Department's own data and every acquisition, analysis
and finding already produced; it does not preserve currency against devices, protection states, service
interfaces, attribution data and synthesis techniques appearing after the update period ends. Renewal is
carried as a commercial position at Chapter 14 and with a numeric re-sizing trigger at Chapter 3, Table 3.6.

Software reliability. All software supplied shall be free from defects, shall conform to its specification at
Chapter 10 and to the functionality its bidder demonstrated at the proof of concept under Chapter 17, and the
System Integrator shall certify at each delivery that no defect of Critical or High severity is known to exist. The
four severity classes and their resolution clocks are fixed at Chapter 10, Section 10.2.3 and carried into scope at
Chapter 8, rule SR-14; each clock runs from the Department's report of the defect, not from the System
Integrator's acknowledgement, and resolution is at no cost to the Department for the whole term. The Critical
class is defined by evidential outcome: loss, corruption or alteration of evidence; incorrect computation or
verification of a hash; failure, gap or corruption of an audit log; or inability of the item to operate at all.
Persistent failure is a service-level breach under Chapter 13.

A Critical defect affecting evidence integrity is an incident. Where a defect causes, or may cause, loss,
corruption or alteration of evidence, incorrect computation or verification of a hash, or failure of an audit log,
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the System Integrator shall report it to the Department within four hours of becoming aware of it, however
found and whether or not it has yet manifested at any unit, stating the affected versions, the conditions in
which it manifests and the means by which the Department may determine whether a case is affected; and
shall identify, within seven working days, every case processed with the affected version at every unit at which
it was deployed. The response procedure is at Section 6.15. That four-hour obligation is distinct from the six-
hour cyber-incident obligation at Section 5.8; an event within both is reported under both, each within its own
period, and neither report discharges the other.

Software shall be free of malicious code, undocumented interfaces, undisclosed data transmission of any kind,
and any capability to disable, degrade, restrict, meter or remotely alter the item or the data it holds. Telemetry,
usage reporting, analytics, crash reporting and licence beaconing are prohibited unless declared in the bidder's
data-path declaration and disableable by the Department without loss of any specified function.

The principal's undertakings lodged at bid, the permanent offline entitlement artefacts, the delivery
certificates, the monthly open-defect register and every case identification furnished under the Critical-defect
rule are retained under Table 5.5 and fall within the independent audit at Chapter 13. Continuity is re-verified
annually under Section 5.14.

5.6 Examiner of Electronic Evidence, and the accreditation position

Notification as an Examiner of Electronic Evidence under section 79A of the Information Technology Act, 2000
is conferred on a laboratory and not on an individual expert, and is not a precondition to admissibility. No law
requires a State police forensic facility to be accredited; accreditation to ISO/IEC 17025 by the National
Accreditation Board for Testing and Calibration Laboratories is voluntary, and compliance with ISO/IEC 17025
and ISO/IEC 27037 is a prerequisite under the Scheme only for a laboratory seeking notification.

What this Request for Proposal requires is conformity, as a delivered condition: CIDAL is designed, equipped,
documented and operated for conformity with ISO/IEC 17025 and ISO/IEC 27037, comprising method and tool
validation against a known-answer dataset, competence, equipment and calibration records, controlled
procedures and a defined report structure, tested at acceptance and audited under Chapter 13. CIDAL is not
proposed for notification, and no obligation, milestone, acceptance criterion or payment under this Request for
Proposal depends on it.

5.7 Data protection

Section 17(1)(c) of the Digital Personal Data Protection Act, 2023 exempts personal data processed in the
interest of the prevention, detection, investigation or prosecution of any offence or contravention of any law,
and a CIDAL unit's processing is of that character. This Request for Proposal relies on section 17(1)(c) and on
nothing else; the position is reviewed as commencement of the Act and of the Rules of 2025 progresses over
their eighteen-month phasing.

A data-protection baseline applies irrespective of the exemption and constrains the delivered system: purpose
limitation, an exhibit examined against a stated case requirement and the report stating what was searched
and what was not; minimisation in disclosure, reports stating findings against the question asked and not
reproducing unrelated personal content; access control, by authenticated operator identity with per-session
logging and case-record access confined to officers holding a duty in the case; retention discipline, every
artefact class carrying a retention period, custodian and disposal method at Annexure L; auditable logging, the
evidential action log at Table 4.8; and localisation, all evidence, artefacts, intermediates and case metadata
held on Government-controlled infrastructure within India.

5.8 Information-security directions and the obligations they impose

The Directions issued by the Indian Computer Emergency Response Team on 28 April 2022 under sub-section
(6) of section 70B of the Information Technology Act, 2000 apply to the programme and are flowed down to
the System Integrator. The first four obligations below are the Directions' own; the remaining three this
Request for Proposal imposes so that the first four can be discharged and evidenced.
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e Time synchronisation. All system clocks are synchronised to the national reference time source, by the
mechanism and recorded procedure at Section 4.10.

e Incident reporting. A cyber incident of a class the Directions specify is reported within six hours of being
noticed or brought to notice, by the Department's designated point of contact. A unit or the System
Integrator detecting such an incident informs the point of contact immediately by the fastest means
available, and records the fact, the time of detection, the detecting officer or person and the state
observed. An evidential incident under Section 6.13 that is also a specified cyber incident is reported under
both, each within its own period.

e Log retention. Logs are enabled, securely maintained and retained for a rolling period of not less than 180
days within India, as stated in Table 4.8.

e Designated point of contact. The Department designates one and notifies any change; the System
Integrator designates its counterpart, named in the contract, with a stated substitute.

e Contractual flow-down. Every obligation in this section binds the System Integrator and every
subcontractor and manufacturer it engages, evidenced before first delivery.

e Software bill of materials. The System Integrator furnishes one for every delivered software item and
maintains it through the term.

e Vulnerability management. Severity-rated patching windows apply across the estate, with a quarterly
vulnerability assessment across the Headquarters estate and against the standard field-unit build, reported
to the Programme Management Unit. Patches and signature updates reach the offline Evidence Processing
Zone only by the crossing procedure at Section 4.7, every patch at a field unit being recorded in its
administrative log and monthly return.

5.9 The national platforms: scope boundary and the record a unit keeps

No interoperation between CIDAL and any national platform is in scope: nothing at Chapter 9, NP-4 is designed,
procured, priced or permitted to be assumed, and CIDAL neither issues, brokers nor holds any platform
credential, no CIDAL system authenticating to any platform. Platform work is performed from the Controlled
Internet Zone, which by Table 4.4 holds no evidential artefact, forensic image, working copy or derived
intermediate; the only outward crossing from the Evidence Processing Zone is a completed report, summary,
manifest, certificate or return, under Section 4.7. The endpoint is authenticated to the individual officer and its
session and administrative events logged under Table 4.8; where an action on a platform bears on a case at the
unit the officer records in the Case and Evidence Management System the fact, the platform, the date, the time
and the officer's identity.

5.10 The authorisation gate

Three capabilities are exercisable only under the written approval of the authorised officer, being an officer of
the Cyber Crime Headquarters of a rank designated by the Department for the purpose, and are held at
Headquarters alone in the separately administered Authorisation-Gated Capability Zone. No capability,
procedure or gate in this Request for Proposal requires the approval of a court or of a judicial authority.

Table 5.3: The authorisation-gated capabilities and the control set that governs each

Capabilit | What may be done under it Authorisation Record made before the attempt  Audit record produced Retention and
Yy required inspection
Advance | Assisted access to a locked The written Entry in the authorisation register | Per-attempt record: 10 years.
d access | device, in before- and after-first- | approval of the | by the Authorisation Register operator identity, date | Inspected
to locked | unlock states, on a specific authorised Officer, carrying the authorisation | and time, method class, | quarterly by
devices | exhibit in a specific case officer, naming | reference, the approving duration, outcome the Quality and
the case, the authorised officer, the date, the Review
exhibit and the | case and exhibit identifiers and the Authority and
purpose criterion relied on annually by the
Independent
Auditor
Lawful Token-based acquisition of a As above, As above, with the account Per-acquisition record | 10 years.
cloud service or cloud account under together with identifier and the scope of with scope, volume Inspected as
and lawful authority, bound to the the instrument | acquisition recorded acquired, hashes and above
account | case under which the operator identity
acquisiti account is
on acquired
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Capabilit | What may be done under it Authorisation Record made before the attempt  Audit record produced Retention and
Yy required inspection
Credenti | Accelerated recovery of a As above As above, with the container or Per-job record with 10 years.

al and credential or passphrase against image identifier parameters, duration, Inspected as
passphra | an image or container already operator identity and above

se acquired in the case outcome

recovery

Five rules govern the gate and none is qualified. No attempt is initiated before the approval is recorded: the
register entry precedes the attempt, a copy of the approval is lodged against it before the attempt, and a
capability exercised without a prior entry is a reportable incident. The register is audited quarterly by the
Quality and Review Authority against the underlying approval and annually by the Independent Auditor. It is
kept by the Authorisation Register Officer, a post that does not examine. All processing is on Government-
controlled infrastructure inside India, and no exhibit, artefact, device identifier or derived intermediate is
transmitted outside Indian jurisdiction at any stage. No contracted person authorises or signs any output of a
gated capability: a contracted specialist may operate a tool only in the presence of the officer of the
Department in whom the statutory functions of the laboratory vest, or an officer that officer nominates in
writing, and the per-attempt record names the specialist, the officer present, and the approval relied on with
the approving authorised officer and the date. Referral volume is a published indicator at Annexure E, with a
numeric re-sizing trigger at Chapter 3, Table 3.6.

5.11 Personnel, and the boundary on contracted staff

Every contracted post is at Headquarters; there is none at any of the seventy-five field units, and no contracted
person holds credentials to any field evidence-processing system. Contracted personnel provide technical
support, tool operation, documentation, supervised assistance, and bilingual assistance and refresher support
at Headquarters, which does not include delivery of the training programme at SV-03, the System Integrator's
obligation under Chapter 12. Final forensic opinions, evidentiary conclusions, statutory certificates and report
sign-off remain with authorised Government officers, and no contracted person signs a certificate or appears as
a witness. Background verification precedes deployment for every post; bilingual capability, with Hindi
mandatory, applies to every training-delivering and desk-facing post; and qualification, experience and the
replacement rule for each of the twenty posts are at Annexure M.

The support desk is bounded by the same rule: it may not connect to any machine holding case evidence, may
not view, receive, transmit or store any evidential artefact, may not make or influence a forensic finding, and
holds no credentials to any field evidence-processing system. Its remit is availability, configuration, fault
diagnosis on non-evidential symptoms, spares logistics and guidance.

At a unit, access to the Evidence Processing Zone is limited to the Examiner and the Unit In-charge, and to any
other person only under escort in the presence of one of them, without operating credentials and against an
entry in the access register; the Physical Evidence Holding Zone is the Custodian's, keys under the Unit In-
charge's control with a duplicate under sealed cover; seal stock is held under separate lock and reconciled
monthly in the certified return; visitors are recorded with purpose, escort and timings; and an engineer of the
System Integrator works under escort with no operating credentials.

5.12 Governance bodies, decision rights and decision times

Seven bodies govern the programme, and one further role carries decision authority at a field unit. Each carries
stated decision rights and a maximum decision time, and a decision not taken within that time is escalated to
the next body and is never deemed to have been taken.

Table 5.4: Governance bodies: composition, quorum, decision rights and maximum decision time

Body | Composition Quoru Decision rights Maximum
or m decision
role time

The | The Uttar Pradesh Police, acting Not Sanction and budget; establishment and postings; issue of the triage 30 working
Depa | through the officer designated applic | standard by departmental order; appointment of the Independent days

rtme | Programme Director, CIDAL able Auditor; acceptance of the annual capacity review; decisions escalated

nt from any body below

Apex | Chaired by the officer designated by the | Chair, | Approval of the tender and its annexures; approval of the evaluation 20 working
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Body

or
role

Composition

Decision rights

Maximum
decision
time

Procu | Department, with members holding the | the outcome and of award; contract amendments with financial effect; days from
reme | finance, technical and legal portfolios financ | change requests of the highest class; approval of any re-sizing arising | receipt of a
nt and the Programme Director e from a published trigger complete
Com memb proposal
mitte erand
e one

other
Tech | Chaired by a senior technical officer of | Chair | Advisory only, carrying no direction authority: recommendations to 15 working
nical | the Department, with forensic, and the Apex Procurement Committee on technical specifications, days to issue
Com | information-security and legal members | three | technical evaluation, technical disputes, the quarterly consolidated a
mitte | and one member from the operating memb | return, planning assumptions against first-quarter measurement, and | recommend
e laboratory ers re-sizing ation
Progr | Departmental, supported under SV-05, | Its Day-to-day direction of the System Integrator; sequencing within the | 10 working
amm | outside the System Integrator's contract | head, | published month gates; site-readiness certification; change requests days
e orthe | of the lowest class; issue of non-conformance notices. It has no
Mana officer | authority to waive any acceptance criterion
geme nomin
nt ated
Unit in

writin

8
Wave | Convened per wave: a departmental Chair | Site acceptance; classification of non-conformances as minor or 10 working
Deliv | chair, the Programme Management and major; issue of the wave acceptance certificate that releases the days to issue
ery Unit, the Unit In-charge of each the wave's payment tranche site
and accepting unit, and the System Unit acceptance
Acce | Integrator's project manager for that In- after
ptanc | wave in attendance without a vote charge completion
e of the of testing;
Com unit 15 working
mitte under days for a
e accept wave

ance acceptance

certificate
Indep | Appointed and paid by the Department | Not Assurance only, carrying no direction authority over any party: 20 working
ende | under SV-05, outside the System applic | independent verification of acceptance evidence, of service-credit days to issue
nt Integrator's contract and its contract able computation, of compliance under Table 5.1 and of the authorisation | a report
Audit | value register after a
or review
Head | The authorised officer of the Not Operating decisions: acceptance of a referral, allocation of referred 1 working
quart | Department in whom the statutory applic | work, issue of referred-examination reports, tool validation, quality day from
ers functions of the laboratory vest, able review, training certification and custody of the authorisation register. | hash
CIDAL | directing the specialist cadre of twenty Every statutory certificate, final forensic opinion and written disposal | verification
Labor | posts through the Laboratory Head and order at Headquarters is executed by the authorised officer of the to accept or
atory | technical review authority at Annexure Department and by no contracted person decline a
M, post P-01 referral

Each of the seventy-five field units is governed by its Unit In-charge, the decision authority for classification,
authorisation of acquisition and examination, referral, review and countersignature, and certification of the
monthly return.

5.13 Governance artefacts, evidence of compliance and retention

Table 5.5 states the minimum governance artefacts, their owners and retention periods, carried from Annexure
L, the single retention schedule of this Request for Proposal and the only instrument that fixes a period; where
the two appear to differ, Annexure L governs. Evidential and case artefacts are scheduled there and are not

repeated here.

Table 5.5: Governance artefacts, owner and minimum retention

Artefact

Procurement dossier: tender, queries and replies, evaluation records, committee
minutes, award

Owner

Apex Procurement Committee
closure

Minimum retention

5 years from contract

Proof-of-concept records: scoring sheets, session logs, retained outputs,
substitution approvals

Technical Committee

5 years from award

Inspection and acceptance packs: pre-dispatch, delivery, installation, site and
wave records

Wave Delivery and

Acceptance Committee years

Life of the asset plus 5

Tool-validation dossiers and known-answer test records

Quality and Review Authority

Contract term plus 5 years
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Artefact

Licensing undertakings from each principal, permanent offline entitlement
artefacts and the annual disconnected-operation records

Owner

Programme Management Unit

Minimum retention

Life of the asset plus 5
years

Software delivery certificates, the monthly open-defect register and every case
identification furnished under the Critical-defect rule at Section 5.5

Programme Management Unit

Contract term plus 5 years

Flow-down evidence under Section 5.8, lodged before first delivery, and the
designation of the System Integrator's point of contact and its stated substitute

Programme Management Unit

Contract term plus 5 years

Administrative and security logs

Infrastructure and Security
Administrator; the Unit In-
charge at a field unit

Not less than 180 rolling
days on line within India,
archived for the balance of
the contract term

Evidential action log in the Case and Evidence Management System

Unit In-charge

Life of the case plus 5
years, immutable

the Unit In-charge

Authorisation register and per-attempt records Authorisation Register Officer | 10 years
Referral register entries and referred-examination reports Evidence Custodian and 10 years
Referral Register Officer
Removable-media crossing register and sanitisation records Unit In-charge 3 years
Disposal approvals and destruction certificates Custodian, countersigned by 10 years

Monthly certified returns, quarterly consolidated returns and the annual return

Documentation and Returns
Officer

Contract term plus 5 years

Training attendance, assessment and cascade-certification records

Training Officer

Contract term plus 5 years

Support-desk ticket records

Support Desk Officer

Contract term plus 5 years

5.14 The compliance calendar so far as it binds the System Integrator

Monthly: the Infrastructure and Security Administrator reviews the Headquarters administrative and security
logs and records the review, its date and any finding; and the open-defect register for every software item is
furnished to the Programme Management Unit and reviewed against Section 5.5. Quarterly: the vulnerability
assessment under Section 5.8; and the Quality and Review Authority inspects every entry in the authorisation
register against the written approval on which it rests, and samples examination reports for method, hash
discipline and stated limitations, recording the sample, the findings and their disposal. Annually: continuity of
every software entitlement re-verified at the annual maintenance visit by operating the item with every
external interface disconnected; the battery capacity of every dedicated power provision tested under Section
4.12, each result recorded on that unit's maintenance record; and the Independent Auditor audits compliance
against Table 5.1, the acceptance evidence, the service-credit computation, the authorisation register and
retention against Annexure L, the System Integrator producing the artefacts at Table 5.5 on request.
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Chapter 6: Standard Operating Procedures

6.1 Status and application of this chapter

The operating procedures in this chapter are departmental, published because the delivered system, the
training programme at Chapter 12 and the acceptance tests at Annexure B are built to them: every register,
form, column set, control, clock and record named here is a delivered function verified at acceptance.

The Case and Evidence Management System is each unit's book of record: it registers the case and issues the
case identifier, enrols each exhibit and holds its chain of custody, records the class and criterion code, records
each acquisition with its tool, version, settings and hash values, holds the examination notes and findings,
produces the report under a two-signature control, generates the referral request and manifest, records every
removable-media crossing, runs the retention clock and produces the monthly certified return from its own
records. Its delivered functions are at Chapter 8, Section 8.11 and its fields at Annexure D. One standalone
instance is held at each of the seventy-six units, none aware of any other, and nothing is copied, synchronised
or reconciled between them.

Annexure D publishes the register templates and column sets, Annexure C the triage standard, Annexure L the
retention periods and Annexure E the indicators. Where a period is stated in working days, time runs from the
date recorded in the system for the triggering event. No procedure moves a case, exhibit, image or record from
one field unit to another.

6.2 The three duties and the rule that separates them

A field unit carries three duties. A duty is a set of responsibilities attached to a posting and not a post, and the
delivered system builds role separation to this table.

Table 6.1: The three duties at a field unit

Duty ‘ What the duty does

What the duty decides or signs

What the duty controls

Unit Authorises acquisition and examination; assigns the | Authorisation to acquire and examine; the Access to every zone; the
In- priority class; decides referrals; reviews and class and every reclassification; the referral | removable-media crossing
charge | countersigns reports; certifies the monthly return decision and request; the countersignature | register; the seal stock; the
on every report and summary; the monthly | Triage and Priority Register
return
Exami | Acquires, images, verifies and examines; operates The examination method and parameters; The Evidence Processing Zone in
ner the Evidence Processing Zone; prepares the report the recommendation on referral; the operation; the acquisition and
or triage summary; writes archival copies; maintains | findings and the statement of limitations examination records; the tool
tool and version records and version record
Custo | Receives exhibits and issues receipts; seals; stores; The receipt issued on intake; every custody | The Physical Evidence Holding
dian records every movement; prepares, seals and and movement entry; the packing list and Zone; the exhibit register; the
despatches referral packages and receives returns; condition statement on despatch and return | chain-of-custody and movement
maintains seal stock register

One officer may hold more than one duty except where segregation is evidentiary. Two segregations are
evidentiary: the examiner of a case may not review or countersign that case's report, and does not determine
its priority class. The system records the assigning and examining identities separately and enforces both as
delivered functions. At Headquarters the same functions are discharged by the twenty posts at Annexure M,
under the same rule, and the boundary on contracted staff at Section 5.11 applies there without qualification.

6.3 Case intake and registration at the field unit

All case intake, registration and direct acquisition occur at the seventy-five field units. A case is registered at
the unit at which it arises, issued a case identifier by that unit and owned by it from receipt to production in
court, including while an exhibit is referred; Headquarters registers no case.

Intake produces, and the system carries: the forwarding memorandum, identifying the case, the exhibit, the
authority for the seizure and its date, time and place; the reference to the statutory record of the search or
seizure; the investigating officer's written statement of the question the examination is to answer; a
description, condition statement, device state and photograph for each item as received; an evidence isolation
bag entry for each radio-capable device; the numbered tamper-evident seal drawn from the seal stock register;
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a numbered receipt and its counterfoil; the case registration and an exhibit register entry for each item; and
the first custody entry with location, date, time and officer.

The system issues every case and exhibit identifier itself: no officer types, chooses, edits or reuses one, and
none can be altered afterwards. No exhibit is refused; one forwarded without a stated question is received,
sealed, registered, preserved and classified accordingly. A broken seal, or a condition not matching the
memorandum, is received under a recorded discrepancy and dealt with under Section 6.13.

6.4 Triage classification and prioritisation

The Unit In-charge classifies, on the record, within two working days of receipt of the exhibit. One class is
assigned to the case and governs the treatment of every exhibit in it.

Table 6.2: The four priority classes

Treatment Target from the date of classification, save where the row states Referr
otherwise al
eligibl
e
P1: Immediate T-A Full examination Report issued within 7 working days Yes
P2: Priority T-A Full examination Report issued within 20 working days Yes
P3: Standard T-B Bounded triage examination Summary issued within 45 working days No
P4: Preserve T-C Preserve and hold Acquired, verified and archived within 10 working days of receipt No

Every class is assigned against a criterion code: P1-a to P1-e, P2-a to P2-f, P3-a and P3-b, and P4-a to P4-c. A
case is P1 where any P1 criterion is true and P2 where any P2 criterion is true and no P1 criterion applies. The
criteria, and every figure, monetary threshold and list of statutory provisions on which one turns, are published
with the triage standard at Annexure C.

The Triage and Priority Register is a set of fields in the Case and Evidence Management System. It carries the
case identifier; the exhibit identifiers; the date of receipt; the class; the criterion code; the assigning officer and
date; every reclassification with its reason, requesting officer and date; the treatment actually given; the date
the report or summary issued; and the archival media reference where preserve-and-hold applies. The system
refuses a classification entered without a criterion code.

A class may be raised on the written request of the investigating officer, the direction of the supervising officer
or the direction of a court, and lowered only where the case is closed, transferred out or the exhibit released;
every reclassification appears in the monthly return. A unit may not assign a class to fit its capacity, applies the
next higher treatment to pending cases oldest first where it has residual capacity in a month, and may not
make a P3 or P4 case referral-eligible by raising its treatment.

6.5 Acquisition

Acquisition is performed by the Examiner in the Evidence Processing Zone, on the written authorisation of the
Unit In-charge recorded before it begins, on the exhibit produced from custody against a movement entry.

Table 6.3: Acquisition controls and the evidence each produces

Control  Requirement Evidence produced
Write Hardware-enforced write blocking on every acquisition path from an original exhibit. Software-only Write-block verification
protecti | write blocking is not acceptable record for the session
on

Hashing | Cryptographic hashing computed during acquisition by a published algorithm of not less than 256-bit | Acquisition hash with the
digest length; a second published algorithm may be computed in addition for cross-tool comparison algorithm named

Verificat | The acquired image verified against the source before the source is returned to custody Verification hash and the
ion match statement

Output | An open forensic container format or a raw image, readable without the acquiring tool Image file and its manifest
format

Working | All examination performed on a working copy; never on the original exhibit and never on the master | Working-copy hash recorded

copies image against the master
Acquisiti | Operator identity, start and end timestamps, source device identifiers, tool and version, firmware Acquisition log and
on log version where applicable, and the resulting hashes acquisition certificate
Operato | Authenticated operator identity with per-session logging to tamper-evident local storage Per-session log entry

r
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Control  Requirement Evidence produced

identity

Custody | A movement entry on production of the exhibit and a second on its return to storage Two custody entries per
session

Power | The machine performing the acquisition, its displays and the acquisition hardware attached to it are The power-continuity record

continui | carried by a dedicated power provision at that machine, so that a failure of mains supply does not where mains fails, under

ty stop the acquisition where it stands Section 6.14

The session's acquisition record carries the fields at Table 6.3 with the settings applied and the verification
outcome; an exhibit whose verification failed is marked as such in every later view. Device state as received,
whether powered, locked or network-connected, is recorded before any action, and volatile data that would be
lost on power-down is preserved and recorded first. The same controls apply on scene, the log opened at the
scene and closed at the unit. Where a device is locked or encrypted and no passcode, credential or recovery
key is available, the unit makes no access attempt beyond the function its own authorised tooling provides,
preserves the exhibit as received, records the fact and state, and tests the case against the referral criteria;
advanced access, cloud and account acquisition and credential recovery are exercised at Headquarters alone,
under the written approval of the authorised officer, being an officer of the Cyber Crime Headquarters of a
rank designated by the Department for the purpose, recorded in the authorisation register before the attempt
under Section 5.10.

6.6 The three treatment procedures

The treatment follows from the class assigned under Section 6.4 and from nothing else, and each is performed
by the Examiner on a working copy.

Table 6.4: The three treatments: minimum steps, minimum artefacts and output document

Treat | Minimum steps Minimum artefacts Output document

ment

T-A: Acquisition and verification; keyword and pattern search; deleted-file | Search terms and parameters as | Full examination report
Full carving; timeline reconstruction; recovery of system, log, browser, run; the artefact classes under Section 6.9,

exami | messaging, document, mail, application, location and media artefacts | examined; the exhibits countersigned under
nation | across the applicable classes; correlation across the case's exhibits; correlated; every hash at each Section 6.10

analysis to the question asked stage

T-B: Acquisition and verification; a defined automated processing pass The artefact list applied; the Hashed, case-bound triage
Bound | against the published artefact list; a bounded manual review of the bounded review performed; package and an

ed results of that pass what was not searched; the investigating-officer

triage escalation test result summary, countersigned
exami under Section 6.10

nation

T-C: Acquisition; hash verification; custody entry; write to archival media | Acquisition and verification Acquisition certificate with
Preser | with verification against the acquisition hash; release of primary hashes; the archival media hashes, the custody entry
ve and | storage; retention identifier; the custody entry and the archival media
hold reference
At the close of a bounded triage and of a full examination the Examiner applies the escalation test, the case

tested against the referral criteria at Table 6.5, and records the result whether positive or negative: on the face
of the summary under T-B, in a section of its own in the report under T-A, and in the Triage and Priority
Register in either case.

A preserved exhibit's verified image is written to archival media, hash-verified against the acquisition hash and
removed from working storage within five working days of acquisition, the media identifier recorded against
the exhibit; reclassification restores it, the restoration itself hash-verified and recorded. T-C is not a finding: no
document under it states or implies that nothing was found. A completed case's images and working copies
leave working storage on a target residency of twenty working days at a District, fifteen at a Commissionerate
and thirty at Headquarters, the retained copy being the archival copy under Annexure L.

6.7 Referral to Headquarters

A field unit escalates to Headquarters and to no other unit in the programme; the only remaining destination is
out of the programme under Section 6.8. There is no path between a District and a Commissionerate. A referral
may be raised only where the case is classified P1 or P2 and any one of the criteria at Table 6.5 is true.
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Table 6.5: Referral criteria to Headquarters

Code Criterion, as the officer sees it ‘

R-1 The device is locked, or its storage is encrypted, and no passcode, credential or recovery key is available

R-2 Evidence held in a service or cloud account must be acquired under lawful authority

R-3 A credential or passphrase must be recovered to open a container already acquired

R-4 Records of more than one telecom operator must be correlated, or records across more than one case must be correlated

R-5 Investigation is required on the open internet or on an anonymised overlay network, or virtual assets must be traced

R-6 The authenticity of a photograph, recording or video must be established for court production, or synthetic media is alleged

R-7 The exhibit is a storage array or a multi-volume set that the unit's own suite is not required to reconstruct, or the unit's tool reports the
file system as unsupported

R-8 The acquired volume of a single exhibit exceeds the unit's available working storage, and the unit's own suite is not required to process
an exhibit of that size

R-9 The recording is held in a container that the unit's own suite is not required to decode

R-7, R-8 and R-9 are tested against the grade the unit holds. Chapter 10 makes reconstruction of a multi-
volume set and a device array, the extended file-system families, and processing of a single exhibit larger than
the unit's working storage mandatory at laboratory grade, the grade of the computer forensic analysis suite at
a Commissionerate, and not required at field grade, its grade at a District. Recorder-native video decode is held
at Headquarters and required of no field unit. Where a P3 or P4 case meets a criterion the unit completes the
treatment its class provides and records the limitation: what could not be examined, why, and what capability
would be needed. Reclassification is the only route to referral eligibility.

The Examiner recommends; the Unit In-charge decides and signs; the decision is recorded before despatch with
the criterion code, class, exhibit identifiers, hashes and seal numbers. The referral request, manifest and
custody slip are generated by the system from the case's own records and are not re-typed. Headquarters
holds an instance of the same system configured as a referral register: it opens an entry keyed to the
originating case and exhibit identifiers, carried unaltered, and is incapable of registering a case or issuing a case
identifier of its own. Ownership of the case does not move.

The manifest carries the originating unit's name, case identifier and exhibit identifiers; the criterion code, class
and question the referred examination is to answer; whether the package holds the original exhibit or its
verified image, with a description and condition statement for each item; the acquisition hash and algorithm
for each item and the verification hash computed immediately before sealing; the authorisation relied on
where an authorisation-gated capability is requested; the numbered seals from the seal stock register, two on
despatch and two on return, recorded on the manifest, the custody slip and the register; the name, designation
and signature of the packing Custodian and of the Unit In-charge with date and time of despatch; and the
return address. The custody slip travels with the package carrying the case and exhibit identifiers, hash values,
seal numbers and the despatching and receiving officers, signed at every hand-over.

Transport is by departmental courier or escorting officer against the numbered seals; commercial courier is
prohibited for original exhibits. Headquarters verifies every seal number and recomputes and compares every
hash before processing begins, acknowledges receipt within one working day, and accepts or declines the
referral within one working day of hash verification.

A referral is declined only on one of three grounds, recorded in the register with the ground and the reasons:
that the criterion code relied on is not made out on the manifest and the case papers; that the case is not
classified P1 or P2; or that the requirement falls outside CIDAL and belongs to the State Forensic Science
Laboratory or the notified Examiner of Electronic Evidence under Section 6.8. A declined referral is despatched
back to the originating unit within two working days of the decision, under fresh numbered seals and with the
hash values re-verified on despatch and on receipt, and the originating unit is notified in writing of the ground
on the day of the decision. The originating unit may re-refer once the ground is cured, and the re-referral is a
new entry. A declined referral is counted in the referral volume at QT-44 and against trigger T-7, but the
transfer turnaround at QT-45 is not computed on it; a separate turnaround of five working days, from the
referral decision to the originating unit's acknowledgement of the return, applies to a declined referral and is
reported at Annexure E.

A seal discrepancy or hash mismatch is an incident under Section 6.13, not a defect notice against the System
Integrator. The originating unit repeats the verification on return against fresh seals and files the Headquarters
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report against the originating case and the referral register entry. The transfer turnaround ledger, a published
indicator from the first month of operations, is two working days to despatch after the decision is recorded,
three in transit, one for acknowledgement and hash verification, two to despatch the result after the report
issues and three in return transit: eleven working days per referred exhibit.

6.8 Referral out of the programme

Where the requirement is outside CIDAL's scope the Unit In-charge refers the exhibit to the State Forensic
Science Laboratory or the notified Examiner of Electronic Evidence, from a District and a Commissionerate
alike, on criterion X-1, physical or chip-level recovery from a damaged, burnt or destroyed device; X-2, an
embedded system, vehicle system, industrial controller or other class CIDAL is not equipped for; X-3, a court
direction for the opinion of an Examiner of Electronic Evidence; or X-4, fingerprint, biological, document or
toolmark examination of the same exhibit, in which case the sequence of examinations is settled before either
begins and recorded. Packaging, sealing, the manifest and the custody slip follow Section 6.7, save that the
manifest carries a code X-1 to X-4 in place of R-1 to R-9, records the receiving institution and carries no class.
These referrals are recorded in the unit's system and reported in the monthly return.

6.9 The examination report and its certification

Every report and summary issued by a unit contains, as a minimum: the case identifier, the exhibit identifiers
and the question the examination was to answer; the authority under which it was conducted; the description
and condition of each exhibit on receipt with its seal numbers; the hash values on receipt and at each stage,
with the algorithm named; the acquisition and examination methods, the parameters applied, and the tool,
version and firmware version where applicable; the operator and the dates of each action; the findings, stated
as findings and distinguished from inference; a statement of limitations recording what was not examined and
why; and the name, designation and signature of the Examiner with the countersignature of the reviewer.

The report is produced by the Case and Evidence Management System to the structure published at Annexure
D, drawing identifiers, custody sequence, hash values, tool and version and dates from entries already made.
The statutory certificate is executed from the material in that report, in its two parts; Chapter 5 governs it.

6.10 Quality assurance a